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Executive Summary 

 

This deliverable encapsulates the final outcomes and methodologies of the second testing cycle and 

the concluding validation activities of the ACROSS platform, designed to meet the dynamic 

requirements of next-generation network and service orchestration across the edge-to-core 

continuum. The document consolidates the final evidence collected during M27–M36 and 

complements the holistic narrative established in D5.1 by reporting the updated, end-to-end 

validation results over the fully integrated ACROSS deployment. 

 

The deliverable begins by presenting the finalized ACROSS validation environment and architecture 

spanning the geo-distributed sites in Athens, Patras, Madrid, and Barcelona. Detailed attention is 

given to the final validation of the four test-case families—stakeholder-driven, device-driven, 

intelligence-driven, and holistic zero-touch orchestration—each assessed against the agreed Key 

Performance Indicators (KPIs) and supported by final measurement evidence. In addition to KPI 

validation, the deliverable reports on dataset generation and publication activities, including public 

release of selected datasets to enable reproducibility and future research. 

 

The main conclusions of the final testing cycle confirm the ACROSS platform’s ability to deliver secure, 

scalable, and intelligent zero-touch orchestration over complex multi-domain infrastructures, aligned 

with the project’s objectives for automation, responsiveness, and cross-domain interoperability. 

Lessons learned are synthesised across test cases, highlighting both performance achievements and 

practical bottlenecks encountered (e.g., cross-domain telemetry federation and operational security 

assumptions), along with the mitigations applied during the final cycle, providing actionable guidance 

for deployment hardening and future evolutions beyond the project. 
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1. Introduction 

The ACROSS project targets the realisation of an automated, zero-touch cross-layer provisioning 
framework for 5G and beyond vertical services, enabling secure and intelligent orchestration across 
the edge-to-core continuum and across multiple administrative domains. Within this context, Work 
Package 5 consolidates the integration activities, testbed deployment, and end-to-end validation of 
the ACROSS platform through iterative integration cycles and KPI-driven testing. 

This deliverable, D5.2, reports the outcomes of the final testing cycle (M27–M36) and provides the 
concluding validation results over the fully integrated ACROSS deployment. It complements D5.1, 
which documented the integration methodology, testbed deployment approach, and the outcomes 
of the initial testing cycle, by extending the evidence base to the final project phase and by 
consolidating the final platform state, execution plan, measurements, and lessons learned. In doing 
so, D5.2 provides the final assessment of ACROSS against the four cornerstone test-case families 
(stakeholder-driven, device-driven, intelligence-driven, and holistic zero-touch orchestration) under 
the agreed KPI framework. 

1.1 Objectives  

This deliverable is structured to achieve several objectives. It provides a consolidated view of the final 

ACROSS validation environment and the fully integrated architecture used in the last project phase, 

ensuring that the reported results are reproducible and traceable to concrete deployment and 

execution plans. It reports the final measurements and KPI validation outcomes across the four test-

case families, capturing both achieved performance and observed operational constraints. It further 

documents the dataset generation activities carried out during the final cycle, supporting transparency 

and re-use of project artefacts. Finally, it synthesises the discussion, lessons learned, and deviations 

identified during the final cycle, providing actionable guidance for future exploitation, standardisation-

oriented continuation, and deployment hardening beyond the project lifetime. 

1.2 Mapping ACROSS Outputs 

D5.2 consolidates the final WP5 outcomes by mapping the reported work to the ACROSS integration 

and validation workflow and to the project’s expected results. The deliverable connects (i) the final 

integrated deployment and execution plans, (ii) the KPI-driven measurements and validation 

evidence, and (iii) the produced datasets and operational insights, to the relevant WP5 tasks and to 

the platform releases produced in WP3/WP4. Relation with other Deliverables and Tasks 

1.3 Relation with other Deliverables 

This deliverable directly contributes to and draws input from the WP5 task line. It is closely aligned 
with T5.1 (integration process and testing scenarios definition) and T5.2 (testbed implementation and 
deployment of testing scenarios), which establish the integration cycles, deployment steps, and the 
operational baseline of the validation environment. D5.2 is primarily the reporting vehicle of T5.3 
(measurements and validation outcomes) for the final cycle, capturing the concluding KPI-driven 
evidence across the integrated ACROSS platform. The results and observations reported here also feed 
into T5.4 (use case analysis and migration studies outcomes), by providing validated technical 
evidence and practical constraints derived from real deployments. 

In addition, D5.2 should be read in conjunction with D5.1, which remains the primary reference for 
the integration methodology and the initial-cycle baseline, as well as with the final platform releases 
and component descriptions delivered by WP3/WP4. Together, these deliverables provide a complete 
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end-to-end narrative from architectural definition and component development to integrated 
deployment and final validation. 

 

1.4 Document Structure 

This document is organised to provide a logical progression through the final ACROSS validation 

activities and results. Following this introduction, Section 2 presents the final testing cycle overview 

(M27–M36), including the final ACROSS architecture, the test-case execution plan within that 

architecture, and the aggregated deployment plan. Section 3 reports the measurements and 

validation outcomes, structured per test-case family and aligned with the agreed KPI framework, and 

includes the dataset generation activities conducted during the final cycle. Section 4 discusses the 

main lessons learned, performance highlights and bottlenecks, as well as deviations and mitigations 

identified during execution. Section 5 concludes the deliverable by summarising the overall outcomes 

and the final project-level validation conclusions. The document is completed with references and an 

annex providing the KPI definitions used throughout the validation reporting. 
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2. Final Testing Cycle Overview (M27–M36) 

2.1 Final ACROSS Architecture 

Description - Error! Reference source not found. illustrates the high-level architecture  across Athens 

(Greece), Patra (Greece), Madrid (Spain), and Barcelona (Spain). Each site hosts different components 

of the ACROSS architecture, contributing to one or more test cases as described later in this 

deliverable. 

During the final testing cycle, these four sites were not operated as independent testbeds, but as one 

cohesive, geo-distributed ACROSS validation system. A uniform end-to-end orchestration plane 

(AMSO/ACDO) was used to deploy, configure and operate the platform across administrative and 

geographic boundaries. This integrated setup enables end-to-end workflows in which service lifecycle 

actions, telemetry federation, and closed-loop control remain reproducible and traceable.  

At the heart of the system, the Athens site functions as (i) the end-to-end service management domain 

where the AMSO and a core ACDO instance are deployed and (ii) a central Integration Platform based 

on IaC principles, housing Git repositories, CI/CD pipelines, and software artifacts’ registries that drive 

continuous integration and deployment across the geo-distributed platform. These elements are 

interconnected with the rest of the domains via the Zero-Trust Connectivity (ZTC) fabric, which 

facilitates secure and trusted cross-domain communication, real-time telemetry exchange, and 

orchestration through standardized APIs, ensuring that all local environments operate in concert. 

Additionally, the inclusion of a Digital Twin environment at Telefónica’s premises in Madrid provides 

a virtual testing ground for emulating network behaviour, generating realistic data for AI and Analytics 

model training, and performing realistic network planning, thereby enhancing the platform’s overall 

reliability, scalability, and agility across the entire edge to core continuum. 

At the city of Patras, Greece, ACROSS hosts a realistic large scale 5G and beyond testbed comprising 

multiple sub-domains including radio, transport, and core. A dedicated ACDO instance is located there, 

interconnected with AMSO via the ZTC fabric. This domain, in collaboration with the Athens site, hosts 

most of the test cases in TC1, TC2, and TC4. 

Finally, the Barcelona domain hosted by CTTC offers additional compute capacity that could be 

leveraged both by the Madrid and Patras domain when needed. This domain also tightly integrates 

with the Digital Twin environment in Madrid, hosting security services in the context of TC3. 
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Figure 2-1: View of the ACROSS validation system established in south Europe between Spain and Greece. 

 

 

 

2.2 Test Case Execution Plan within the ACROSS Architecture 

2.2.1 TC1: Stakeholder-driven zero-touch orchestration 

This test case demonstrates how the ACROSS orchestration runtime will provide the “power of will” 

to the ACROSS stakeholders via powerful northbound APIs. In this context, the ACROSS orchestrators 

work in par with zero-touch provisioning mechanisms to fully-automate a large variety of important 

and frequently appearing northbound-driven operations. These operations are classified in multiple 

sub-test cases, ranging across secure heterogeneous device onboarding, device telemetry 

provisioning, end-to-end service provisioning, end user and network service updates, and end user 

and network service security. All these sub-test cases are introduced below. 

The following figures depict the deployment schemas for each sub-test-case. Figure 2-2 visualizes 

the ACROSS components required to realize TC1.1 “Northbound-driven Zero-Touch Secure Device 

Onboarding”. In TC1.1 a domain orchestrator (ACDO) guides local RAN, Network Transport, and 

Cloud controllers to onboard 5G gNB, P4 switches, and compute cluster nodes respectively through 

a synergy with a device attestation service. 
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Figure 2-2: TC1.1 deployment scheme 

Figure 2-3 visualizes the ACROSS components required to realize TC1.2 “Northbound-driven Zero-

Touch Telemetry”. In TC1.2 a domain orchestrator (ACDO) guides local RAN, Network Transport, and 

Cloud controllers to enable observability of 5G gNB, P4 switches, and compute cluster nodes 

respectively through an automated provisioning of tailored telemetry services in these devices. 

 

 

Figure 2-3: TC1.2 deployment scheme 

Figure 2-4 visualizes the ACROSS components required to realize TC1.3 “Stakeholder-driven Zero-

Touch Service Management”. In TC1.3 the synergy of a multi-domain orchestrator with a domain 

orchestrator allows ACROSS stakeholders to onboard and deploy end-to-end compute, network, end 

user, and telemetry services across multiple domains and then perform real-time updates on end user 

and network services, all in a zero-touch manner. 
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Figure 2-4: TC1.3 deployment scheme 

Figure 2-5 visualizes the ACROSS components required to realize TC1.4 “Stakeholder-driven Zero-

Touch Security”. In TC1.4 the synergy of a multi-domain orchestrator with a domain orchestrator 

allows ACROSS stakeholders to fortify end user and network services with security components that 

offer protection against malicious traffic and/or attacks. Moreover, the synergy of the ACROSS 

orchestration platform with a secure container migration service allows an additional level of security 

by moving services from compromised to trusted clusters, thus ensuring service continuity. 
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Figure 2-5: TC1.4 deployment scheme 

 

2.2.2 TC2: Device-driven zero-touch orchestration 

This test case demonstrates how the ACROSS "Power of Events" leverages the high volume of event 

data generated by state-of-the-art service management platforms. To manage this magnitude of data 

in a best-effort manner without compromising system responsiveness, processing and remediation 

must occur close to the source through full automation. In this context, the ACROSS ACDO integrates 

with multiple monitoring sources, processes telemetry locally, and executes actions based on real-

time metrics. These capabilities are validated through several sub-test cases, including on-demand 

UPF deployment, dynamic switching between hardware and software UPF, and energy-aware network 

slice adaptation. 

Figure 2-6 illustrates the ACROSS components required for TC2.1 "Context-aware zero-touch UPF 

provisioning/decommissioning”. In this scenario, the ACDO utilizes compute infrastructure controllers 

to orchestrate new UPF deployments based on telemetry received from an active 5G Core. Specifically, 

the system monitors PDU session requests and, when these requests exceed a predefined threshold, 

indicating that new devices are attempting to connect to an unavailable or undeployed service, the 

ACDO triggers a new deployment for the required Access Point Name (APN). Conversely, as subscriber 
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numbers decrease and traffic returns to baseline levels, the additional UPF resources are 

decommissioned to optimize resource utilization. 

 

Figure 2-6: TC2.1 deployment scheme 

Figure 2-7 visualizes the ACROSS components required to realize TC2.2 “Load-aware and Secure Zero-

Touch UPF Migration”. In TC2.2 a local domain orchestrator (ACDO) instructs an NFV Orchestrator, an 

SDN controller, and a compute orchestration platform to manage an end-to-end 5G system where 2 

UPFs (1x software-based and 1x network-offloaded in P4) are provisioned to manage different classes 

of end user services, while balancing load across both UPFs. 

 

 
 

Figure 2-7: TC2.2 deployment scheme. 

Figure 2-8 depicts the architectural components for TC2.3, "Energy-aware zero-touch slice 

adaptation". This scenario begins by utilizing the RAN controller to reduce the transmission gain of 

active Radio Units (RUs) within a 5G system to save energy. The ACDO leverages telemetry services to 
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continuously monitor 5G KPIs, such as throughput and signal strength. If these KPIs fall below a 

threshold that jeopardizes the user experience, the RAN controller is automatically triggered to 

restore the gain to nominal values until performance stabilizes within acceptable parameters. 

 

Figure 2-8: TC2.3 deployment scheme. 

 

2.2.3 TC3: Intelligence-driven zero-touch orchestration 

Figure 2-9 shows the ACROSS infrastructure and NDT components involved in T3.1 "Anticipatory 

detection, analysis, and prevention of congestion problems". In this test case, the Madrid site 

integrates a cloud computing infrastructure based on OpenStack and Kubernetes to implement the 

NDT components. The NDT components include a virtualized network emulation environment, using 

Kubernetes Network Emulator (KNE) tool, which allows for the simulation of realistic network 

conditions and traffic patterns to emulate network congestion. NDT also integrates monitoring 

components, based on Prometheus and Grafana, network control, and AI-based systems for predicting 

congestion-related problems. These components enable the collection of streaming network 

telemetry data to infer the state of network equipment from a congestion perspective, thus predicting 

network congestion issues. In this case, NDT can be used both to generate experiments to obtain 

datasets for training new machine learning models, and as a system to test the detection effectiveness 

of already trained models. 
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Figure 2-9: TC3.1 deployment scheme. 

 

Figure 2-10 depicts the ACROSS infrastructure and NDT components involved in T3.2 “Smart Energy-

aware Zero-touch Traffic Engineering”. In this test case, the Madrid site integrates a cloud computing 

infrastructure based on OpenStack and Kubernetes to implement NDT components. The NDT 

components include a virtualized network emulation environment, which allows for the simulation of 

realistic network conditions and traffic patterns to analyze and optimize energy efficiency. The NDT 

also integrates network monitoring and control components, as well as artificial intelligence. These 

components enable the collection of streaming network telemetry data to infer energy consumption 

and make energy-aware TE decisions. In addition, the NDT includes an evaluation component that 

analyzes the collected traffic telemetry and inferred energy consumption over time, depending on the 

experiments performed. 

 

 

Figure 2-10: TC3.2 deployment scheme. 

 

Figure 2-11 shows the ACROSS infrastructure and NDT components involved in T3.3 "Smart QoS-aware 

zero-touch TE". In this test case, the Madrid site integrates a cloud computing infrastructure based on 

OpenStack and Kubernetes to implement the NDT components. The NDT components include a 

virtualized network emulation environment, using Kubernetes Network Emulator (KNE), which allows 
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the simulation of realistic network conditions and traffic patterns to emulate network degradation 

based on packet loss and increased latency. The NDT also integrates monitoring components, based 

on Prometheus and Grafana, network control, and AI-based systems for predicting QoS degradation 

issues. These components enable the collection of streaming network telemetry data to infer the state 

of each network link from a QoS perspective, to predict where in the network QoS degradation is 

occurring. In this case, the NDT can be used both to generate experiments to obtain data that allows 

obtaining datasets to train new Machine Learning models, as well as a system to test the effectiveness 

of the detection of already trained models. 

 

Figure 2-11: TC3.3 deployment scheme. 

 

Figure 2-12 shows the ACROSS infrastructure and NDT components involved in T3.4 "Intelligent zero-

touch SLA preservation". In this test case, the Madrid site integrates a cloud computing infrastructure 

based on OpenStack and Kubernetes to implement the NDT components. The NDT components 

include a virtualized network emulation environment, using Kubernetes Network Emulator (KNE), 

which allows the simulation of realistic network conditions and traffic patterns to emulate network 

degradation based on packet loss and increased end-to-end latency. The NDT also integrates 

monitoring components, based on Prometheus and Grafana, network control, and AI-based systems 

for predicting SLA-related issues. These components enable the collection of streaming network 

telemetry data to infer overall network performance, from the perspective of QoS and SLA, to detect 

problems affecting the conditions reflected in the SLA, primarily in terms of packet loss, latency, RTT, 

TTL, and availability. In this case, the NDT can be used both to generate experiments to obtain datasets 

for training new machine learning models, and as a system to test the detection effectiveness of 

already trained models. 
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Figure 2-12: TC3.4 deployment scheme. 

 

Figure 2-13 illustrates the ACROSS components involved in TC3.5 “Prediction of high-impact attacks 

for zero-touch DDoS prevention”. In this test case, the Madrid site integrates the digital network 

twin (TID) with several AI components developed by UPM, including the AI repository, AI training, AI 

data aggregator, AI inference and monitoring client, to enable predictive analysis of traffic flow data 

and anticipate potential sources of large attackers. In parallel, the Barcelona site hosts security and 

trust services, including the DDoS detector, DDoS mitigator, and TeraFlowSDN controller (CTTC), 

which leverage AI-based information from Madrid to apply DDoS mitigation policies in real time in a 

fully automated manner without human intervention. 

 

 

Figure 2-13: TC3.5 deployment scheme 

 

2.2.4 TC4: Holistic zero-touch orchestration 
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Figure 2-14 visualizes the ACROSS components required to realize TC4 “Holistic Zero-Touch 

Orchestration”. In TC4, the multi-domain orchestrator provides a portal that allows new customers of 

ACROSS to register their domains’ resources under the platform. This is done in collaboration with the 

Zero-Trust Connectivity (ZTC) Fabric that enables the establishment of secure tunnels for private 

testbeds on the fly, exposing domain resources and services in a secure and trusted manner. TC4 

triggers this platform expansion process towards a new edge domain in the city of Patras (as per TC4.1 

– see Figure 2-14) and instantiates a new domain orchestrator there (TC4.2), which in turn discovers 

domain resources and exposes them via standardized APIs (TC4.3). Then, the domain owner utilizes 

the synergy of the two ACROSS orchestrators to order a complex 5G service in the new domain, on 

top of dynamic compute and network (5G) resources (TC4.4 + TC4.5). Once this service is operational, 

the domain owner wishes to fortify the running service through a security SLA (TC4.6b) and then 

ensure some performance aspects of the service via a performance-oriented SLA (TC4.6a and TC4.6c). 

The latter is done via a proactive SLA preservation service that shows how the power of infrastructure 

and service telemetry, combined with AI/Analytics, and Automation can create smart closed loops for 

SLA preservation. 

 

 
 

Figure 2-14: TC4 deployment scheme. 

To realize the TC4 logic, the edge domain in the city of Patras requires (i) 3 different network 

controllers for RAN, core NFs (via ETSI OSM), and transport network services (via ETSI TFS), (ii) a 

compute controller (i.e., Kubernetes), (iii) a Security controller dedicated for TC4.6b, and (iv) a 

Telemetry service for gathering the necessary monitoring data. All these components are integrated 

with the OpenSlice Domain Orchestrator which coordinates all operations within this domain (see 

Figure 2-14). 

Apart from the Maestro multi-domain service orchestrator and the ZTC Fabric, the central domain in 

Athens hosts another OpenSlice instance for managing local resources and services as well as a central 

telemetry service that federates monitoring data from the Patras domain and feeds the Intelligence 

and Automation services with context to make smart decisions (see Figure 2-14). 
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The AI model used by the Intelligence service in Athens was pre-trained in the Network Digital Twin 

environment of the Madrid domain. An AI model repository there is used to store this model and 

provide it to the Intelligence service when needed (see Figure 2-14). 

 

2.3 ACROSS Architecture Components 

2.3.1 TC1: Stakeholder-driven zero-touch orchestration 

This section introduces the key components necessary to realize this test case. Hardware platform 

components are introduced in Section 2.3.1.1, software platform components are listed in Section 

2.3.1.2, while end-user service components are introduced in Section 2.3.1.3. 

2.3.1.1 Hardware Platform Components 

The ACROSS hardware platform components necessary for this test case are presented in the 

following sub-sections. 

User Equipment 

Table 2-1 introduces a list of user equipment components used in this test case. These components 

will be used to evaluate whether the onboarded 5G gNB (in TC1.1c) is properly integrated with a 5G 

Core and can serve 5G end users. 

Table 2-1: TC1 - User equipment components. 

Device (Radio) Network Interface 
Connects with Provided by 

Vendor Model Type Access Technology 

Google Pixel6 5G UE RAN gNB UoP 

 

5G RAN Hardware 

Table 2-2 introduces a list of 5G hardware components that are necessary for this test case. Please 

note that, since TC1.1c focuses on securely onboarding a 5G gNB, some security-related details 

about the component are requested. 

Table 2-2: TC1 - 5G RAN hardware components. 

RAN Component East Interface West Interface 
Provide
d by Type 

Vendor 
/Model 

OS/Distri-
bution1 
 

CPU 
Vendor 

TPM 
support2 

TEE 
support3 

Type 
Connects 
with 

Type 

5G 
gNB 

Amarisoft Fedora x86/x64 Yes 
Not 
applicable 
for this TC 

Ethernet 5G core Ethernet UoP 

 

Programmable Networking Hardware 

 
1 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the machine. Also, please indicate if – by no means – modified SW can be run on the machine 
(e.g., for certain policy- or legal reasons) 
2 The 5G gNB unit features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM support 
and/or can be extended with one, please comment and explain.  
3 The 5G gNB unit features TEE support by default (yes) or not (no). 
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No programmable hardware-based network elements are used in this test case. 

 

Specialized Processors 

No specialized processing components are used in this test case. 

 

Commodity processors (physical or virtual) 

Table 2-3 introduces a list of commodity processors (physical or virtual) used in this test case. 

Table 2-3: TC1 - Commodity processors. 

Device Processing Capacity Security Features 

Provided 
by 

          

Vendor Model 
OS/ 
Distri-
bution4 

CPU 
vendor
/model 

# of 
CPUs 

DRAM 
(GB) 

Storage 
(TB) 

# of 
NIC 
ports 

TPM 
support
5 

TEE 
support6 

Dell 
PowerEdge 
R7515 

Prox 
Mox 

AMD 
EPYC 
7763 

64 256 
2 local 
+ 12 
external 

8 Yes No UBI 

Super 
Micro 

CloudDC 
SuperServer 
SYS-120C-
TN10R 

Ubuntu 

Intel(R) 
Xeon(R) 
Gold 
6338 

128 512 3.8 4 Νo No 
UoP, 
PNET 

 

2.3.1.2 Software Platform Components 

The ACROSS software platform components necessary for this test case are presented in the 

following sub-sections. 

Device emulators and/or data/traffic injectors 

Table 2-4 introduces a list of software components which act as device emulators. These 

components inject data from different end-users/stakeholders into ACROSS. 

Table 2-4: TC1 – Device emulators and/or data/traffic injection software components. 

Data Source Purpose 
Provided 
by 

Linux network tools 
(ping, iperf, etc.) 

To inject/sink traffic to/from the P4 switch, to verify that the switch 
is correctly provisioned and configured 

UBI 

 

5G RAN Software 

Table 2-5 introduces the 5G RAN software that is used to support the 5G gNB nodes in this test case. 

Table 2-5: TC1 - 5G RAN software components. 

 
4 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the device Also, please indicate if – by no means – modified SW can be run on the device (e.g., 
for certain policy- or legal reasons) 
5 The server features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM support 
and/or can be extended with one, please comment and explain.  
6 The server features TEE capabilities by default (yes) or not (no). 
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Software 
Stack 

Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

Amarisoft 2022.06.18 No Yes Release 16 UoP 

 

5G Core Software 

Table 2-6 introduces the 5G Core software that is used to provide core network 5G services in this 

test case. 

Table 2-6: TC1 - 5G Core software components. 

Software Stack Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

Open5GS 2.6.4 Yes Yes Release-17 UoP 

 

Programmable Networking Software 

Table 2-7 introduces a list of programmable software-based network elements. This type of software 

requires management by the ACROSS platform. 

Table 2-7: TC1 - Programmable networking software components. 

Programmable Networking Software 

Provided by 
Name Version 

Network Mgmt. 
Protocols 

Datapath 

bmv2 software Switch with Stratum 2022.06.30 P4Runtime User space UBI 

 

Compute Infrastructure Services 

Table 2-8 introduces a list of compute infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-8: TC1 - Compute infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided by 

Virtual Infrastructure 
Manager (VIM) 

Manages the virtual resources that are 
used by the infrastructure 

OpenStack > 2023.2 UoP, PNET 

Container Infrastructure 
Manager (CIM) 

Manages containerized applications and 
ensures their deployment, scaling, and 
management 

Kubernetes  > 1.26 UoP, PNET 

Compute Monitoring 
Monitors and alerts on compute 
resource metrics such as CPU, memory, 
and storage usage 

Prometheus > 2.47.2 UoP, PNET 

NFV Orchestrator 
(NFVO) 

Orchestrates the lifecycle management 
of network functions and services 

ETSI OSM [4] 10 UoP 

 

Network Fabric Infrastructure Services 

Table 2-9 introduces a list of network fabric infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-9: TC1 - Network fabric infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 
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SDN Controller 

A cloud-native SDN controller with a 
heterogeneous southbound API towards 
programmable network devices, such as P4 
whiteboxes, OpenConfig routers, optical devices. 

ETSI TFS [3] R6 UBI 

SDN Monitoring 
QuestDB timeseries database hosting the 
monitoring metrics collected by the SDN 
controller 

ETSI TFS [3] R6 UBI 

 

5G Network Infrastructure Services 

Table 2-10 introduces a list of 5G network infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-10: TC1 - 5G network infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 

5G Core Controller Management of 5G Core Network Functions 
ETSI 
OpenSlice [2] 

latest UoP 

5G RAN Controller Management of 5G RAN devices 
Radio 
Management 
Server 

latest UoP 

5G Network Functions 
Implementation of the 5G core Network 
Functions 

Open5GS 2.6.4 UoP 

5G NF Monitoring Monitoring of the 5G core Network Functions Prometheus > 2.47.2 UoP 

 

Orchestration Platform Components 

Table 2-11 introduces a list of ACROSS orchestration platform components used to realize this test 

case. 

Table 2-11: TC1 - Orchestration platform components. 

Component Name Component Description Software Version 
Provided 
by 

AMSO 
ACROSS multi-domain end-to-end service 
orchestrator, managing multiple ACROSS Cross-
domain Orchestrators. 

Maestro [1] latest UBI 

ACDO 

ACROSS Cross-domain Orchestrator managing 
end-to-end compute and 5G (i.e., radio-
transport-core) resources within a vertical 
domain. 

ETSI 
OpenSlice [2] 

latest UoP 

 

Security Platform Components 

Table 2-12 introduces a list of ACROSS orchestration platform components used to realize this test 

case. 

Table 2-12: TC1 - Security platform components. 

Component Name Component Description Software Version 
Provided 
by 

ACROSS Common Services 
– Security & Trust-Device 
Attestation service 

A common security service will be used in this 
TC to attest devices prior to their onboarding 
onto the platform. 

KeyLime [5] 7.6 NEC 
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2.3.1.3 End-user Service Components 

Table 2-13 introduces a list of end-user service components used to drive the business logic of this 

test case. 

Table 2-13: TC1 - End-user service components. 

Service 
Provided by 

Name Description Area of service 
Belongs to 
service 

Is security 
critical? 

MariaDB 
An open-source 
relational database 

Patras 
Data Base 
Management 
System (DMBS) 

No UBI 

PhpMyAdmin 
A web-based tool for 
administering MariaDB 
and MySQL 

Patras 
Data Base 
Management 
System (DMBS) 

No UBI 
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2.3.2 TC2: Device-driven zero-touch orchestration 

This section introduces the key components necessary to realize this test case. Hardware platform 

components are introduced in Section 2.3.2.1, software platform components are listed in Section 

2.3.2.2, while end-user service components are introduced in Section 2.3.2.3. 

2.3.2.1 Hardware Platform Components 

The ACROSS hardware platform components necessary for this test case are presented in the 

following sub-sections. 

User Equipment 

No user equipment components are used in this test case. 

 

5G RAN Hardware (CPE, RU, and gNodeB) 

Table 2-14 introduces a list of 5G hardware components that are necessary for this test case.  

Table 2-14: TC2 - 5G RAN hardware components. 

RAN Component East Interface West Interface 

Provided 
by Type 

Vendor 
/Model 

OS/Distri-

bution7 

 

CPU 
Vendor 

TPM 
support8 

TEE 
support9 

Type 
Connects 

with 
Type 

5G 
gNB 

Amarisoft Fedora x86/x64 
Not 

applicable 
for this TC 

Not 
applicable 
for this TC 

Ethernet 5G core Ethernet UoP 

 

Programmable Networking Hardware (e.g., hardware SDN switches) 

No programmable hardware-based network elements are used in this test case. 

Specialized Processors 

No specialized processing components are used in this test case. 

Commodity processors (physical or virtual) 

Table 2-15 introduces a list of commodity processors (physical or virtual) used in this test case. 

Table 2-15: TC2 - Commodity processors. 

Device Processing Capacity Security Features 

Provide
d by Vendor Model 

OS/ 
Distri-

CPU 
vendor/mod
el 

# of 
CPU
s 

DRA
M 
(GB) 

Storag
e (TB) 

# of 
NIC 

TPM 

support
11 

TEE 

support
12 

 
7 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the machine. Also, please indicate if – by no means – modified SW can be run on the machine 
(e.g., for certain policy- or legal reasons) 
8 The 5G gNB unit features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM support 
and/or can be extended with one, please comment and explain.  
9 The 5G gNB unit features TEE support by default (yes) or not (no). 
11 The server features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM support 
and/or can be extended with one, please comment and explain.  
12 The server features TEE capabilities by default (yes) or not (no). 
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bution
10 

port
s 

  

SuperMicro 

CloudDC 
SuperSer
ver SYS-
120C-
TN10R 

Ubuntu 
Intel(R) 
Xeon(R) Gold 
6338 

128 512 3.8 4 Νo No 
UoP, 
PNET 

 

2.3.2.2 Software Platform Components 

The ACROSS software platform components necessary for this test case are presented in the 

following sub-sections. 

Device emulators and/or data/traffic injectors 

Table 2-16 introduces a list of software components which act as device emulators. These 

components inject data from different end-users/stakeholders into ACROSS. 

Table 2-16: TC2 – Device emulators and/or data/traffic injection software components. 

Data Source Purpose 
Provided 
by 

Linux network tools 
(ping, iperf, etc.) 

Traffic testing of the UPF UBI 

UERANSIM 5G UE simulator UoP 

 

5G RAN Software 

Table 2-17 introduces the 5G RAN software that is used to support the 5G gNB nodes in this test 

case. 

Table 2-17: TC2 - 5G RAN software components. 

Software Stack Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

Amarisoft 2022.6.18 No Yes 16 UoP 

 

 

 

5G Core Software 

Table 2-18 introduces the 5G Core software that is used to provide core network 5G services in this 

test case. 

Table 2-18: TC2 - 5G Core software components. 

Software Stack Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

Open5GS 2.6.6 Yes Yes 17 UoP 

 

 
10 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the device Also, please indicate if – by no means – modified SW can be run on the device (e.g., 
for certain policy- or legal reasons) 
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Programmable Networking Software 

Table 2-19 introduces a list of programmable software-based network elements. This type of 

software requires management by the ACROSS platform. 

Table 2-19: TC2 - Programmable networking software components. 

Programmable Networking Software 

Provided by 
Name Version 

Network Mgmt. 
Protocols 

Datapath 

OpenStack (Neutron) 2023.2 Open vSwitch Kernel space UoP, PNET 

bmv2 software Switch with Stratum 2022.06.30 P4Runtime User space UBI 

 

Compute Infrastructure Services 

Table 2-20 introduces a list of compute infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-20: TC2 - Compute infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 

Virtual Infrastructure 
Manager (VIM) 

Manages the virtual resources that are used by 
the infrastructure 

OpenStack > 2023.2 
UoP, 
PNET 

Container Infrastructure 
Manager (CIM) 

Manages containerized applications and 
ensures their deployment, scaling, and 
management  

Kubernetes  > 1.26 
UoP, 
PNET 

Compute Monitoring 
Monitors and alerts on compute resource 
metrics such as CPU, memory, and storage 
usage  

Prometheus > 2.47.2 
UoP, 
PNET 

NFV Orchestrator 
(NFVO) 

Orchestrates the lifecycle management of 
network functions and services 

ETSI OSM [4] >= 10 UoP 

 

Network Fabric Infrastructure Services 

Table 2-21 introduces a list of network fabric infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-21: TC2 - Network fabric infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 

SDN Controller 

A cloud-native SDN controller with a 
heterogeneous southbound API towards 
programmable network devices, such as P4 
whiteboxes, OpenConfig routers, optical devices 

ETSI TFS [3] R6 UBI 

SDN Monitoring 
QuestDB timeseries database hosting the 
monitoring metrics collected by the SDN 
controller 

ETSI TFS [3] R6 UBI 

 

5G Network Infrastructure Services 

Table 2-22 introduces a list of 5G network infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-22: TC2 - 5G network infrastructure services. 
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Service Type Service Description Service Technology 
Service 
Version 

Provided 
by 

5G Core Controller 
Management of 5G Core Network 
Functions 

ETSI 
OpenSlice [2] 

latest UoP 

5G RAN Controller Management of 5G RAN devices 
Radio Management 
Server 

latest UoP 

5G Network Functions 
Implementation of the 5G core 
Network Functions 

Open5GS 2.6.4 UoP 

5G NF Monitoring 
Monitoring of the 5G core Network 
Functions 

Prometheus > 2.47.2 UoP 

 

Orchestration Platform Components 

Table 2-23 introduces a list of ACROSS orchestration platform components used to realize this test 

case. 

Table 2-23: TC2 - Orchestration platform components. 

Component Name Component Description Software Version 
Provided 
by 

ACDO 

ACROSS Cross-domain Orchestrator managing 
end-to-end compute and 5G (i.e., radio-
transport-core) resources within a vertical 
domain. 

ETSI 
OpenSlice [2] 

latest UoP 

 

2.3.2.3 End-user Service Components 

No end-user service components are used in this test case. 

 

2.3.3 TC3: Intelligence-driven zero-touch orchestration 

This section introduces the key components necessary to realize this test case. Hardware platform 

components are introduced in Section 2.3.3.1, software platform components are listed in Section 

2.3.3.2, while end-user service components are introduced in Section 2.3.3.3. 

2.3.3.1 Hardware Platform Components 

The ACROSS hardware platform components necessary for this test case are presented in the 

following section. The components used in this test case are listed in the Table 2-24. The 

specifications of each component are detailed in the Table 2-29.  

Table 2-24: TC3 - Hardware components list. 

Component Model Quantity Testbed Provided By 

Processor Dell Intel Xeon Gold 5318N 2 Madrid TID 

RAM DDR4-2666 2 Madrid TID 

SSD Dell Intel Xeon Gold 5318N 2 Madrid TID 

Optical network 

module 

Dell EMC PowerEdge 2 Madrid TID 

Server hardware Dell Intel Xeon Gold 5318N 2 Madrid TID 

Processor AMD EPYC 9454P 48-

Core/96-Thread 3.8 GHz 

2 Barcelona CTTC 

RAM Micron Technology 32GiB 

DDR5 4800 MHz Registered 

12 Barcelona CTTC 
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Hardware details 

Table 2-25: TC3 - Server hardware specification. 

Testbed Vendor Model RAM CPUs Cores / Threads Storage Read/Write Speed 

Madrid Dell PowerEdge 
R750 

2 TB 
DDR4 

2 64 / 128 21TB SSD 550/520 MB/s 

Barcelona Supermicro AS-
1015CS-
TNR 

192 GB 
DDR5 

1 48 / 96 960 GB NVMe 
2 TB SSD 

5000/1400 MB/s 
545/505 MB/s 

 

Processor details 

Table 2-26: TC3 - Processor specification. 

Testbed Specification 
 

Vendor Model Cores Threads Base Speed Cache TDP 

Madrid  Intel Xeon Gold 5318N 24 48 2.1 GHz 36MB 150W 

Barcelona AMD EPYC 9454P 48 96 3.8 GHz 256MB 290W 

 

 

Optical network module details 

Table 2-27: TC3 - Optical network module specification. 

Testbed Specification     
 

Vendor Model Type Speed Optical wavelength 

Madrid Dell PowerEdge SFP 10GbE 850 nm 

Barcelona Intel X710 for 4x 

10GbE SFP+ 

SFP 10GbE 850 nm 

 

 

RAM details  

Table 2-28: TC3 - RAM specification. 

Testbed Specification 

 

Type Capacity Speed Mode Base capacity 

Madrid DDR4-2666 32 GB 3200 MT/s Dual rank 216 GB 

Barcelona DDR5-4800 32 GB 4800 MT/s Dual rank 192 GB 

 

 

SSD Micron Technology 960 GB 

NVMe + SanDisk SSD PLUS 

1.92 TB SATA 

2 Barcelona CTTC 

Optical network 

module 

Ethernet Controller Intel 

X710 for 4x 10GbE SFP+ 

2 Barcelona CTTC 

Server hardware Supermicro AS-1015CS-TNR 2 Barcelona CTTC 
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SSD details  

Table 2-29: TC3 - SSD specification. 

Testbed Specification 
 

Capacity Interface Transfer Speed 

Madrid 1.92 TB vSAS 12 Gb/s 

Barcelona 960 GB NVMe 64 Gb/s 

Barcelona 1.92 TB SATA 6 Gb/s 

 

 

2.3.3.2 Software Platform Components 

The ACROSS software platform components necessary for this test case are presented in the 

following sub-sections. 

 

Device emulators and/or data/traffic injectors 

Table 2-30 introduces a list of software components which act as device emulators. These 

components inject data from different end-users/stakeholders into ACROSS. 

Table 2-30: TC3 - Device emulators and/or data/traffic injection software components. 

Data Source Purpose Provided 
by 

STUGTU (Signaling Traffic 
Generation/User Traffic 
Generation) 

Software created for the generation of both signal and user traffic 
to be sent to a 5G network core. 

UPM 

STG (Synthetic Traffic Generator) Benign Normal, Legitimate Heavy Hitter and DDoS Traffic 
Generator. 

UPM 

Ixia Breaking Point Generator of synthetic traffic. It allows simulation of different 
application protocols and user profiles.  

Keysight 

 

Software infrastructure 

Table 2-31 introduces a list of programmable software-based network elements. This type of 

software requires management by the ACROSS platform. 

Table 2-31: TC3 – Software infrastructure. 

Testbed Name Version Number of 
Nodes 

SO 

Madrid Kubernetes cluster 1.27.16 4 Ubuntu 20.04.6 LTS  

Barcelona OpenStack cluster 2024.2 2 Ubuntu 22.04.5 LTS  

 

The details of the resources of the Kubernetes cluster nodes (Madrid) are presented in the Table 

2-32: 

Table 2-32: TC3 - Nodes details of the Kubernetes cluster in Madrid. 

Node CPUs RAM (GB) Storage (GB) Version 

control-plane 1 6 10 100 1.27.16 
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worker 1 16 60 130 1.27.16 

worker 2 16 60 150 1.27.16 

worker 3 60 96 3600 1.27.16 

HAProxy 8 10 75 2.0.31 

 

As for the nodes in Barcelona, both servers have the same specifications as described in Table 2-33: 

Table 2-33: TC3 - Nodes details of the OpenStack cluster in Barcelona. 

Node CPU Cores RAM (GB) Storage (GB) OpenStack 

Version 

OS-01 48 192 960 GB + 

1.92 TB 

2024.2 

OS-02 48 192 960 GB + 

1.92 TB 

2024.2 

 

On top of this cluster, virtual machines for running ETSI TeraFlowSDN controller Release 6, DDoS 

Detector, DDoS Mitigator, VPN bridges, have been created. The specifications are listed in Table 

2-34: 

Table 2-34: TC3 – Virtual Machines deployed on top of the OpenStack cluster in Barcelona. 

VM Name vCPU 

Cores 

RAM Storage Operating System Software 

VPN Bridge 2 2 GB 10 GB Ubuntu 22.04 LTS • OpenConnect VPN client 

TFS Controller 8 16 GB 80 GB Ubuntu 22.04 LTS • Canonical MicroK8s v1.29.15 

• ETSI TeraFlowSDN Release 6 

DDoS Detector 4 4 GB 20 GB Ubuntu 22.04 LTS • Docker Engine v28.2 

• Open STO Security Orchestrator (DDoS 

Detection Service) 

DDoS Mitigator 8 8 GB 40 GB Ubuntu 22.04 LTS • Docker Engine v28.2 

• Open STO Security Orchestrator (DDoS 

Mitigation Service) 

 

Compute Infrastructure Services 

Table 2-35 introduces a list of compute infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-35: TC3 - Compute infrastructure services. 

Service Type Service Description Technology 
type 

Version Provided 
by 

Kubernetes Network 
Emulator (KNE) 

Standard "interface" for vendors to produce a 
container implementation which can be used to 
build complex topologies. 

Network 
emulator 

0.1.15 OpenConfig 

MetalLB Network load-balancer implementation within the 
Kubernetes cluster. 

Load Balancer 0.13.12 The Linux 
Foundation 

Docker Open-source containerization technology for 
building and containerizing applications. 

Container run 
interface 

20.10.21 Docker, Inc. 

Vrnetlab Tool to convert and import router images into 
containerized images in Docker.  

Router 
Images 
converter 

0.12.1 Deutsche 
Telekom 
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OpenStack Open-source cloud resource orchestrator used to 
create a virtual and resilient compute 
infrastructure and support virtual machine 
workloads. 

Cloud 
Resource 
Orchestrator 

2024.2 OpenInfra 
Foundation 

 

Network Management Services 

Table 2-36 introduces a list of network management services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-36: TC3 – Network management services. 

Service Type Service Description Technology 
type 

Version Provided 
by 

ETSI TeraFlowSDN 
[3] 

Open-source cloud-native microservice-based 
SDN controller extended with ACROSS features; 
among others to control and configure the NDT 
network equipment. 

SDN Controller Release 6 ETSI, 
extended 
by CTTC 

Open STO [6] Open-source Security and Trust Orchestrator 
developed in the scope of the ACROSS project 

Software-
defined Security 
Orchestrator 

Release 1 CTTC 

 

2.3.3.3 End-user Service Components 

 
Table 2-37 introduces a list of end-user service components used to establish the communication 

and the resources exchange between the ACROSS shared services involved in this TC and the end-

user.  

Table 2-37: End-user service components 

Service Provided by  

Name Description Area of service  Belongs to service  Is security 
critical?  

RESTful API 

NDTaaS Server 

RESTful API server to allow 

other ACROSS 

components to expose 

and consume the 

resources generated in the 

NDT 

Madrid ACROSS Common 

Services (ACS) 

No  TID  

Data model 

Repository 

Database of ML models Madrid ACROSS Common 

Services (ACS) 

No  UPM  

RESTful API 

AIaaS Server 

RESTful API server to allow 

other ACROSS 

components to consume 

the ML models 

Madrid  ACROSS Common 

Services (ACS) 

 No  UPM 

 

2.3.4 TC4: Holistic zero-touch orchestration 

This section introduces the key components necessary to realize this test case. Hardware platform 

components are introduced in Section 2.3.4.1, software platform components are listed in Section 

2.3.2.22.3.4.2, while end-user service components are introduced in Section 2.3.4.3. 

2.3.4.1 Hardware Platform Components 

The ACROSS hardware platform components necessary for this test case are presented in the 

following sub-sections. 
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User Equipment 

Table 2-38 introduces a list of user equipment components that were used for the setup, as well as 

the testing of the test case. 

Table 2-38: TC4 - User equipment components. 

Device (Radio) Network Interface 

Connects with Provided by 
Vendor Model Type 

Access 
Technology 

Google Pixel 6 5G UE 5G SA gNB UoP 

Google Pixel 9a 5G UE 5G SA gNB PNET 

Samsung 
Galaxy S25 
FE 

5G UE 5G SA gNB PNET 

Samsung Galaxy Tab 
S10 FE 

5G UE 5G SA gNB PNET 

Waveshare 
SIM8200EA-
M2 5G HAT 5G UE 5G SA gNB PNET 

 

5G RAN Hardware (CPE, RU, and gNodeB) 

Table 2-39 introduces a list of 5G hardware components that are necessary for this test case. 5G 

customer premises devices (CPE) are useful when the user equipment does not have native support 

for 5G but rather uses (i) standard wired interfaces (e.g., Ethernet), (ii) legacy WiFi technology, or (iii) 

a custom low-level protocol through a gateway (in which case we should connect the gateway to the 

CPE, e.g., via Ethernet). 

Table 2-39: TC4 - 5G RAN hardware components. 

RAN Component East Interface West Interface 

Provide
d by Type 

Vendor 
/Model 

OS/Distri-
bution13 
 

CPU 
Vendor 

TPM 
support14 

TEE 
support15 

Type 
Connects 
with 

Type 

5G 
gNB 

Amarisoft Fedora x86/x64 
Not 
applicable 
for this TC 

Not 
applicable 
for this TC 

Ethernet 5G core Ethernet UoP 

 

 

Programmable Networking Hardware (e.g., hardware SDN switches) 

No programmable hardware-based network elements are used in this test case. 

 

Specialized Processors 

No specialized processing components are used in this test case. 

 

 
13 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the machine. Also, please indicate if – by no means – modified SW can be run on the machine 
(e.g., for certain policy- or legal reasons) 
14 The 5G gNB unit features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM 
support and/or can be extended with one, please comment and explain.  
15 The 5G gNB unit features TEE support by default (yes) or not (no). 
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Commodity processors (physical or virtual) 

Table 2-40 introduces a list of commodity processors (physical or virtual) used in this test case. 

Table 2-40: TC4 - Commodity processors. 

Device Processing Capacity Security Features 

Provided 
by Vendor Model 

OS/ 
Distri-
bution
16 

CPU 
vendor
/model 

# of 
CPUs 

DRAM 
(GB) 

Storage 
(TB) 

# of 
NIC 
ports 

TPM 
support
17 

TEE 
support18 

Dell 
PowerEdge 
R7515 

Prox 
Mox 

AMD 
EPYC 
7763 

64 256 
2 local 
+ 12 
external 

8 Yes - UBI 

Super 
Micro 

CloudDC 
SuperServer 
SYS-120C-
TN10R 

Ubuntu 

Intel(R) 
Xeon(R) 
Gold 
6338 

128 512 3.8 4 Νo No 
UoP, 
PNET 

Super 
Micro 

CloudDC A+ 
Server AS-
1015CS-TNR 

Ubuntu 
AMD 
EPYC 
9454P 

48 192 

0.96 
(SSD) + 
1.92 
(NVMe) 

4 x 
SFP+ 

No No CTTC 

NOTE: Two (2) similar servers (same model) were deployed at CTTC. 

2.3.4.2 Software Platform Components 

The ACROSS software platform components necessary for this test case are presented in the 

following sub-sections. 

Device emulators and/or data/traffic injectors 

Table 2-41 introduces a list of software components which act as device emulators. These 

components inject data from different end-users/stakeholders into ACROSS. 

Table 2-41: TC4 – Device emulators and/or data/traffic injection software components. 

Data Source Purpose 
Provided 
by 

UERANSIM 
Emulated 5G traffic will be injected to the 5G gNB through a LAN, to 
verify that the 5G gNB is correctly provisioned and associated with 
5GC. 

UoP 

Linux network tools 
(ping, iperf, etc.) 

To inject/sink traffic to/from the P4 switch, to verify that the switch 
is correctly provisioned and configured 

UBI 

 

5G RAN Software 

Table 2-42 introduces the 5G RAN software that is used to support the 5G gNB nodes in this test 

case. 

Table 2-42: TC4 - 5G RAN software components. 

Software 
Stack 

Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

 
16 This might be required from a security perspective, and it is also important information in case modified SW 
must be run on the device Also, please indicate if – by no means – modified SW can be run on the device (e.g., 
for certain policy- or legal reasons) 
17 The server features a TPM by default (yes) or not (no). If it does not feature a TPM but offers TPM support 
and/or can be extended with one, please comment and explain.  
18 The server features TEE capabilities by default (yes) or not (no). 
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Amarisoft 2022.06.18 No Yes Release 16 UoP 

 

5G Core Software 

Table 2-43 introduces the 5G Core software that is used to provide core network 5G services in this 

test case. 

Table 2-43: TC4 - 5G Core software components. 

Software Stack Version Is Containerized Is Orchestrated 
Supported 
3GPP Release 

Provided by 

Open5GS 2.6.4 Yes Yes Release-17 UoP 

 

Programmable Networking Software 

Table 2-44 introduces a list of programmable software-based network elements. This type of 

software requires management by the ACROSS platform. 

Table 2-44: TC4 - Programmable networking software components. 

Programmable Networking Software 

Provided by 
Name Version 

Network Mgmt. 
Protocols 

Datapath 

OpenStack (Neutron) 2023.2 Open vSwitch Kernel space UoP, PNET 

OpenStack (Neutron) 2024.2 Open vSwitch Kernel space CTTC 

 

Compute Infrastructure Services 

Table 2-45 introduces a list of compute infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-45: TC4 - Compute infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 

Virtual Infrastructure 
Manager (VIM) 

Manages the virtual resources that are used by 
the infrastructure 

OpenStack > 2023.2 
UoP, 
PNET, 
CTTC 

Container Infrastructure 
Manager (CIM) 

Manages containerized applications and 
ensures their deployment, scaling, and 
management  

Kubernetes  > 1.26 
UoP, 
PNET 
CTTC 

Compute Monitoring 
Monitors and alerts on compute resource 
metrics such as CPU, memory, and storage 
usage  

Prometheus > 2.47.2 
UoP, 
PNET 

NFV Orchestrator 
(NFVO) 

Orchestrates the lifecycle management of 
network functions and services 

ETSI OSM [4] >= 10 UoP 

 

Network Fabric Infrastructure Services 

Table 2-46 introduces a list of network fabric infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-46: TC4 - Network fabric infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 
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SDN Controller 

A cloud-native SDN controller with a 
heterogeneous southbound API towards 
programmable network devices, such as P4 
whiteboxes, OpenConfig routers, optical devices 

ETSI TFS [3] R6 CTTC 

SDN Monitoring 
QuestDB timeseries database hosting the 
monitoring metrics collected by the SDN 
controller 

ETSI TFS [3] R6 CTTC 

 

5G Network Infrastructure Services 

Table 2-47 introduces a list of 5G network infrastructure services that the ACROSS orchestration 

platform consumes to realize this test case. 

Table 2-47: TC4 - 5G network infrastructure services. 

Service Type Service Description 
Service 
Technology 

Service 
Version 

Provided 
by 

5G Core Controller Management of 5G Core Network Functions 
ETSI 
OpenSlice [2] 

latest UoP 

5G RAN Controller Management of 5G RAN devices 
Radio 
Management 
Server 

latest UoP 

5G Network Functions 
Implementation of the 5G core Network 
Functions 

Open5GS 2.6.4 UoP 

5G NF Monitoring Monitoring of the 5G core Network Functions Prometheus > 2.47.2 UoP 

 

Orchestration Platform Components 

Table 2-48 introduces a list of ACROSS orchestration platform components used to realize this test 

case. 

Table 2-48: TC4 - Orchestration platform components. 

Component Name Component Description Software Version 
Provided 
by 

AMSO 
ACROSS multi-domain end-to-end service 
orchestrator, managing multiple ACROSS Cross-
domain Orchestrators. 

Maestro [1] latest UBI 

ACDO 

ACROSS Cross-domain Orchestrator managing 
end-to-end compute and 5G (i.e., radio-
transport-core) resources within a vertical 
domain. 

ETSI 
OpenSlice [2] 

latest UoP 

ACROSS Common Services 
– Security & Trust-Device 
Attestation service 

A common security service will be used in this 
TC to attest devices prior to their onboarding 
onto the platform. 

KeyLime [5] 7.6 NEC 

ACROSS Common Services 
– Security & Trust – 
Software-defined Security 
service 

Open-source Security and Trust Orchestrator for 
software-defined security management. 

OpenSTO [6] 
Release 
1 

CTTC 

 

2.3.4.3 End-user Service Components 

Table 2-49 introduces a list of end-user service components used to drive the business logic of this 

test case. 

Table 2-49: TC4 - End-user service components. 

Service Provided by 
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Name Description Area of service 
Belongs to 
service 

Is security 
critical? 

FIDEGAD 
Server 

A 5G-enabled 
application that 
receives video stream 
and detects fire 
occurence 

Patras End-user Service No UoP 

FIDEGAD 
Client 

A lean application that 
receives video inputs 
from various sources 
(RTMP servers, device 
camera, files) and 
forwards it to FIDEGAD 
Server instances 

Patras 
End-user Service 
 

No 
 

UoP 

 

2.4 Aggregated Deployment Plan  

Table 2-50: Aggregated deployment plan for all TCs. 

ID   Testbed  Planned deployment  

TC1.1a + TC1.2a  Patras  30/09/2024  

TC1.1b + TC1.2b  Patras  31/03/2025  

TC1.1c + TC1.2c  Patras  31/03/2025  

TC1.3a + TC1.3b  Athens and Patra  30/04/2025  

TC1.3c  Athens and Patra  31/07/2025  

TC1.3d  Athens and Patra  31/10/2025  

TC1.4a  Athens and Patra  31/10/2025  

TC1.4b  Patras  31/10/2025  

TC1.4c  Patras  30/09/2025  

TC2.1a  Patras  31/10/2025  

TC2.1b  Patras  31/10/2025  

TC2.2  Patras  31/12/2025  

TC2.3  Patras  31/10/2025  

TC3.1  Madrid  30/06/2025  

TC3.2  Madrid  30/06/2025  

TC3.3  Madrid  30/06/2025  

TC3.4  Madrid  30/06/2025  

TC3.5  Madrid  31/05/2025  

TC4.1  Athens and Patra  30/11/2025  

TC4.2 + TC4.3  Athens and Patra  31/10/2025  

TC4.4 + TC4.5  Athens and Patra  30/04/2025  

TC4.6  Athens and Patra  30/04/2025  
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3. Measurements and Validation outcomes  

This section presents the Key Performance Indicators (KPIs) identified for each Test Case family, 

ensuring alignment with the overarching platform-level KPIs. The specific KPIs referenced within each 

sub-test case are detailed in Annex 1: KPI Definitions, providing a clear link between individual test 

case objectives and the overall performance targets of the ACROSS platform. This work has been 

carried out in the context of Task 5.3 – Measurements and Validation Outcomes. 

3.1 Test-Cases Validation 

This section provides tables to visualize the validation for every ACROSS Test Case family. Each test 

case is split across multiple sub-test cases, which are in turn associated with a set of KPIs. For every 

KPI the following tables provide a unique KPI ID (Annex provides a definition per KPI), name, target 

value, and achieved outcome. The last column in each table provides details on the event(s) that the 

project appeared to present a sub-test case along with the material that was produced, including 

videos, slides, etc. 

3.1.1 TC1: Stakeholder-driven zero-touch orchestration 

Table 3-1 provides validation evidence for all the sub-test cases related to Test Case 1. 

Table 3-1: TC1 validation evidence (KPIs). 

TC  KPI  Name  Target  Outcome  Validation  

TC1.1a  

KPI-9.1  Compute Device Attestation Time  <1m  <1s  

ACROSS TC1.1a 

YouTube  

ΚPI-9.2  Compute Device Onboarding Time  <5m  ~1m16s  

KPI-10  Degree of Automation  =100%  100%  

TC1.1b  

KPI-9.3  Network Fabric Device Attestation 

Time  

<=100ms  <1s (software 

switch)  

Preliminary demo 

titled “Open Source for 

Telco-Cloud: An ETSI 

SDG-based solution to 

facilitate zero-touch, 

multi-slice 5G 

deployments across 

the cloud-edge 

continuum” at ETSI 

SNS4SNS 2024 (link) 
 
Slides from ETSI TFS 

Ecosystem Day #7 talk 
 
Video from ETSI TFS 

Ecosystem Day #7 talk 
 
Video and slides from 

ETSI Joint SDG 

Ecosystem Day 2025 

presentation and 

demonstration titled: 

“Secure zero-touch P4 

device onboarding and 

exposure via resource 

orchestration APIs” on 

November 26, 2025. 

KPI-9.4  Network Fabric Device Onboarding 

Time  

<=120ms  <1s 

KPI-10  Degree of Automation  =100%  100% 

https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.etsi.org/events/2407-etsi-sns4sns-event#pane-6/
https://etsihq.sharepoint.com/:b:/t/SDG/EX1AAW3BK5xEqYawBijLxGkBlhM4Aok14wVJOmdI9BIcdg?e=ANYFlw
https://youtu.be/lUEKgk_XiXs
https://ubitecheu.sharepoint.com/:v:/r/sites/ACROSS/Shared%20Documents/05.%20Work/WP5/TC1/dissemination/tc1.1b+tc1.2b/tc1.1b-tc1.2b-osl-tfs-p4.mp4?csf=1&web=1&e=ayBnfP
https://etsihq.sharepoint.com/:b:/t/SDG/IQAY58fd7-xRTKmspMjURKT_AXMrCxlolj5EfbY6Z5XEWCU?e=v7ysgM


45 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

 
ACROSS 

TC1.1b+TC1.2b 

YouTube 

TC1.1c  

KPI-9.5  RAN Device Attestation Time  <1m <1s  

ACROSS TC1.1c 

YouTube 

KPI-9.6  RAN Device Onboarding Time  <5m 

  

~1m51s 

KPI-10  Degree of Automation  =100% 100% 

TC1.2a  

KPI-9.7  Compute Device Telemetry 

Provisioning Time  

<5m  ~1m16s  
ACROSS TC1.2a 

YouTube  

KPI-10  Degree of Automation  =100%  100%  

TC1.2b  

KPI-9.8  Network Fabric Device Telemetry 

Provisioning Time  

<=5s  =6s 

 

Includes: 

- instantiation of P4 

INT telemetry 

service by TFS 

- communication 

with the P4 switch 

- acknowledgement 

by the P4 switch that 

the INT rules are 

installed 

- instantiation of a 

telemetry collector 

TFS service 

dedicated to INT 

collection 

Jointly conducted with 

TC1.1b above 
 
ACROSS 

TC1.1b+TC1.2b 

YouTube 

KPI-10  Degree of Automation  >=80%  =100% 

TC1.2c  

KPI-9.9  RAN Device Telemetry Provisioning 

Time  

<5m  ~37s 
ACROSS TC1.2c 

YouTube 
KPI-10  Degree of Automation  100%  100%  

TC1.3a  

KPI-9.10  Service Onboarding Time  <=3s  ~200ms until a 

designed service 

spec. is stored into 

the TMF schema 

(database) of the 

AMSO 

Covered by TC4.4-

TC4.5 in Section 3.1.4 

 

ACROSS TC4.4+TC4.5 

YouTube 

KPI-10  Degree of Automation  =100%  100% 

TC1.3b  KPI-9.11  

Service Ordering Time for a 

dynamic compute 

fabric (Kubernetes-as-a-Service 

over dynamically created 

OpenStack VMs) 

<=8m  K8saaS with 1-

master and 1-worker 

node = 

9m and 04 sec. 

K8saaS with 1-

master and 2-worker 

nodes = 

12 and 59 sec. 

https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0tGEl4Mk3RooyBDjrGuALco
https://www.youtube.com/playlist?list=PLlLmAjehAp0tGEl4Mk3RooyBDjrGuALco
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KPI-9.12  Service Ordering Time over a 

dynamic 5G fabric 

<=5m  5m and 14sec for a 

full 5G system with 

one Amarisoft gNB 

configured for an 

indoor environment 

KPI-9.13  End-user service provisioning time 

over existing compute cluster 

<=1m  1-componet app: 

11s 

3-componet app: 

13s  

KPI-9.19  End-user telemetry provisioning 

time  

<=5s  1-componet app: 

3.8s 

3-componet app: 

4.2s  

KPI-10  Degree of Automation =100%  100% 

TC1.3c  

KPI-9.14  User Service Update Time  <=5s  1-componet app 

- 2s for updating 

service configuration 

 

3-componet app 

- 2s for updating 

service configuration 

Video and slides from 

ETSI Joint SDG 

Ecosystem Day 2025 

presentation and 

demonstration titled: 

“Zero-touch end-user 

service update 

mechanisms via an 

open orchestration 

platform” on 

November 26, 2025. 

ACROSS TC1.3c+TC1.4a 

YouTube 

KPI-10  Degree of Automation  >=90%  

100%  

TC1.3d  
KPI-9.15  Network Service Update Time  <=5m  5s ACROSS TC1.3d 

YouTube KPI-10  Degree of Automation  >90%  100% 

TC1.4a  

KPI-9.16  User Service Security Extension 

Time  

<=10s  The security 

extension entails an 

additional service 

component that 

installs a network 

policy for filtering 

traffic towards the 

service. 

1-componet app 

- 4s 

3-componet app 

- 4s 

Jointly conducted with 

TC1.3c above 
 
ACROSS TC1.3c+TC1.4a 

YouTube 

KPI-10  Degree of Automation  >=80%  100%  

TC1.4b  

KPI-9.17  Network Service Security Extension 

Time  

<1m  ~32s 
ACROSS TC1.4b 

YouTube 
KPI-10  Degree of Automation  =100%  100% 

TC1.4c   

 KPI-9.18  Response time for attestation 

requests  

<1m  <1s 
ACROSS TC1.4c 

YouTube 
KPI-9.19  Container Migration Time  <=10m  <5s 

https://ubitecheu.sharepoint.com/:v:/r/sites/ACROSS/Shared%20Documents/05.%20Work/WP5/TC1/dissemination/tc1.3c+tc1.4a%20(UBI)/tc1.3c-tc1.4a-maestro-osl-update.mp4?csf=1&web=1&e=atz4qX
https://etsihq.sharepoint.com/:b:/t/SDG/IQBlZbQQqnkoT5JXghIXeHONAYNf2YmIMTRnXf6jWFiLSdM?e=HWc7wQ
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
https://www.youtube.com/playlist?list=PLlLmAjehAp0t-ZMC8Vytv3D3zzRbiXEk4
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KPI-10  Degree of Automation  >=90%  100% 

 

3.1.2 TC2: Device-driven zero-touch orchestration 

Table 3-2 provides validation evidence for all the sub-test cases related to Test Case 2. 

Table 3-2: TC2 validation evidence (KPIs). 

TC  KPI  Name  Target  Outcome  Validation  

TC2.1a  

KPI-8  Reaction time  <=10s  <1s 

ACROSS TC2.1a 

YouTube 

KPI-9  Setup time  <=20s  ~13s 

KPI-10  Degree of 

Automation  

>=80%  100% 

TC2.1b  

KPI-8  Reaction time  <=10s  <1s 

ACROSS TC2.1b 

YouTube 

KPI-9  Setup time  <=20s  ~7s 

KPI-10  Degree of 

Automation  

>=80%  100% 

TC2.2  

KPI-8  Reaction time  <=10s  6sec 

ACROSS TC2.2 

YouTube 

KPI-9  Setup time  <=20s  <5s 

KPI-10  Degree of 

Automation  

>=80%  ~90% 

TC2.3 

KPI-8  Reaction time  <=10s  <1s 

ACROSS TC2.3 

YouTube 

KPI-9  Setup time  <20s  <1s 

KPI-10  Degree of 

Automation  

>=80%  100% 

 

3.1.3 TC3: Intelligence-driven zero-touch orchestration 

Table 3-3 provides validation evidence for all the sub-test cases related to Test Case 3. 

Table 3-3: TC3 validation evidence (KPIs). 

 

https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
https://www.youtube.com/playlist?list=PLlLmAjehAp0uILhmAOtwX5MZtv0BhyImi
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TC  KPI  Name  Target  Outcome  Validation  

TC3.1  

KPI-1  Latency  <10ms  6.850ms 

 

ACROSS TC3.1 YouTube 

KPI-2  Throughput  <=100Mbps  89.1 Mbps 

KPI-3  Availability  >=99%  100% 

KPI-6  Recovery Time  <1min  54.66s 

KPI-9  Setup Time  <15min  121 seg with Docker 

images for ML and 

Probes already 

downloaded via pull 
 
121 seg + Docker pulls (≈ 

35 s – 347 s depending 

on network speed from 1 

Gbps to 100 Mbps) 
 
(*) Docker images size: 
  - ml_service 2.53GB 
  - kafka 468 MB 
  - zookeeper 510 MB 
  - probe 284 MB 
  - server 283 MB 

KPI-10  Degree of Automation  >=80%  87.5% 

KPI-11.1  Accuracy  >0.9  0.754 

KPI-11.2  Precision  >0.9  0.735 

KPI-11.3  Recall  >0.9  0.698 

KPI-11.4  F1-Score  >0.9  0.655 

TC3.2  

KPI-1  Latency  <20ms  0.192 ms 

ACROSS TC3.2 YouTube 

KPI-2  Throughput  >=100Mbps  210 Mbps 

KPI-4  Energy consumption  Savings >= 1%  - 0.25% of energy saving 

during a day if 

considering the total 

amount of energy 

consumption.  

- 10% of energy saving 

during a day if comparing 

the increase in energy 

consumption with 

respect to the minimum 

base consumption. 

KPI-5  Scalability  >= 10 network nodes   Tested scenario with 11 

nodes: 9 nodes in 

transport network plus 2 

nodes representing UPF 

and gNodeB 

KPI-8.11  Session establishment 

reaction time  

Increase <= 50%  There is no increase 

KPI-8.12  Topology change 

reaction time  

Increase <= 50%  There is no increase 

KPI-12.1  Mean absolute 

percentile error (MAPE) 

< 10%  Model A: 0.681 

Model B: 1.7494 

https://www.youtube.com/playlist?list=PLlLmAjehAp0svFertMYBGF4CCHRZFFKw0
https://www.youtube.com/playlist?list=PLlLmAjehAp0svFertMYBGF4CCHRZFFKw0


49 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

KPI-12.2  Relative mean squared 

error  

< 1 % Model A: 0.0086 

Model B: 0.0573 

TC3.3  

KPI-1  Latency  <10ms  6.850ms 

ACROSS TC3.3 YouTube 

KPI-2  Throughput  <=100Mbps  89.1 Mbps 

KPI-3  Availability  >=99%  100% 

KPI-6  Recovery Time  <1min  54.66s 

KPI-9  Setup Time  <15min  121 seg with Docker 

images for ML and 

Probes already 

downloaded via pull 
 
121 seg + Docker pulls (≈ 

35 s – 347 s depending 

on network speed from 1 

Gbps to 100 Mbps) 
 
(*) Docker images size: 
  - ml_service 2.53GB 
  - kafka 468 MB 
  - zookeeper 510 MB 
  - probe 284 MB 
  - server 283 MB 

KPI-10  Degree of Automation  >=80%  82.61% 

KPI-11.1  Accuracy  >0.9  0.999 

KPI-11.2  Precision  >0.9  0.993 

KPI-11.3  Recall  >0.9  0.991 

KPI-11.4  F1-Score  >0.9  0.992 

TC3.4  

KPI-1  Latency  <10ms  6.850ms 

ACROSS TC3.4 YouTube 

KPI-2  Throughput  <=100Mbps  89.1 Mbps 

KPI-3  Availability  >=99%  100% 

KPI-6  Recovery Time  <1min  54.66s 

KPI-9  Setup Time  <15min  121 seg with Docker 

images for ML and 

Probes already 

downloaded via pull 
 
121 seg + Docker pulls (≈ 

35 s – 347 s depending 

on network speed from 1 

Gbps to 100 Mbps) 
 
(*) Docker images size: 
  - ml_service 2.53GB 
  - kafka 468 MB 
  - zookeeper 510 MB 
  - probe 284 MB 
  - server 283 MB 

https://www.youtube.com/playlist?list=PLlLmAjehAp0svFertMYBGF4CCHRZFFKw0
https://www.youtube.com/playlist?list=PLlLmAjehAp0svFertMYBGF4CCHRZFFKw0
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*See more in Section 4.2.3. 

  

KPI-10  Degree of Automation  >=80%  85.71% 

KPI-11.1  Accuracy  >0.9  0.971 

KPI-11.2  Precision  >0.9  0.789 

KPI-11.3  Recall  >0.9  0.985 

KPI-11.4  F1-Score  >0.9  0.839 

TC3.5  

KPI-1  Latency  <10ms  0.58ms 

ACROSS TC3.5 YouTube 

KPI-2  Throughput  >=300Mbps  703 Mbps 

KPI-8  Reaction time  <1s  0.0635 s 

KPI-8.9 Security Policy 

Provisioning Time 

< 10 sec 2.56 sec including 

configuration of ACL 

rules in router’s firewall 

KPI-9  Setup time  <15min  6.2 min 

KPI-10  Degree of Automation  >=80%  95.12% 

KPI-11.1  Accuracy  >0.9  0.997 

KPI-11.2  Precision  >0.9  0.995 

KPI-11.3  Recall  >0.9  0.988 

KPI-11.4  F1-Score  >0.9  0.991 

KPI-15.1  Training time  <1h  46 s 

KPI-15.2  
Inference processing 

resources  

<40% Avg. CPU use  3.42% 

<50% peak CPU use  3.47% 

<40% Avg. GPU use  N/A* 

<50% peak GPU use  N/A* 

<40% Avg. DRAM use  0.47% 

<50% peak DRAM use  0.47% 

https://www.youtube.com/playlist?list=PLlLmAjehAp0svFertMYBGF4CCHRZFFKw0
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3.1.4 TC4: Holistic zero-touch orchestration 

Table 3-4 provides validation evidence for all the sub-test cases related to Test Case 4. 

Table 3-4: TC4 validation evidence (KPIs). 

TC  KPI  Name  Target  Outcome  Validation  

TC4.1  

KPI-8.5  AMSO Expansion Time  <=30s  =45 seconds in Scenario 

#1 ETSI ZSM PoC video 

(between 1:59sec – 

2:44sec in the video) 

 

This time includes 

pauses and some 

redundant steps to 

explain every move to 

the consumer of the 

video; hence it can be 

easily cut down to at 

least half of the time 

(~20s) 

ETSI ZSM PoC 16 

YouTube 

KPI-10  Degree of Automation  >=80%  Demonstrated degree of 

Automation at ETSI ZSM 

PoC = 71.4% (5 out of 7 

steps automated) 

 

Possible degree of 

Automation = 86% if 

initial trigger is issued 

via gitops (not chosen to 

maintain user 

experience and full 

control over the 

expansion process) 

Possible degree of 

Automation = 100% if 

AMSO had deployed the 

ZTC client on a 

predefined IP:port in the 

new domain (not chosen 

as it compromises 

security and trust) 

TC4.2  

KPI-8.6  ACDO Expansion Time   <=10m  Step 1: ~13sec to 

onboard a static K8s 

cluster under AMSO 

(Maestro). This cluster 

will host the new OSL 

instance (between 

3:00sec – 3:13sec in the 

video) 

 

Step 2: ~32sec to fill in 

the ACDO (OpenSlice) 

service order via the 

https://www.youtube.com/playlist?list=PLlLmAjehAp0tGEl4Mk3RooyBDjrGuALco
https://www.youtube.com/playlist?list=PLlLmAjehAp0tGEl4Mk3RooyBDjrGuALco
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AMSO (Maestro Portal). 

(between 3:30sec and 

4:02 sec in the video) 

Step 3: 30sec for the 

ACDO (OpenSlice) 

service package to be 

installed 

 

Total time in the video: 

13+32+30=75sec  

 

This time can be further 

reduced if we automate 

steps 1 and 2 via gitops. 

We did not do that in 

the video to make the 

demo more user 

friendly. 

KPI-10  Degree of Automation  >=80%  33% in the video as 

steps 1 & 2 were chosen 

to be manual 

 

100% possible using 

gitops to automate 

steps 1 and 2. 

TC4.3 

KPI-8.7  CIM Expansion Time   <=10m   ~ 30sec from the time 

ACDO expansion was 

completed, until all of its 

services and APIs were 

active to synchronize 

the domain provided 

controllers (CIM 

included). 

(between 4:44sec and 

4:54sec in the video) 

KPI-10  Degree of Automation  >=80%  100% 

TC4.4 

KPI-9.10  Service Onboarding 

Time  

<=3s  ~200ms until a designed 

service spec. is stored 

into the TMF schema 

(database) of the AMSO 

KPI-10  Degree of Automation  =100%  100% 

TC4.5 

KPI-9.11  

Service Ordering Time 

for a dynamic compute 

fabric (Kubernetes-as-a-

Service over dynamically 

created OpenStack VMs) 

<=8m  K8saaS with 1-master 

and 1-worker node = 

9m and 04 sec. 

K8saaS with 1-master 

and 2-worker nodes = 

12m and 59 sec. 

KPI-9.12  Service Ordering Time 

over a dynamic 5G 

fabric  

<=5m  5m and 14sec for a full 

5G system with one 

Amarisoft gNB 

configured for an indoor 

environment 
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KPI-9.13  End-user service 

provisioning time 

(FIDEGAD 5G streaming 

server) over existing 

compute cluster 

<=10s 11 sec including time for 

the AMSO (Maestro) to 

(i) process the request 

from the TMF API, (ii) 

log-in to a private 

registry where the 

FIDEGAD helm package 

was stored, (iii) pull the 

service package, (iv) 

validate the service 

package, and finally (v) 

deploy it on the target 

K8s cluster 

KPI-9.19  End-user telemetry 

provisioning time  

<=5s  3.5sec for AMSO 

(Maestro) to federate 

service metrics from the 

K8s cluster in the Patras 

domain (where the 

service was deployed) to 

the central telemetry 

engine 

 

300ms for the AMSO 

(Maestro) Telemetry 

service to create service 

metric dashboards on 

Grafana 

KPI-10  Degree of Automation  =100%  100% 

TC4.6  

KPI-8.9 Security Policy 

Provisioning Time 

< 10 sec ~5 sec including 

configuration of ACL 

rules in server’s firewall 

KPI-9.20  Data Ingestion Time  <0.2s  ~0.03 secs for retrieving 

data from public 

Prometheus endpoints. 

~0.2 secs for retrieving 

data from private 

Prometheus endpoints 

through the ZTC fabric 

KPI-10  Degree of Automation  >80%  - Security SLA 

provisioning: 100% 

automation achieved. 
 
Showcased 75% (3/4 

steps). The solution 

supports 100% 

automation; however, 

to have an interactive 

showcasing during the 

live demonstrations and 

making it 

understandable, we 

deactivated the direct 

trigger and replaced it 

by a manual trigger. 
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KPI-11.1  Prediction Accuracy  >80%  84% accuracy where the 

monitored SLA has been 

correctly predicted over 

a time window of 2 

minutes, evaluated on 

the collected dataset in 

the context of TC4.6. 

KPI-13  Reasoning Time  <0.5s  0.45 secs including data 

ingestion, model 

preprocessing, and 

model prediction. 

 

Any additional information per TC that needs to be added outside the table can be added to an 

annex. 

3.2 Dataset Generation 

Below are the two datasets that were referenced in D5.1 (section 6.2) but were pledged to be 

shared at the end of the project. 

3.2.1 TC3.1 - TC3.3 - TC3.4 Datasets 

These datasets, associated with TC3.1, TC3.3 and TC3.4, were generated within the Network Digital  

Twin (NDT) framework, designed to emulate realistic traffic scenarios and based on the KNE network  

emulation tool. This approach allows the controlled creation of synthetic traffic data to effectively  

evaluate network performance under various conditions, as well as the replication of specific tests. 

 

Due to the nature of TCs, focused on the behavior of the network under certain congestion actions,  

the fields of the datasets are similar for the three TCs. 

 

Below, each dataset is detailed, specifying the type of traffic and its activation times. As stable 

versions become available, they will be publicly accessible through the Zenodo repository. 

 

3.2.2 TC3.2 Datasets 

In the context of TC3.2, various datasets were generated to characterize the energy consumption of 

network equipment under different traffic conditions. Data was extracted from physical network 

equipment through a series of experiments conducted in a network laboratory at TID premises. The 

experiments used two router models from different manufacturers (i.e., models A and B) to explore 

the influence of variable network conditions, such as traffic load, packet length, and flow patterns, on 

instantaneous power measurements.  

Three types of experiments were conducted to generate the datasets: 

• TC3.2_traffic_load_variation (Experiment 1): In this type of experiment the traffic load was 

varied in a ramp pattern, from 0% to 100% and then decreasing back to 0%, with the packet 

length remaining fixed (1500 bytes). The rate of traffic load variation is 300 seconds. 

• TC3.2_traffic_load_packet_length_variation (Experiment 2): In this type of experiment both 

traffic load and packet length were varied simultaneously in a ramp pattern. The traffic load 

was ramped from 0% to 100% and back to 0%, while the packet length varied from 62 bytes 

to 1500 bytes and back to 62 bytes at each traffic load variation. The rate of packet length 

variation is 300 seconds, and the rate of traffic load variation is 1,500 seconds. 
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• TC3.2_multiple_traffic_flows (Experiment 3): In this type of experiment four concurrent 

traffic flows were created, each with distinct packet lengths (62 bytes, 1300 bytes, 1500 bytes, 

and a random length between 62 bytes and 1300 bytes). The total traffic load varied from 0% 

to 100% and back to 0%, following a ramp pattern. Each flow contributed a specific percentage 

to the total traffic load: the first flow accounted for 40%, the second flow for 5%, the third for 

25%, and the fourth for 30%. The rate of traffic load variation is 1,500 seconds. 

Details about the duration and number of repetitions of the experiments used to generate the 

datasets, as well as the datasets themselves and their features, are publicly available on the Zenodo 

site at the following link: https://doi.org/10.5281/zenodo.17282065.  

These datasets provide a valuable foundation for modelling the energy consumption of network 

equipment under different network conditions. This enables us to train AI models to infer energy 

consumption over time. The NDT approach used in TC3.2 was employed to emulate realistic network 

conditions and traffic patterns, enabling the analysis and optimization of energy efficiency in the 

network. This NDT solution uses the trained AI inference models to infer the energy consumption 

associated with the traffic profiles carried on the network by each network node. A traffic generator 

solution injects these traffic profiles into an emulated network environment, and the NDT monitors 

network telemetry statistics to feed the AI inference models. Based on energy consumption 

predictions, the NDT automates TE mechanisms to implement an energy-aware dynamic routing 

solution on the network, enabling traffic to be forwarded along the most energy-efficient path. 

3.2.3 TC4.6 Datasets   

The dataset created in the context of Test Case 4.6 (TC4.6) is the “ACROSS - SLA Monitoring 

Telemetry Dataset”. The dataset is used to train forecasting models that continuously monitor a 

system's compute telemetry data and ensure that Service Level Agreements (SLAs) issued by the 

system's operators are maintained under different system operating conditions. These include SLAs 

related to CPU usage, memory allocation and bandwidth. When a potential SLA violation is detected, 

alerts are passed to other system components, such as the Automation Event Handler, which 

triggers the Policy Executor to evaluate the event and determine whether adaptation is required. 

The setup includes a Streaming Server that streams a video consumed by a Streaming Client. Both 

the client and the server are deployed in dedicated Kubernetes clusters. Given the above setup, the 

collected telemetry data include multiple univariate measurements from four different points-of-

view: 

• The Streaming Server, deployed as a container in a Kubernetes pod. 

• The Streaming Client, deployed as a container in a Kubernetes pod. 

• The Server K8-Cluster, that is the K8 cluster that contains the Server container. 

• The Client K8-Cluster, that is the K8 cluster that contains the Client container. 

The measurements were taken from Prometheus endpoints, in 1-second intervals, collecting 

telemetry data from the services and the K8 clusters with a scrape-period of 30 seconds. For each 

measured instance, a total of 288,435 values were collected. 

For the Server & Client services deployed as containers, the collected telemetry data are the 

following: 

• Network Transmit Rate (Mbps): The rate at which data is sent out over the network. 

• Network Receive Rate (Mbps): The rate at which data is received from the network. 

https://doi.org/10.5281/zenodo.17282065
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• Memory Usage (bytes): The total amount of system memory currently consumed by 

processes. 

• Memory Utilization (%): The percentage of available system memory that is in use. 

• CPU Usage (seconds): The cumulative CPU time consumed by processes. 

• CPU Utilization (%): The percentage of total CPU capacity actively used. 

For the K8-clusters, the collected telemetry data are the following: 

• Memory Utilization (%): The percentage of available system memory that is in use. 

• CPU Utilization (%): The percentage of total CPU capacity actively used. 

 

The dataset has been made available online via IEEE Dataport, at the following link: 

• https://dx.doi.org/10.21227/6yxx-1828 

4. Discussion & Lessons Learned 

4.1 Performance Highlights and Bottlenecks (notes of significance) 

4.1.1 TC1: Stakeholder-driven zero-touch orchestration 

TC1.1 and TC1.2: The series of TC1.1 and TC1.2 test cases has created a tremendous impact on ETSI 

OpenSlice marketplace, as these test cases are essential in every environment OpenSlice wants to 

onboard local compute, transport, and 5G resources in a secure manner. Performance-wise TC1.1 and 

TC1.2 tests were absolutely on target, as the achieved onboarding time for TC1.1 and telemetry 

provisioning time is quite impressive, considering also the fact that a large emphasis was devoted to 

hitting 100% automation. Regarding potential bottlenecks, we did not see anything worrying, thus we 

conclude that this set of test cases had no major bottlenecks. 

TC1.3: This set of test cases is a very typical day-to-day operation for an orchestration platform and 

our objective since day one was to make it as generic as possible, ideally covering any user needs for 

service onboarding and ordering. Indeed, this resulted in refined and substantially automated 

orchestration workflows in ETSI OpenSlice (ACDO) and Maestro (AMSO), which are part of their 

default behavior in every deployment. ACROSS made a significant contribution to these two 

orchestration platforms, which are now leveraged by lots of other projects. This creates a legacy that 

will last much longer than ACROSS and comprises proof of real impact. 

The only bottleneck worth mentioning relates to telemetry federation across multiple domains. This 

bottleneck appeared initially in TC1.3b (and consequently TC4.5). When a user wishes to deploy a 

service in a given domain, but chooses to federate service telemetry to another domain, for e.g., 

making smart decisions, ACROSS used the ZTC fabric to provide encrypted tunnels between the 

telemetry engine in domain A and the central telemetry engine in domain B. Although this is perfect 

from a security standpoint, it may create a problem if the tunneling is not done in a proper way. Our 

initial implementation was using a dedicated docker service which was acting as a tunnel intercept, 

therefore every packet travelling from one telemetry engine to the other had to go through this 

container. This implies software-based packet processing in the user space, which might be too slow 

if the telemetry data is large and the telemetry scraping window too wide. To work around this issue, 

we leveraged ZTC fabric’s edge routers which comprise a better choice for managing such tunnels 

across domains. When we tested this again in the context of TC4.5 (which was a large-scale test in a 

real environment between the city of Patras and Athens), the bottleneck did not manifest itself again. 

https://dx.doi.org/10.21227/6yxx-1828
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TC1.4: Both the container attestation service and the secure container migration service currently 

assume a trusted operating system, which introduces confidentiality risks if the OS is compromised. 

The OS is measured and validated at boot time, but there could be runtime attacks that temporarily 

modify the OS. A malicious or infected OS could observe or tamper with sensitive container data, 

attestation measurements, or eBPF-collected signals, undermining the trust guarantees of the system. 

During snapshot creation and restoration, confidential in-memory or filesystem data may be exposed 

to the host OS, which has full visibility into container execution. As a result, confidentiality cannot be 

fully guaranteed against privileged malware or insider threats operating at the host OS level. 

Additionally, the reliance on OS-level mechanisms also means that measurement results could be 

blocked by the OS before they get written to the TPM, which would introduce a delay on the detection 

of the compromised containers. 

4.1.2 TC2: Device-driven zero-touch orchestration 

TC2.1: To accommodate technical limitations while maintaining the original project objectives, a minor 

deviation was implemented regarding the event triggering mechanism. The NEF emulator currently 

lacks full integration with the 5G Core and cannot provide the specific notifications initially intended. 

Consequently, the architecture was adapted to include a proxy monitoring component installed 

alongside the 5G Core to bridge this gap. This proxy extracts required telemetry and connects directly 

with the ACDO’s METRICO component to facilitate real-time decision-making. Eventually, in a real-

world scenario, this component would be connected to a NEF instance, which would expose its metrics 

in a standardized manner. 

When a UE with a specific IMSI authorized for domain-specific resources enters a cell area, the proxy 

derives the relevant metrics from the 5GC and forwards them to the ACDO. This data triggers the 

internal policy engine, which evaluates the context, provisions an additional UPF, reconfiguring the 

5GC. This ensures the UE is granted seamless access to internal network resources. Conversely, the 

system monitors for the departure of these subscribers to automatically decommission the UPF, 

ensuring optimal resource utilization and service continuity without manual intervention. 

TC2.2: In this test case, UBI and UOP’s primary target was to attempt UPF offloading on a platform 

that is well-known to the 5G community, open, and well-tested in the context of ETSI OpenSlice which 

acts as the orchestration platform not only in this TC, but broadly in ACROSS, but at the same time 

offers a friendly environment for integrating the P4 solutions coming from ONF. 

For this reason, we picked Open Air Interface (OAI), which is among the most well-disaggregated 5G 

platforms to date, offering cloud native means to deploy different functional splits of the 5G 

ecosystem, making it straightforward to cherry pick and replace a specific Network Function (NF), such 

as the UPF, without affecting other NFs. Doing that with monolithic software would be a nightmare; 

however, in OAI this is straightforward. Another advantage of OAI is the availability of emulation 

software that allows us to test such advanced ideas in a controlled environment, without dedicated 

hardware, and most importantly without losing functional equivalence with hardware-based 5G 

deployments. Specifically, we used OAI’s software-based containers to emulate gNBs connected to 

the 5GC, thus focusing on the UPF aspects we wanted to offload, rather than low-level details of 

setting up real gNBs. 

TC2.3: Although the original objective focused on modulating radio transmission power based on user 

count, the implementation was adapted to better reflect real-world network dynamics. Relying solely 

on the number of users can be misleading, as bandwidth requirements and power consumption are 

more closely tied to specific traffic types and individual user requirements than simple headcounts. 

To ensure a more realistic evaluation, the test case was modified to use a reduced transmission power 

https://openairinterface.org/
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as the baseline nominal state, thereby achieving energy savings by default within the indoor 

environment. This refined approach, which prioritizes a low-power baseline and only escalates to full 

power when strictly necessary, aligns more closely with the EU Sustainable Development Goals (SDGs) 

regarding green energy usage. By treating energy conservation as the default operational state rather 

than an occasional optimization, the system achieves a "de facto" reduction in carbon footprint. 

Under this refined approach, the system continuously monitors the throughput of connected devices. 

When performance drops below a predefined threshold, indicating potential degradation in user 

experience as a device moves toward the cell edge or encounters interference, the ACDO triggers an 

internal policy. This policy dynamically increases the cell gain of the active radio node to restore the 

original throughput. This transition ensures that energy efficiency is prioritized without compromising 

service quality, effectively balancing power consumption with real-time performance demands. 

4.1.3 TC3: Intelligence-driven zero-touch orchestration 

KPI-1 “Latency”: It is valuable to assess the frame transfer time of the system at various levels of 

offered load. The measurement of this KPI has been carried out following the methodology described 

in ETSI GS NFV-TST 009. The results are as follows: 

In the case of TC3.1/3.3/3.4, the measurements are the same, since the NDT scenarios deployed as a 

baseline are the same for the three use cases. It is worth highlighting a detail linked to these scenarios, 

which is related to the version of the virtual router used (Arista cEOS) and the capabilities or limitations 

of these images. Specifically, the version used in TC3.1/TC3.3/TC3.4 (cEOS 4.33.2F), while correctly 

implementing the SNMP protocol, has a bandwidth limitation of approximately 90–100 Mbps. On the 

other hand, the KPI has been tested with another version (cEOS 4.29.2F), which does not present 

bandwidth limitations and reaches rates above 500 Mbps, but does not correctly implement SNMP, 

which is required to obtain the parameters used by the ML models. 

 

 

 

 

 

 

 

https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
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Table 4-1: TC3.1 latency tabular reporting 

 

Table 4-2: TC3.3 latency tabular reporting 

 

Table 4-3: TC3.4 latency tabular reporting 
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Table 4-4: TC3.5 latency tabular reporting 

 

 

KPI-2 “Throughput”: It is valuable to assess the maximum capacity of the system. The measurement 

of this KPI has been carried out following the methodology described in ETSI GS NFV-TST 009. The 

results are as follows: 

Similarly to the latency KPI, in TC3.1/3.3/3.4 KPIs associated with cEOS 4.29.2F and cEOS 4.33.2F are 

presented due to the limitations described above. 

Table 4-5: TC3.1 throughput tabular reporting 

 

Table 4-6: TC3.3 throughput tabular reporting 

 

Table 4-7: TC3.4 throughput tabular reporting 

 

https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
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Table 4-8: TC3.5 throughput tabular reporting 

 

KPI-6 “Recovery Time”: KPI evaluates the capability of the system to automatically recover from 

failures affecting virtualized network functions, measuring the time required by the infrastructure to 

reassign resources and restore the operational state of a Network Digital Twin (NDT) topology 

deployed using Kubernetes Network Emulator (KNE). 

The measurement of this KPI has been carried out in alignment with the resiliency framework defined 

in ETSI GS NFV-REL 001, which specifies Recovery Time as a key metric to assess the self-healing 

capabilities of NFV infrastructures following the detection of a fault. The applied methodology ensures 

an objective and reproducible assessment of the self-healing performance of the Network Digital Twin 

in a virtualized and cloud-native network environment 

The evaluation is based on an event-driven approach, where recovery time is measured between two 

clearly defined system events: 

T₁ – Fault detection time: corresponds to the instant at which the failure is detected by the system 

management layer. In the evaluated scenario, the fault consists of the forced and random deletion of 

one or more pods belonging to the NDT topology deployed on KNE. The detection of the failure is 

identified by the Kubernetes control plane through the change of the pod state from Running to 

Terminated or NotReady, as reported by the orchestration and monitoring components. 

T₂ – Recovery completion time: is defined as the instant at which Kubernetes completes all recovery 

actions in the NDT, including resource reallocation, pod re-scheduling, and redeployment. This 

moment is reached when the affected pods are successfully re-instantiated and the entire network 

topology returns to a fully operational state, with all components reported as Ready. 

Table 49: TC3.1, TC3.3 & TC3.4 Recovery Time tabular reporting 

 

The Recovery Time KPI is computed as: 

Recovery Time = T₂ - T₁ 

To validate the KPI, a Network Digital Twin topology deployed on KNE is subjected to multiple fault 

injection experiments. During each experiment, pod deletions are introduced randomly to emulate 

unexpected failures in virtualized network functions composing the NDT. The recovery process is 

handled automatically by Kubernetes, without manual intervention. 

The measurement process captures the elapsed time from the detection of the pod failure by the 

management system (T₁) until the NDT topology is fully restored and operational (T₂). Each test is 

repeated several times to ensure reproducibility and to obtain statistically representative results. 

 

https://www.etsi.org/deliver/etsi_gs/NFV-REL/001_099/001/01.01.01_60/gs_NFV-REL001v010101p.pdf


62 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

4.1.3.1 TC3.2 Smart energy-aware zero-touch TE 

In the case of TC3.2 the scenario used to obtain the measurements for KPIs 1-8.12 is shown in Figure 

4-1: TC3.2 KPI measurement scenarioFigure 4-1.  

 

Figure 4-1: TC3.2 KPI measurement scenario 

In the TC3.2 scenario, network nodes are implemented using FRR, and two different ML models (A, B) 

are used to implement the energy consumption behaviour depending on the traffic characteristics.  

As for KPI-5 ”Scalability”, this scenario and the execution of the different traffic tests to calculate other 

KPIs, shows that the target value of KPI-5 >= 10 or more nodes is accomplished in the Madrid lab 

deployment.  

As a traffic generator, ixia-c is used, a powerful traffic generator based on the Open Traffic Generator 

API that facilitates the automation of traffic generation and integrates statistics as throughput and 

one way latency (min, max, average) on a per flow basis, so it can be used to implement and validate 

the test methodologies and benchmarks defined in ETSI GS NFV-TST 009. 

Based on ETSI GS NFV-TST 009, KPI-1 “Latency” and KPI-2 “Throughput” were measured using IPv6 

traffic. The frame sizes used differ from the frame sizes used for other TC3 sub-testcases, as follow: 

- 64B, 256B are converted to 84B and 276B because 20 bytes need to be added to consider the 

length of the IPv6 header. 

- The longest frame considered, 1340B is the maximum MTU supported because of the use of 

SRv6 tunnels. 

- A value of 669B is used as the “MIX” traffic from ETSI GS NFV-TST 009 to be consistent with 

the mix of traffic used when performing the experiments with real equipment to obtain the 

TC3.2 datasets. 

First, KPI-2 “Throughput” was measured for different frame sizes using increasing throughput values 

to obtain the maximum throughput from ru to rg at which loss ratio = 0%. The following table 

summarizes these results. 

https://frrouting.org/
https://github.com/open-traffic-generator/ixia-c
https://github.com/open-traffic-generator/models
https://github.com/open-traffic-generator/models
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
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Table 4-10: TC3.2 throughput tabular reporting 

 

Then, KPI-1 “Latency” for traffic from ru to rg was measured using a traffic load equal to the 

Throughput levels obtained before. Every test ran for 60 seconds. The following table summarizes 

these results. 

Table 4-11: TC3.2 latency tabular reporting 

 

For KPI-4 “Energy consumption” the following experiment was defined. Ten different sessions of 21 

Mbps with frame size of 669 bytes are defined to emulate traffic variation during a day. In the 

experiment, every minute represents an hour of traffic, so an experiment of 24 minutes is defined. 

Every minute, the number of sessions is varied as shown in Figure 4-2. 

 

Figure 4-2: TC3.2 KPI-4 session definition 

The experiment is carried out with and without energy-aware traffic engineering, to calculate the 

savings of energy on the energy-aware (EA) routing versus the non-energy-aware (Non-EA) routing.   

The Figure 4-3 compares EA versus Non-EA traffic engineering experiments for the sum of the average 

energy consumption of all routers per minute. The following tables summarizes the results as follows: 

a) Table 4-12 shows the energy consumption per minute and overall in the Non-EA experimental case; 

b) Table 4-13 shows the energy consumption per minute and overall in the EA experimental case; and 

c) Table 4-14 shows the energy savings per minute and overall, comparing the EA and Non-EA 

experimental cases. 
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Figure 4-3: Total energy consumption comparison between EA and Non-EA traffic engineering mechanisms. 

 

Table 4-12: Energy consumption per minute and overall considering a Non-EA TE mechanism. 

 

 

Table 4-13: Energy consumption per minute and overall considering an EA TE mechanism. 

 

 

Table 4-14: Energy savings per minute and overall, comparing EA and Non-EA TE mechanisms. 
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Considering the total energy consumption comparison, the savings in EA versus Non-EA is 0.25% as 

shown in Table 4-14, amounting to 167.5 Wh over the course of a day. This equates to roughly 7 Wh 

for each hour of the day. Additionally, Figure 4-4 depicts the comparison of the average energy 

consumption obtained per router during the 24-minute period between the EA and Non-EA TE 

mechanisms. The comparative numerical results are shown in the Table 4-15.  

 

Figure 4-4: Comparison of the average energy consumption per router during the experiment. 

 

Table 4-15: Results of average energy consumption per router comparing Non-EA and EA experimental 
cases. 

 

As observed during the experiment, Figure 4-5 highlights in blue the path followed by the traffic in the 

network when the energy-aware routing mechanism is not used. In this Non-EA case, the traffic takes 

the shortest path. Meanwhile, Figure 4-5 highlights the in red the path followed by the traffic when 

the energy-aware routing mechanism is used. In this EA case, the traffic takes the most energy efficient 

path. It is important to note that routers of model A consume approximately ten times more energy 

than those of model B.  
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Figure 4-5: Routes followed by traffic on the network when using Non-EA (blue dashed arrow) or EA (red 
dashed arrow) TE mechanisms. 

Taking these considerations into account, we can determine that the routers are more energy-

consuming when they are part of the path selected by the corresponding TE mechanism. Furthermore, 

it can be determined that the average energy consumption for edge routers (i.e., rg and ru) is 

equivalent regardless of the TE mechanism used. 

The Figure 4-6 depicts something similar to what is show in Figure 4-4 , but instead of the sum of 

average consumption, it shows the sum of average energy consumption increases relative to minimum 

consumption. This minimum consumption is determined by taking the lowest decile of consumption 

for each router throughout the 24 minutes of the experiment (i.e., the value marking the 10% lowest 

energy consumption values for the router) and considering both experimental cases (i.e., the 

combination of EA and Non-EA results). In this analysis, the average increase per minute is considered 

to be 0 if it equal to or less than the minimum consumption. If it is higher, then the difference is 

calculated. Considering this procedure, the minimum energy consumption obtained per router is 

shown in the Table 4-16. 

 

Figure 4-6: Increased energy consumption comparison between EA and Non-EA traffic engineering 
mechanisms. 
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Table 4-16: Minimum energy consumption obtained per router. 

 

The following tables summarizes the results as follows: a) Table 4-17shows the increase in energy 
consumption per minute and in total in the Non-EA experimental case; b)  

Table 4-18 shows the increase in energy consumption per minute and in total in the EA experimental case; 
and c)  

Table 4-19 shows the energy savings per minute and overall, comparing the energy consumption 

increases between EA and Non-EA experimental cases. 

Table 4-17: Energy consumption increases per minute and in total considering a Non-EA TE mechanism. 

 

 

Table 4-18: Energy consumption increases per minute and in total considering a EA TE mechanism. 

 

 

Table 4-19: Energy savings per minute and overall, comparing the energy consumption increases between 
EA and Non-EA TE mechanisms. 

 

 

When considering the comparison in energy consumption increases relative to the minimum 

consumption of each router, the overall improvement in EA versus Non-EA is 10% as shown inTable 

4-19, which represents a gain of 170.6 Wh over the course of a day. 
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Additionally, similar to a previous evaluation, Figure 4-7 depicts the comparison between the EA and 

Non-EA TE mechanisms for the increase in average energy consumption obtained per router 

compared to its minimum consumption during the 24-minute period. The comparative numerical 

results are shown in the Table 4-20. 

 

Figure 4-7: Comparison of the increase in average energy consumption per router during the experiment. 

 

Table 4-20: Results of increase in average energy consumption per router comparing Non-EA and EA 
experimental cases. 

 

 

Considering these factors, it is easy to see that routers lead to a higher increase in energy consumption 

when they are part of the route chosen by the corresponding TE mechanism. 

For KPI-8.11 “Session establishment reaction time” and KPI-8.12 “Topology change reaction time” the 

following experiment was defined. A traffic flow of 210 Mpbs with frame size of 669 bytes is injected 

in the network, from ru to rg. Then, a network node is stopped to emulate a change in the topology. 

The experiment is repeated twice: one run with energy-ware traffic TE and one run without energy-

aware TE. The results show how the traffic is re-routed in both cases. Since the TE mechanisms used 

to establish the sessions and to react to topology changes are the same with or without energy-aware 

TE, there is no increase due to activating the energy-aware TE. 

4.1.3.2 TC3.5 Heavy-Hitter Prediction for Zero-Touch DDoS Prevention 

The complete DDoS attack mitigation pipeline showcased extremely agile performance. The overall 

detection and mitigation of attacks, including the ETSI TeraFlowSDN controller’s contribution and the 

ACL rule installation on realistic Network Operating System (NOS) (Arista cEOS v4.33.5M) took less 

than 4 seconds, dominated by the 2.56 seconds contributed by the interaction with the NOS. This 

showcases appropriate reaction time to protect realistic networks against undesired malicious heavy 

hitters. Moreover, the overall pipeline was designed as a set of lightweight microservices that can 

easily be replicated horizontally to increase the processing speed in a single location, and geo-

distributed, provided an appropriate compute infrastructure is provided, to reduce the overall amount 

of mirrored traffic to be circulated to distant locations. 
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4.1.4 TC4: Holistic zero-touch orchestration 

TC4.1-TC4.3: This set of test cases touched upon a control plane operation of the platform which 

appears to be very challenging when automation is the objective, but less challenging when it comes 

to performance. For this reason, our intention in TC4.1-TC4.3 has always been to automate the 

platform expansion to a new private domain as much as possible, while offering a nice user-experience 

for the steps that are hard to fully automate. That said, no performance bottlenecks appeared, but we 

had a lot of interesting discussions with real edge domain owners, such as PNET, who host one of the 

largest 5G testbeds in Europe. PNET provided great guidance on how to approach domain onboarding 

from a testbed provider’s perspective, emphasizing on how to maintain high security and trust 

standards. In summary, PNET guided UBI on the design of the Maestro portal’s domain expansion 

view, proposing the idea of sharing domain authentication identities via a download button that is 

dedicated to the user that requests this expansion, therefore cannot be seen (and potentially 

highjacked) by other users in the platform. This identity is also encrypted in Maestro’s dedicated Vault 

instance, offering additional security to this kind of sensitive user secrets. 

TC4.5: A discussion in Section 4.1.1 already covered TC4.5 with regards to telemetry federation.  

TC4.6: Regarding the AI-based monitoring of user-specified SLAs on service telemetry data, a high 

monitoring accuracy (KPI 11.1) of 84% was achieved for SLAs correctly predicted over a time window 

of two minutes. Continuous monitoring, along with the addition of multiple grace periods, mitigates 

false model predictions in practice. 

It is worth mentioning the highly volatile nature of the service telemetry data. Specifically, although 

the collected telemetry data is coupled to the executed services and is considered part of a closed 

system, with no other services being arbitrarily executed, the data remains highly prone to data-drift. 

This drift can be caused by a wide range of changes, from package updates during routine 

maintenance to previously unseen exogenous factors, such as changes in the compute instance’s 

underlying state, hardware failures, or variations in hardware configurations. 

For maintaining highly accurate predictions on the requested SLAs, service telemetry data needs to be 

collected over a wide variety of service states and configurations. In addition, to reduce the effect of 

data volatility and increase the resilience of model predictions, additional metadata can be taken into 

consideration such as system characterization or the compute instance's underlying state with metrics 

including cache health and memory fragmentation. Finally, a risk mitigation measure would be the 

incorporation of data drift detection mechanisms that explicitly identify drift events and issue 

notifications. 

As for the on-demand installation of Software-defined Security SLA policies, the developed Security 

and Trust Orchestrator was extremely lightweight. In that sense, while operated with the ETSI 

TeraFlowSDN controller and a real server firewall based on NetFlow Tables (NFT) interfaced through 

a RESTCONF/OpenConfig-based Agent, the overall provisioning time of the ACL rules was always in 

the order of 3-5 seconds. Overall, this demonstrates very fast reaction times against high ACL rule 

update frequency, thus leveraging very agile reaction to changes and ensuring fast reaction times 

against undesired traffic flows. 

4.2 Deviations, Root-Cause Analysis & Mitigations (anything that had to be changed 

on a TC, last minute changes, preferably small) 

4.2.1 TC1: Stakeholder-driven zero-touch orchestration 
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TC1.1: The secure device onboarding sub-Test Case (TC1.1) family had to use an attestation service 

developed by NEC across three different types of devices, i.e., compute nodes (TC1.1a), transport 

network devices (TC1.1b), and 5G cells (TC1.1c). For the transport network we chose a P4 switch and 

the initial plan was to use a hardware switch for this purpose. However, attestation in a P4 switch was 

found to be quite tricky, therefore we decided to use a Stratum-based software switch based on 

behavioral model v2 (bmv2). This is the official reference switch for functional testing defined by 

P4.org, it is already integrated with Mininet allowing emulation of large topologies, thus we concluded 

that it is a good choice for ACROSS to validate TC1.1b in this context using the ETSI TFS SDN controller. 

Our plan beyond ACROSS is to incorporate hardware switches in ETSI TFS and test existing TFS services 

against these switches. UBI is the leader behind TC1.1b and the owner of the P4 driver in ETSI TFS, 

thus UBI will leverage TC1.1b to plan for additional tests with hardware switches in future TFS releases. 

4.2.2 TC2: Device-driven zero-touch orchestration 

TC2.2: The choice of software-based P4 switches in TC1.1 and TC1.2 also affected TC2.2 as UBI decided 

to utilize the same data plane technology in TC2. The idea is to implement an extensive testing 

framework with ETSI OpenSlice as domain orchestrator, ETSI TFS as SDN controller, and the synergy 

between Mininet and bmv2 P4 switches as a common data plane, on top of which ACROSS will validate 

secure P4 device onboarding (TC1.1b), P4 device telemetry service provisioning (TC1.2b), and P4-

based UPF offloading (TC2.2). Through a large series of open-source contributions, this has become a 

reality, and we are proud to have all these test cases as part of the official ETSI TFS code base, covering 

lots of integration activities with Mininet and bmv2. This has created a solid environment for the 

community to test these P4 ideas, but more importantly have a great basis for providing even more 

functionality in the future. 

4.2.3 TC3: Intelligence-driven zero-touch orchestration 

Machine Learning classification metrics (KPIs 11.1–11.4) were applied to sub-test cases 3.1, 3.3, and 

3.4 to evaluate their performance on the test set. 

In sub-test case 3.5 GPU was not required for AI inference as CPU-based inference was enough to fulfil 

all requirements and therefore GPU utilisation metrics are not reported as part of KPI-15.2 “Inference 

processing resources”. 

For TC3.1, all classification results fell below the target. This test case, however, involved a challenging 

5-class classification task with an uneven class distribution (imbalanced dataset). Despite not meeting 

the target, the model's performance on this unseen data is still considered acceptable. 

Similarly, TC3.4 produced precision and F1-scores that were slightly lower than the target. This is 

attributed to an overrepresented class in the training set. 

In TC3.2, the initially defined KPIs KPI-12.1 and KPI-12.2, defined as MAE < 10 % and MSE < 1, 

respectively, contain notational errors that require correction. Specifically, the MAE metric was stated 

incorrectly for KPI-12.1 in the TC3.2 KPIs definition table of the proposal when it was actually intended 

as MAPE. In other section of the proposal (1.2.4 Exploitable ACROSS Test Cases linked to 

Standardisation Activities, TC3 Table, KPI 3.2), this KPI is correctly defined as MAPE (Mean Absolute 

Percentage Error), which explains why the threshold was accompanied by a percentage sign in the 

table. The intended metric was therefore MAPE, which expresses the average prediction error as a 

percentage of the actual observed value, making it scale-independent and directly comparable across 

different routers, traffic conditions, and power ranges. However, it is important to note that this 

threshold remains the same as in the original formulation: 10%. In contrast to MAE, MAPE allows for 

intuitive interpretation of model performance: a MAPE value below 10% indicates that, on average, 

https://github.com/p4lang/behavioral-model


71 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

the model's predictions deviate by less than 10% from the true values. This relative metric aligns with 

standard practices in energy and network traffic forecasting, where percentage-based indicators are 

preferred for their interpretability and cross-model comparability. 

Similarly, for KPI-12.2, the Mean Squared Error was intended to be expressed as a relative metric, but 

the percentage sign was omitted by mistake, causing it to appear as an absolute MSE value. The 

correct formulation for this KPI is relative MSE, calculated by dividing the MSE by the square of the 

mean of the observed target values and multiplying by 100 to express it as a percentage. This 

normalization is essential because absolute MSE is highly dependent on the scale of the predicted 

variable. In this context, where power consumption can vary significantly between different router 

types and operational states, an absolute MSE threshold lacks generalizability. A router consuming 50 

watts and another consuming 500 watts would be evaluated against the same absolute error 

standard, making fair comparison impossible. By redefining MSE in relative terms, the metric reflects 

the proportion of error relative to the magnitude of the measurements rather than being tied to their 

absolute scale. However, as was the case with KPI-12.1, there is no change in the threshold for KPI-

12.2, and, therefore, the target value remains the same as in the original formulation: 1%. 

These corrections ensure that both KPIs are statistically sound and aligned with recognized evaluation 

standards in predictive modelling. MAPE and relative MSE provide an assessment framework that is 

robust against scale variations, allowing fair comparison of model performance across different 

devices, power levels, and traffic regimes. This clarification therefore strengthens both the 

interpretability and general applicability of the evaluation process. 

 

4.2.4 TC4: Holistic zero-touch orchestration 

TC4.6: At EuCNC 2025, ACROSS appeared with a preliminary version of TC4.6 (link to EuCNC 2025 

video) that used a web-based end user service and an AI-based closed loop on top of this service to 

demonstrate automated real-time service reconfigurations (i.e., end user service scaling on demand) 

through the ACROSS orchestrators. 

When TC4.6 had to be integrated with the rest of TC4 to comprise an end-to-end story to appear as 

an ETSI ZSM PoC, the end user service was different as the consortium opted for a more demanding 

5G video streaming service. However, that service did not offer similar service scaling capabilities to 

the orchestration platform, therefore the ETSI ZSM closed-loop scenario revolved around a different 

closed-loop scenario which touched scaling at the level of the infrastructure that hosts the end user 

services. For this reason, the final TC4.6 demonstration (link to ETSI ZSM PoC Scenario #3b) showcased 

how increasing load in the infrastructure may result in proactive cluster scale out (more worker nodes) 

or scale in (fewer worker nodes) operations. 

  

https://youtu.be/rBHm4YtyAp4?si=1_MiMU4ICEKMc6aP
https://youtu.be/9l3e40s0vTQ?si=1WPjs6LTBBjwRbG_
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5. Conclusion 

This deliverable has documented the outcomes of the final testing cycle (M27–M36) and the 

concluding validation results of the ACROSS platform over the fully integrated, geo-distributed 

deployment spanning Athens, Patras, Madrid, and Barcelona. By consolidating the finalized 

architecture, the execution plans per test case family, and the KPI-driven validation evidence, D5.2 

provides the final, end-to-end assessment of ACROSS with respect to the project’s target of zero-

touch, intelligent, and secure orchestration across the edge-to-core continuum. 

 

The final results confirm that the ACROSS test-case families can be executed with high degrees of 

automation and with performance that is compatible with operational, cross-domain orchestration 

needs. Beyond meeting KPI targets, the final cycle produced tangible impact and user-facing evidence 

through platform hardening and improvements adopted as default behaviour in key open-source 

orchestration assets (notably ETSI OpenSlice/ACDO and Maestro/AMSO), strengthening their 

applicability across a broader ecosystem and contributing to longer-term reuse beyond the project’s 

lifetime.  In parallel, the final cycle captured concrete, measured capabilities that are directly 

exploitable in operational settings, such as fast policy provisioning times (order of seconds) for 

software-defined security SLA enforcement and SLA monitoring performance exceeding the target 

threshold under realistic telemetry ingestion conditions. 

 

The work also surfaced best practices and constraints that inform an evolutionary roadmap. Cross-

domain telemetry federation emerged as the primary performance risk when tunnels were initially 

implemented via user-space intercept components; the migration of this function towards the ZTC 

fabric edge routers eliminated the bottleneck in subsequent large-scale validation, underlining the 

importance of “network-native” tunnel handling for high-rate telemetry exchange.  Similarly, domain 

onboarding discussions with real edge domain owners provided actionable guidance on secure 

handling of sensitive onboarding identities (e.g., controlled download flows and vault-backed secret 

handling), improving the operational security posture of expansion workflows.  For the AI-driven 

closed-loop capabilities, the observed volatility and drift of service telemetry motivates a clear 

forward path: broaden the coverage of training data across service states, incorporate additional 

system-state metadata, and integrate explicit drift detection to preserve accuracy under evolving 

conditions. 

 

Finally, D5.2 strengthens reproducibility and reuse by reporting the datasets generated and released 

during the final cycle, including public publication of telemetry datasets supporting the validation of 

ACROSS AI/analytics workflows.  Overall, the final validation demonstrates that ACROSS delivers a 

robust, scalable foundation for secure zero-touch orchestration, and it leaves behind validated 

technical assets, operational insights, and openly accessible artefacts that support exploitation and 

follow-up standardisation or productization activities beyond the project. 

  



73 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

 

References 

[1] UBITECH, “Maestro open documentation”, Available: https://maestro-

mkdocs.readthedocs.io/ 

[2] ETSI, “OpenSlice (OSL) Software Development Group (SDG)”, Available: https://osl.etsi.org/ 

[3] ETSI, “TeraFlowSDN (TFS) Software Development Group (SDG)”, Available: 

https://tfs.etsi.org/ 

[4] ETSI, “OpenSource MANO (OSM)”, Available: https://osm.etsi.org/ 

[5] CNCF, “Keylime: Bootstrap & Maintain Trust on the Edge / Cloud and IoT”, Available: 

https://keylime.dev/  

[6] ACROSS OpenSTO open-source component, Available: https://github.com/CTTC-

PONS/OpenSTO 

 

  

https://maestro-mkdocs.readthedocs.io/
https://maestro-mkdocs.readthedocs.io/
https://osl.etsi.org/
https://tfs.etsi.org/
https://osm.etsi.org/
https://keylime.dev/
https://github.com/CTTC-PONS/OpenSTO
https://github.com/CTTC-PONS/OpenSTO


74 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

Annex 1: KPI Definitions 

This Annex defines all KPIs used throughout the ACROSS test case validation process in WP5. A small 

extension with regards to the corresponding table in D5.1 is that we added a final column which 

associates each KPI with a standard definition methodology suggested in the literature. This shows 

what best practises we adopted from the industry with regards to our measurement and validation 

activities. 

ID Name Description Unit 
Standard 

Definition 

KPI-1 

Latency  Latency is the time interval between the moment a 

data packet leaves the source and the moment it is 

received at the destination. 

Milliseconds (ms)  ITU-T G.1051ETSI GS 

NFV-TST 009 

KPI-2 
Throughput   The rate at which data is successfully transmitted 

over a network during a given period of time. 

Mbps  ETSI GS NFV-TST 009 

KPI-3 

Availability  The proportion of total time during which the 

system operates correctly and meets expected QoS 

requirements, calculated as uptime over total time. 

Percentage (%)  ITU-T E.800 

KPI-4 

Energy 

consumption  

The amount of energy used by the system during its 

operation. 

kWh  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

 

KPI-5 

Scalability  The system’s ability to maintain performance as the 

number of users or connected nodes increases, 

evaluated through load testing. 

Number of Nodes  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-6 
Recovery Time  The time required to restore normal service 

operation after a failure. 

Seconds (s)  ETSI GS NFV-REL 001 

KPI-8 
Reaction Time  The time between receiving an event or command 

and executing the corresponding action. 

Seconds (s)  ISO/IEC TS 4213:2022 

KPI-8.1 

Node runtime 

integrity test Time  

The time required for the Attestation service to 

verify the runtime integrity of a compute node. 

Seconds (s)  Based on NIST SP 

1800-19B but adapted 

to ACROSS 

KPI-8.2 

Container 

migration Time  

The time required for the Secure Container 

Migration service to transfer a container from a 

compromised node to a healthy one. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.3 

Time between 

detection of 

attestation issue 

till migration 

triggering  

The time elapsed between detecting an attestation 

issue and triggering the migration process. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.4 

Node overhead 

while taking 

snapshots  

The additional load imposed on a node during the 

snapshot process preceding migration. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.5 

AMSO Expansion 

Time  

The total time for the AMSO to process new domain 

information and initiate a secure connection with 

the new domain. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.6 

ACDO Expansion 

Time  

The total time for the ACDO to process an 

expansion request, trigger instantiation, and 

confirm a new ACDO instance on the target domain. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

https://www.itu.int/rec/T-REC-G.1051
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-TST/001_099/009/03.04.01_60/gs_nfv-tst009v030401p.pdf
https://www.itu.int/rec/dologin_pub.asp?lang=s&id=T-REC-E.800-200809-I!!PDF-E&type=items
https://www.etsi.org/deliver/etsi_gs/NFV-REL/001_099/001/01.01.01_60/gs_NFV-REL001v010101p.pdf
https://www.iso.org/standard/79799.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-19.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-19.pdf
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KPI-8.7 

CIM Expansion 

Time  

The total time required for the ACDO to associate a 

new CIM with a new domain from request 

initiation. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.8 

NFVO Expansion 

Time  

The total time required for the ACDO to instantiate 

a new NFVO in a new domain from request 

initiation. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.9 

Security Policy 

Provisioning Time 

The time required for the Security service to apply 

dynamic ACL rules to a deployed end-user service. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.11 

Session 

establishment 

reaction time  

The time required to establish a new user session in 

the network. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-8.12 

Topology change 

reaction time  

The time required to establish a new path after a 

link or node in the network fails. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9 

Setup Time  Time from the start of setup activities to the 

moment the unit is ready to begin normal 

processing. 

Minutes (min)  ISO 22400-2 

KPI-9.1 

Compute Device 

Attestation Time  

The time required for the Device Attestation service 

to verify a compute device’s identity and integrity 

from start to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.2 

Compute Device 

Onboarding Time  

The total time to onboard a compute device, 

including attestation and interaction with the 

compute controller, from ACDO request to 

completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.3 

Network Fabric 

Device Attestation 

Time  

The time required for the Device Attestation service 

to verify a network fabric device’s identity and 

integrity. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.4 

Network Fabric 

Device Onboarding 

Time  

The total time to onboard a network fabric device, 

including attestation and controller interaction, 

from ACDO request to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.5 

RAN Device 

Attestation Time  

The time required for the Device Attestation service 

to verify a RAN device’s identity and integrity. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.6 

RAN Device 

Onboarding Time  

The total time to onboard a RAN device, including 

attestation and controller interaction, from ACDO 

request to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.7 

Compute Device 

Telemetry 

Provisioning Time  

The time required for the ACDO to provision a 

telemetry service on a compute device from 

request initiation to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.8 

Network Fabric 

Device Telemetry 

Provisioning Time  

The time required for the ACDO to provision a 

telemetry service on a network fabric device from 

request initiation to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.9 

RAN Device 

Telemetry 

Provisioning Time  

The time required for the ACDO to provision a 

telemetry service on a RAN device from request 

initiation to completion. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

https://cdn.standards.iteh.ai/samples/54497/10e33d2a34c144558b5e3024ee5e1cb0/ISO-22400-2-2014.pdf
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KPI-9.10 

Service 

Onboarding Time  

The time required for the AMSO to verify and 

onboard a service into its catalog from specification 

verification to catalog upload. 

Seconds (s)  See Service lifecycle 

KPIs in TMF IG1218 

KPI-9.11 

Service Ordering 

Time over static 

compute fabric  

The time required for AMSO and ACDO to order and 

provision a service over pre-allocated compute 

resources from request to availability. 

Minutes (min)  See Service lifecycle 

KPIs in TMF IG1218 

KPI-9.12 

Service Ordering 

Time over dynamic 

compute fabric  

The time required for AMSO and ACDO to order and 

provision a service over dynamically allocated 

compute resources, including allocation and 

provisioning. 

Minutes (min)  See Service lifecycle 

KPIs in TMF IG1218 

KPI-9.13 

Service Ordering 

Time over dynamic 

5G fabric  

The time required for AMSO and ACDO to order and 

provision an end-to-end service over dynamically 

allocated 5G resources. 

Minutes (min)  See Service lifecycle 

KPIs in TMF IG1218 

KPI-9.14 

User Service 

Update Time  

The time required for AMSO to update the compute 

characteristics of a deployed user service via the 

service inventory API. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.15 

Network Service 

Update Time  

The time required for the ACDO to update the 

characteristics of a deployed network service 

through the network service inventory API. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.16 

User Service 

Security Extension 

Time  

The time required for the AMSO to add a security 

component to a deployed user service for traffic 

filtering. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.17 

Network Service 

Security 

Extension Time 

The time required for the ACDO to add a security 

component to a deployed network service for 

traffic filtering. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.18 

End-user 

telemetry 

provisioning Time  

The time required for AMSO to provision telemetry 

for an end-user service using existing compute and 

5G resources. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-9.19 

End-user service 

provisioning Time   

The total time for AMSO to provision an end-user 

service atop existing compute and 5G resources 

established through prior processes. 

Seconds (s)  See Service lifecycle 

KPIs in TMF IG1218 

KPI-9.20 

Data Ingestion 

Time  

The time required for the Analytics service to 

receive telemetry data from AMSO or ACDO 

telemetry services. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-10 
Degree of 

Automation  

Proportion of automatic functions in the complete 

set of functions of the system. 

Percentage (%)  IEV 351-42-31 

KPI-11.1 
Accuracy  The ratio of correctly classified instances to the 

total number of instances in the ML model. 

Decimal (0-1)  ISO/IEC TS 4213:2022 

KPI-11.2 
Precision  The ratio of correctly predicted positive instances to 

all instances predicted as positive by the ML model. 

Decimal  (0-1)  ISO/IEC TS 4213:2022 

KPI-11.3 
Recall  The ratio of correctly predicted positive instances to 

all actual positive instances in the ML model. 

Decimal  (0-1)  ISO/IEC TS 4213:2022 

KPI-11.4 

F1-Score  The harmonic mean of precision and recall, 

indicating the ML model’s balance between false 

positives and false negatives. 

Decimal  (0-1)  ISO/IEC TS 4213:2022 

KPI-12.1 
MAPE The average absolute difference between predicted 

and actual values in an ML regression model. 

Decimal   ITU-T Y.bDDN-ENTPM 

KPI-12.2 

Relative MSE The average squared difference between predicted 

and actual values divided by the square of the mean 

of the actual target values in an ML regression 

model. 

Decimal   ETSI TR 103 910 

V1.1.1 

https://www.tmforum.org/resources/introductory-guide/autonomous-networks-business-requirements-and-framework-v3-0-0-ig1218/
https://www.tmforum.org/resources/introductory-guide/autonomous-networks-business-requirements-and-framework-v3-0-0-ig1218/
https://www.tmforum.org/resources/introductory-guide/autonomous-networks-business-requirements-and-framework-v3-0-0-ig1218/
https://www.tmforum.org/resources/introductory-guide/autonomous-networks-business-requirements-and-framework-v3-0-0-ig1218/
https://www.tmforum.org/resources/introductory-guide/autonomous-networks-business-requirements-and-framework-v3-0-0-ig1218/
https://ieclib17.iec.ch/iev/iev.nsf/display?ievref=351-42-31&openform=
https://www.iso.org/standard/79799.html
https://www.iso.org/standard/79799.html
https://www.iso.org/standard/79799.html
https://www.iso.org/standard/79799.html
https://www.ietf.org/lib/dt/documents/LIAISON/liaison-2025-09-03-itu-t-sg-13-opsawg-ls-on-initiation-of-new-work-item-itu-t-ybddn-entpm-big-data-driven-networking-evaluation-of-network-traffic-pr-attachment-1.pdf
https://www.etsi.org/deliver/etsi_tr/103900_103999/103910/01.01.01_60/tr_103910v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103900_103999/103910/01.01.01_60/tr_103910v010101p.pdf
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KPI-13 

Reasoning Time The average time required for the Analytics service 

to analyze data and decide whether an SLA is likely 

to be violated. 

Seconds (s)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-14.1 

Amount of 

legitimate traffic 

over total traffic 

The proportion of traffic allowed through the ACL 

compared to the total traffic volume. 

Percentage (%)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-14.2 

Amount of blocked 

traffic over total 

traffic  

The proportion of traffic blocked by the ACL 

compared to the total traffic volume. 

Percentage (%)  No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-15 

Event processing 

time for 

Automation 

service 

The time taken by the Automation service to 

convert a prediction event from Analytics into an 

actionable recommendation. 

ms No standard 

definition exists; this 

KPI is project-specific 

to ACROSS. 

KPI-15.1 

Training time The amount of time it takes to fit the inference 

model to the training data, measured as the 

elapsed time between the training start time (𝑇𝑠) 

and the training end time (𝑇𝑒) 

Seconds (s) ISO/IEC 25023:2016 

KPI-15.2 

Inference 

processing 

resources 

 

The computational resources consumed during the 

inference process, measured as the average and 

peak utilization percentages of CPU, GPU, and 

DRAM across all inference operations performed 

during evaluation. This quantifies the hardware 

efficiency of the detection system when classifying 

network traffic in real-time. 

Percentage (%)  

 

ISO/IEC 25023:2016 

 

 

 

https://www.iso.org/standard/35747.html
https://www.iso.org/standard/35747.html

