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5. Executive Summary

This deliverableencapsulates the initial outcomes and methodologies of the first testing cycle,
deployment, and integration within the ACROSS platform, designed to meet the dynamic
requirements of nexgeneration telecommunications solutions. The document systematically
documents the integrated processes and deployment strategies across diverse testbeds, providing a
robust foundation for the ongoing validation and development phases of the ACROSS initiative.

The deliverable begins by outlining the integration methodologies utilized to seamlessly incorporate
ACROSS components into operational environments, employing Infrastructure as Code (laC)
principles, continuous integration and deployment (CI/CD) techrigaed Zero Trust Connectivity
(ZTC) mechanisms. It highlights significant contributions from geographically distributed sites
including Athens, Patras, Madrid, and Barcelona, each offering specialized infrastructures ranging
from centralized orchestrationand digital twin capabilities to comprehensive 5G testbed
environments and enhanced security services.

Detailed attention is given to the deployment and validation of four primary categories of testcases
stakeholderdriven, devicedriven, intelligencedriven, and holistic zerouch orchestrations. Each

test category is methodically assessed against ddfidey Performance Indicators (KPIs), ensuring
FfAIYYSYild gAGK GKS LINR2SO0Qa 2O3SNI NOKAYy3 2062S010 A

The main conclusions from this initial testing cycle underscore the ACROSS platform's effectiveness in
achieving secure, scalable, and intelligent orchestration across complexdmuléin infrastructures.
Lessons learned from this phase are clearly aldied, emphasizing the importance of automated
integration processes and adaptive methodologies, which serve as critical inputs for refining future
integration and deployment activities.
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1. Introduction

The ACROSS project continues to drive innovation ingengration network service management

by delivering advanced methodologies, tools, and insights for seamless deployment and integration
of network services. This deliverable, a crucial milestoneiwitihe ACROSS initiative, encapsulates
the outcomes of the initial testing cycle, the deployment of testbeds, and the integration
methodologies utilized. It is developed under the purview of WP5, which focuses on the validation
and integration of the projet's outcomes in realvorld scenarios. The document addresses two core
components of the ACROSS framework. First, the integration methodology is highlighted, focusing on
the processes and workflows that ensure smooth integration of the ACROSS compoteitke in
testbed environments. Secondly, it showcases the deployment of testbed infrastructures and presents
the results of the initial testing cycle conducted on the four cornerstone test cases. Through this
deliverable, we aim to provide actionable insiglain the integration methodologies tailored for zero
touch, intelligent, and secure orchestration. Additionally, the deliverable presents the validation
results and lessons learned from the initial testing cycle, which serve as a foundation for subsequent
testing and development phases. It also documents the deployment processes and challenges,
creating a roadmap for future testing cycles and broader deployment scenarios.

1.1 Objectives

This deliverable is structured to achieve several objectives. It aims to provide comprehensive
reporting by summarizing the results from the first testing cycle and detailing the deployment and
integration efforts. It also focuses on the refinement of gptation practices through the analysis
and improvement of methodologies used for deploying and integrating test scenarios across
different environments. Another key objective is the validation of test scenarios, emphasizing the
performance, feasibility, sdability, and potential for optimization of key test cases. Finally, the
deliverable offers guidance for subsequent cycles by presenting recommendations and best
practices for the next testing and deployment phases, ensuring continuous improvement in the
ACROSS framework.

1.2 Mapping ACROSS Outputs

Project GA Project GA Component Respective R
Component outline Document Justification
Title Chapter(s)
TASKS
This task defines thi Section 2 o ' g
integration process for WP| =~ o 'Lese. sections ocume:
and WP4 outcomes over th Integration the Integration — process
Intzg.rzion testing infrastructure, Process rr;ethgdology,f resourc:
orocess and adopting  a  continuou | Pf‘”n'“tg A or gat%
testing integration methgglology. T'h( Section 4 | In 39;3 I;)nf_p ase,tan ;
scenarios | 12K @lso revisits testin| Resource Planning tupt'a esiretinements o
definition | Scenarios defined under T2.| and Allocation | !€Stng  scenarios It

aligning them with platform
developments and prducing

PoC projects.

Section 3 Test
Scenarios Revisio

preparation for deployment
and validation activities.
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This task involves preparir] : :
T5.2¢ the testbed infrastructurd Section 5 Testbed| These sections outline th
Testbed | and deploying the ACROJ Implementation | testbed preparation,
implementati | platform in multiple stages. || and Deployment deployment phases
onand | includes deployind ©f Test Scenarios Interconnection with
deployment | microservices, Section 4.1.2 remo_te §|tes, ang
of testing | interconnecting testing siteg | elc on , Fracklr'lg/testlng Processes
scenarios | and monitoring time plans fo mpgmentatlon |nclu.d|n.g KPIS. an
. Time Plan monitoring mechanisms.
testing cases.
This tasKocuses on validating This  section  highlight
GdKS '/ wh{{ performance  validatior]
T5.3¢ performance based on KPIs, Section 6 outcomes, detailing
Measuremen| involves  testing  specifi Measurements measurements for zero
ts and application components and Validation touch orchestration
Validation | measuring responses OUtCOmes concepts, including A
outcomes | reconfiguration events, ant based reconfiguration
promoting zeretouch intelligent automation, and
concepts in standards. standards contributions.
Section 3.1
Stakeholderdriven
ZeroTouch
Orchestration
This task revisits an Section 3.2 Thesg sections prowde“e
enhances testing cases al peyi d'. overview of the SpECIfI.(
546 Use use case scenarios to alig e testing cases, thei
case analysis them with the ACROS ZeroTouc?h implementation, and theif
and , Orchestration | glignment with use caseq
migration !olatforms capabllltfes. .h Section 3.3 emphasizing technics
studies includes benchmarking wi ?Ctlon » capabilites and  socio
existing  solutions  anq Intelligencedriven pabiit )
outcomes ; : : ZeroTouch economic benefits, as we
analyzing technical, busineg .
and socieeconomic impacts.| ~ Orchestration | 8 the  benchmarkin
analysis.
Section 3.4
Holistic Zere
Touch
Orchestration

1.3 Relation with other Deliverables and Tasks

This deliverable directly contributes to and draws insights from several key tasks and deliverables.
These include T5.1, which focuses on the integration process definition, resource planning, and testing
scenario updates; T5.2, which covers the preparatiof the testbed infrastructure and the
deployment of testing cases; and T5.3, which is dedicated to the validation of testing outcomes
through performance measurements and KPI evaluations. Additionally, the document builds upon
prior work, including D2.[11], which provides use case definitions and technical requirements, as well
as the architectural components and orchestration mechanisms developed in WP3 and WP4. The
outcomes presented in D5.1 will also inform future deliverables, specifically D5.2, wihidatail the
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final testing and validation outcomes by M36, and D5.3, which will focus on use case analysis and
migration studies, also due at M36.

1.4 DocumentSructure

This document is organized to provide a logical progression through the various aspects of the ACROSS
integration and testing activities. Section 2 outlines the integration process, with a focus on the
methodologies and continuous integration cycles adapte ensure seamless testbed deployment.
Section 3 revisits the test scenarios, incorporating updates and refinements derived from the
outcomes of the initial testing cycle. Section 4 addresses resource planning and allocation, ensuring
that all necessaryesources are available for the effective execution of test cases. Section 5 delivers a
detailed account of the testbed implementation and the deployment of test scenarios across different
environments. Section 6 presents the measurements and validatitcomes, offering insights into
performance metrics and lessons learned during the first testing cycle. Finally, Section 7 concludes the
deliverable by summarizing key findings and providing recommendations to guide future work.
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2. Integration Process

Figure2-1 illustrates thebarebone of thantegrated ACROSS platforspanning multiple geographic
sites such as Athens, Patra, Madrid, and Barcetorach hosting its own local testbed

. °
I Madrid, ES
____________________________________________ Athens,GR Integration Platform (laC) : ACROSS |
s Repositnrycaﬁ"oE ACROSS : Data Generation and
‘ End-to-End | m : Service Validation Environment |
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R coo | Domain

el D pap—
“—'f"i\fmsr 20— »(-Openlice» ¥ 5l Digital Twins
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| I e e e [1TF3 85 7 e T
Lx 4=

QpataGR o beroroe e Barcelona, EST
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Radio  Fronthaul TN Edge  Backhaul TN Core ! } Cloud
Managed Domain #1 . ' Managed Domain #2

Figure2ld, ! #2/ 33 01 AO&I O AT A 4AO0AAAOGSE ET OAcCC
At the heart of thesystem the Athens site functions &8 the endto-end service management domain
where the AMSO and a core ACDO instance are deployefiigadentral Integration Platfornbased
on laC principleshousing Git repositories, CI/CD pipelines, ar@l ¥ (i ¢ | NBregistNdsthafdrive (i & Q
continuous integration and deployment across tgeo-distributed platform These elements are
interconnectedwith the rest of the domains vighe ZeraTrust Connectivity(ZTC) fabric, which

facilitates secure and trustedcrossdomain communication, redime telemetry exchange, and
orchestration through standardized APIs, ensuring that all local environments operate in concert.

Additionally, the inclusion of a Digital Twins environment & f S ¥ 5 y A Oin Kadridlph&idsA & S a

a virtual testing ground for emulating network behavipgenerating realistic data for Al and Analytics
modeltraining, and performing realistic network planningK SNSo6& Sy Ky OAy3 GKS LI
reliability, scalability, and agiligcross the entiredge to corecontinuum.

At the city of Patras, Greece, ACROSS hosts a realistic large scale 5G and beyond testbed that
comprises of multiple sudomains including radio, transport, and core. A dedicated ACDO instance is
located there, interconnected with AMSO via the ZTC falbhes domain, in collaboration with the
Athens site, host most of the test cases in TC1, TC2, and TC4.

Finally, the Barcelona domain hosted by CTTC offers additional compute capacity that could be
leveraged both by the Madrid and Patras domain when needed. This domain also tightly integrates
with the Digital Twin environment in Madrid, hosting security gss in the context of TC3.

2.1 Methodology

The ACROSS project adopts a @seen,interdisciplinaryapproach that unites researchers, software
developers, and strategy & innovation experts to achieve its vision. As illustratgdure2-2, the
methodology follows an iterative sequence of steps designed to deliver agileqadity results. This
process can be broken down into four key stages, Define A Build A TestA Learnbased on 2
Cyclesntroduced below
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Define stageThe process begins with defining relevant test cases inspired by the domain and business
expertise of ACROSS stakeholders and their active participation in standards development
organizations andopen-source communities. Each test case is mapped to a set of functional
requirements, which are then distilled into concrete system featuheghis stage the integration
framework is clearly outlined. Detailed test scenarios are extracted, and integration requirements are
defined for all components from WP3 and WP4. This early planringpleted by M12 and updated
monthlyt sets the specificatins and resource requirements needed for the testbed deployment and
validation

Build stage:In the Build stage, these system features are developed through an agile, iterative
sequence. Initially, features are planned with careful consideration of interdependencies and
prioritization. Technical specifications are then generated, followed by lddtalata models and
software design diagrams. The actual implementation occurs concurrently with the development of
unit and functional tests, ensuring that each feature is built according to the defined requirerrents.
thisstage, the outcoras from WP3 and WP4 are implemented according to the defined specifications.
The development occurs in iterative cycles: the first cycle runs from M10 to M18 and the second from
M19 to M27. During these cycles, new features are developed, merged via/@© @ipeline, and

built with automated tests (including builders, lint checks, unit and integration tests) to ensure
continuous quality and readiness for integration

Test stageAfter development, each feature undergoes rigorous testing. This stage involves extensive
integration and validation tests, where any issues or deviations from the original specifications are
identified. If a feature fails any of these tests, it is reg$iand refined through further iterations of
technical design and implementation until it meets all quality standards. Once validated, the feature

is deployed as part of the overall test case, which is then validated against its initialcspiecifirhe

testing cycles following each integration cyctevalidate the integrated modules against defined KPls

and use case scenarios. This stage ensures interoperability, identifies issues early, and feeds back into
the integration process for any necessaresi

Learn stage:The Learn stage is dedicated to analysing the outcomes of the testing phase. Feedback
is gathered from both unitevel and testcase level validations to assess performance and pinpoint
any necessary refinements. This continuous feedback loop drivesivieriatprovements, ensuring

that subsequent development cycles integrate lessons learned and further enhance the platform.

This iterative, testriven methodology not only enhances reliability and scalability but also ensures
that the platform remains at the cutting edge of innovation throughout its development lifecycle.

SDOs @& £ AcrROSS |

Communities Stakeholders | Value
« ¢ 0000 S el _ creation
1 1 i T
Req. 1
c . J P' Feature 1 c
o) i Ry .U = o 5
%R ! %2 Q=
S8 ™ Req2 M regre2 0% 0
gg + ¥ v 75w 55
Fge | @ L & e > B
0 ! 1 Feature M
=  Req.N ’:
Definition I cduirements Peatures Pedidres Validation Production
Identification Extraction Incorporation Loop
Figure2-2: The ACROSS software development, validation, and integration methodology
Co-funded by GESNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program

the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirtijSt



20

2.2 Continuous Integration Cycles

Complementing this methodology is the ACROSS CI/CD pipeline. New features are introduced via
merge requests on the ACROSS CI platform. Automatedherge processes (including building, lint
checking, and unit tests in Docker containers, as well as irttegréests on a Kubernetesased
infrastructure) ensure high code quality before reviews. After successful merging anthemgt
validations, the Continuous Deployment pipeline publishes new software artifacts and updates
environment configurations. A tliough quality assessment on the @Astern integrated with the

Data Generation Environmentprecedes the final production deployment, ensuring that every
release meets stringent quality and performance standards. Software releases are planned to
minimize service impact: major releases (v1 at M18 and v2 at M27) dilaveore functionality, while

a minor release (v2.1 at M30) provides essential bug fixes and incremental improvements. Overall,
this comprehensive, cagsriven methodology built on the iterative Define, Build, Test, and Learn
cycle ensures that ACROSS can rapidly adapt to evolving requirements while consistently delivering
robust, integrated solutions across its phased implementation:

1 Definition and Design (MO4M09): The design and key requirements are provided in WP2
(design), which guides all activities in the first phd3evelopment in WP3 and WP4 runs in
parallel to the platform development activities following the samm®nth cycles plan (i.e.,

- pR 0p 0 )afterthe initial 9month design phase and are conducted in parallel and
in preparation of the integration processes in WP5 (outcomes)

1 Development and Integration (M1M27): Release cycles are controlled by WP3 (ZTP
framework platform) TheACROSS E2E orchestration enablers in WP4 run in panalleb. 1
governs the overall integration

i Validation and Demonstration(M25¢M36): In this phaseT5.3 guides all validation and
demonstration activitiesLate WP3 and WP4 work in this phase deals with updates and fixes

The above is best depicted kigure2-3 below.

Phase 1: Design, Req, & TC def. Phase 3: Validation & demonstration
Mo1 Mo9 M25 M36

Cn.mplete ZTP frame.w.o.rk 15t Evaluation
design, req., & TC definition

Phase 2: Development & Integration (CD/CI process)

2" Evaluation

Mi0 « > M27

l Release Cycle 1 >—| Release Cycle 2 > pdates s o

Integration & Testing
Cycle 1

Mmis Mm24

Integration &

M33

Figure2-3: ACROSS Integration Cycles.

After completing Phasetlthe Definition and Design phase (M{MO09), during which all test cases,
functional requirements, technical specifications, and detailed design work are estaluligihed
project moves into the Development and Integration phase (§MRB7). It is in this phase that the
two major release cycles are positioned.

Release Cycle 1 culminates with the first major software release (v1) at M18. This milestone marks the
successful integration of the initial set of features developed during the first integration cycle,
providing a stable and functional version of the fibatn.

Following this, the project continues to add and refine additional functionalities, leading to Release
Cycle 2, which is finalized with the second major release (v2) at M27. This release represents the
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outcome of the second integration cycle and incorporates further enhancements and refinements
based on early feedback.

Finally, in the overlapping Validation and Demonstration phase (M2B), testbed validation and
extensive demonstration activities are carried out. A minor release (v2.1) at M30 then addresses any
remaining issues or incremental improvements identifiedinly this phase.

In conclusionRelease Cycles 1 and 2 are embedded within the Development and Integration phase
immediately after the initial design phase and serve as key milestones that feed directly into the final
Validation and Demonstration phase. This structured progressionressiat each release builds on
validated functionality while continuously refining the platform for production deployment.

2.2.1 Cycle 1 (M1M18) +schemechanges

This cycle highlights tHeevelopment andntegration of the First Major Releageollowing the design

phase, the team starts implementing core features of the ACROSS platform, including the WP3
(orchestration) and WP4 (enabling technologies and Al/automation) comporeri¢sS awSft S as / i
mé  finFay@d2-4 on the timeline indicates the iterative development, integration, and internal

testing of these componentgt M18, two key deliverablesere produced:

1 D3.1: ACROSS WP3 Components Release 1 (focusirghestration layefunctionality).

1 D4.1: ACROSS WP4 Components Release 1 (focusing on enabling technologies such as
telemetry, analytics, Al, argkero touchoperations)

1 In parallel, WP2 publishes D2.2, which captures the final ACROSS Architecture refined by the
lessons learned during early development.

Phase 1: Design, Req, & TC def. Phase 3: Validation & demonstration

Mo1 Mog M25 M36
Co.mplete Z frame.w'n'rk 1%t Evaluation 2" Evaluation
design, req., & TC definition

Phase 2: Development & Integration (CD/CI process)

M10 < > M27

‘ Release Cycle 1 }j Release Cycle 2 > Lpdates s mao

Integration & Testing A
| Cycle 1

M18 M24

4

Integration &
Testing Cycle 2

M33
M27

The git public repos of the

Outcomes ,
} ACROSS components are given

* WP3: D3.1 (ACROSS WP3 components R1) . )
+ WP4:D4.1 (ACROSS WP4 components R1) [ ™ [ Rttt
« WP2:D2.2 (Final ACROSS Architecture) deliverables D3.2 & D4.2

Figure2-4: ACROSS8rst release cycle
Deliverables and Public Repositories

AsFigure2-4 indicates the public Git repositories of the ACROSS components are referenced in D3.1

and D4.1 (the first release deliverables), and any updates or additional material will be reported in the

final deliverables D3.2 and D2aM36 ¢ KA &4 KAIKf AIKGA GKS LINR2SO0Qa
reproducibility, and alignment with opesource practices.

As depicted irFigure2-5thed L y 1 SANI G A 2 y isthetfiSticinseyted efforét®dorSbine £
the initial wave of ACROSS software components (from WP3 and WP4) with the physical testbeds
(T5.2) and run targeted test scenarios defined under T5.1.
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Phase 1: Design, Req, & TC def Phase 3: Validation & demonstration

MOl M09 M25 M36
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Figure2-5: ACROSS first integration and testing cycle

Below is a detailed walkthrough of how it fits into the broader timeline and the specific activities it
entails:

1. Position in the Overall TimelineThis cycle takes place during the first release cycle (M10
M18), once a foundational subset of WP3 (orchestration) and WP4 (enabling technologies,
such as telemetry, Al, armro touchoperations) components have reached a stable, though
still evolving, stagdt overlaps with the period in which the testbeds (T5.2) are being prepared
and enhanced to accommodate the features coming out of WP3 and W4cycle begins
after Phase 1 (Definition and Design, MMD9) has deli@ NE R G KS LINRP2SO00Qa O2
requirements, and test case outlines.

2. Scope and Activities:

1 Test Case Planning (T5.1, MM13): Ahead of and during this cycle, the project team
NEFTAYSa (GKS AyAldAlt (Sad aoSsSm#mdelThis 0¢/ mX
involves creating or updating scripts, configuration files, and automated workflows
that precisely define how each test is conducted, measured, and validated.

1 Integration of ComponentsThe partial implementations of WP3 and WP4 modules
(Release 1) are integrated within a controlled environment. This integration phase
ensures that the orchestrator functionalities, telemetry pipelines, Al engines, and
zerafouch processes work correctly when combined.

9 Testing:Once the components are in place, the project executes the newly codified
test cases. These tests verify: a) Basic interoperability among WP3 and WP4 modules;
b) end4oZnd functionality in the context of the use cases defined earlier, and c) Early
performance and reliability metric's to catch any major design or integration issues
well before the final release.

3. awS LIS (i BZbd& Odtdormes: A key deliverable of this cycle is the establishment of
a repeatable, automated test framework (TC1, TC2, TC3) that carfbe es the software
matures. ThisdTC&sAod& approach means test cases are stored, versioned, and
continuously improved in the proje@ repositories ensuring consistency, traceability, and
the ability to replicate tests across different environments or stages of developnisnt.
codifying test cases, the ACROSS team can easily integrate them into the Continuous
Integration (CI) pipeline. This allows immediate feedback whenever new features or fixes are
merged.

4. Feedback Loop into Release CycleAnydeficienciesor gaps identified during Integration &
Testing Cycle 1 are addressed promptly within Release Cycle 1. The development teams refine
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WP3/WP4 components, update the relevant test scripts, anturethe test cases until the
system meets the acceptance criteria. By M18, these efforts culminate in a stable first release
of the ACROSS platform, incorporating lessons learned and fixes applied during the cycle.

5. Transition to the Next CycleDnce Integration & Testing Cycle 1 concludes, the focus shifts
toward more advanced features and the second integration cycle. However, the foundational
work in T5.1 and T5t2especially the creation of automated test cases and a robust testbed
remains essntial. These assets will be reused and expanded upon in the subsequent release
cycle2 described below

2.2.2 Cycle 2 (M1§M27) +schemechanges

This cycle highlights thBevelopment and Integration of the Second Major Releddtr Release
Cycle 1, development continues in an agile, iterative manner, refining existing modules and adding
new featuresBy M27, the second major release of WP3 and WP4 compomeéihtise ready,and it

will be captured in D3.2 and D4.2his second release addresses further enhancements, feature
requests, and any issues identifiedRelease 1.

Overlap with Validation and Evaluation (M25/136)

While Release Cycle 2 is being finalized, the project enters its formal Validation and Demonstration
phase (M2§M36). Around M25, an initial evaluation of the platform begins (first evaluation),
leveraging the partially integrated features from the second release cidsetM27, there is a
window for updates and fixes (M30) that incorporate real testbed feedback otdimag of features.

By M36, the second (and final) evaluation is completed, demonstrating the full capabilities of the
ACROSS platformiiealistic conditions.

Phase 1: Design, Req, & TC def., Phase 3: Validation & demonstration
< > M M25 M36

Co.mplete ZTP frame_w.o.rk 15t Evaluation
design, req., & TC definition

Phase 2: Development & Integration (CD/CI process)

Mo1

2" Evaluation

M10

m27

2 Updates

A M30
& Fixes

‘ Release Cycle 1 Release Cycl

Integration & Testing
Cycle 1

M1 M24 £ m33
M27

Integration &

Outcomes
* WP3: D3.2 (ACROSS WP3 components R2)
* WP4: D4.2 (ACROSS WP4 components R2)

Figure2-6: ACROSSecondrelease cycle
A walkthrough on the activitiego be)carried out is given below:

1. Building on Release Cycle By the time Release Cycle 2 starts, the first release (culminating
at M18) has already delivered initial WP3 (orchestration) and WP4 (enabling technologies, Al,
and zerafouch operations) components. These form a stable baseline upon which the second
cycle@ features and improvements can be developed. Early feedhsskereports, and
performance data from the first cycle guide the priorities for this second release.

2. Development and RefinementsFrom M19 to M24, new or enhanced features are
implemented in WP3 and WP4. This may include advanced orchestration capabilities, further
telemetry and analytics functionalities, or additional Z&oaich automation scenarios. The
project teams iterate through design refinements, code development, and incremental testing
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in close coordination with the CI/CD pipeline, ensuring continuous integration and regular
guality checks.

3. Integration & Testing Cycle Zs Release Cycle 2 moves closer to M27, a dedicated integration
and testing phase (T5.1, T5.2) is carried out. During this period, the newly developed features
are combined with the existing codebase and tested in realistic conditions on the ACROSS
testbeds. The primary goals are to confirm interoperability between old and new modules,
GrtARIFGS GKS aeadsSyQa LISNF2NXIFyOS dzyRSNJ Y2N
identified issues before finalizing the release.

4. Deliverables D3.2 and D4.2 at M3Bhe second cycle culminates in two major deliverables at
M27:

1 D3.2- The ACROSS mudttmain orchestrator framework platform Final release
1 DA4.2- The ACROSS Zero touch, Intelligent and Secure Orchestration emgdbileas
release

These deliverables document the matured feature set, updated architectures, and test
outcomes. They also mark a significant milestone for the ACROSS platform, as they provide a
refined, neadinal version of the core modules.

5. Updates & Fixes, and Transition to Final Evaluatiéfter M27, the figure indicates a window
F2NJ a! LIRFGSa 9 CAESaé¢ GKFG | RRNBaasSa lye NB
testing or arising from stakeholder feedback. By M30 and beyond, the project moves into its
final validation and demonstratiostage, with the second (and final) evaluation occurring
0ST2NBE aocd !4 GKAA LRAYyGZ wStSIrasS /@80tS HC
end4oZnd scenarios, ensuring the platform is producdeady.

Overall, Release Cycle 2 is where the ACROSS platform gains its advanced capabilities and undergoes
rigorous endto-end testing. It leverages the foundation established in Cycle 1 while incorporating
lessons learned, additional features, and quality imgroents ultimately paving the way for final
validations and largscale demonstrations in the last phase of the project.

As can be seen iRigure2-7> G LYy GS3ANI A2y 3 ¢SadAay3a /&80ftS HéE NI
Release Cycle 2 (roughly M2427) and focuses on combining the advanced features introduced since
the first release with previously validated components.

Phase 1: Design, Req, & TC def, Phase 3: Validation & demonstration
< — M09 M25

Co.mplete AL frame_wprk 15t Evaluation 2" Evaluation
design, req., & TC definition

Phase 2: Development & Integration (CD/CI process)

Mo1

M10

ma27

d
‘ Release Cycle 1 >—| Release Cycle 2 > s Mmao
Integration & Testing Integration &
Cycle 1 i
e cle id Testin cle2 —

M27

—

Outcomes
» Plan for TC4

Figure2-7. ACROSSecondintegration and testing cycle
Below is a detailed explanation of tlugcle and how it produces the plan for TC4
1. Position in the Overall TimelineBy the time Integration & Testing Cycle 2 begins, much of
IKS aSO2yR NBfSIaSQa RS@St2LIYSy il gaticWrly Kl & 05
those refined or introduced after Release Cydeate ready to be integrated into a cohesive
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platform. This cycle leverages feedback from the first integration and testing cycle and any
interim fixes or improvements made in WP3 (orchestration) and WP4 (enabling technologies,
Al, and zerdgouch operations).

2. Scope and Activities

9 Integration: The partial or newly finalized components from WP3 and WP4 are
merged within the ACROSS testbeds, ensuring interoperability with the existing
codebase. This includes advanced orchestration workflows, more sophisticated Al
models, and further enhancements zeraZouch operations.

i Testing:Comprehensive validation is conducted to verify performance, reliability, and
O2YLX AlLYyOS 6AGK {['!'a 2N YtLaoZILEKEES
approach, using automated scripts and configurations for consistency and
repeatability.

1 Issue ResolutionAs defects or shortcomings emerge, they are addressed promptly in
collaboration with the core development teams. This ensures that each fix is swiftly
validated against the same set of automated tests.

3. Plan for TC4A key outcome of Integration & Testing Cycle 2 is the blueprint for an additional
test case, TC4. This new scenario targets features or use cases that have either evolved
substantially since the first release or require distinct testing conditions notredvie earlier
test cases (TQIC3).The plan for TC4 includes any specialized data sets, workflows, or
performance metrics needed to validate lagtage or particularly advanced functionalities. By
capturing these requirements now, ACROS&ias that subsequent demonstrations or final
evaluations (M3@M36) have a welstructured testing roadmap.

4. Feedback Loop into Final EvaluatioBnce Integration & Testing Cycle 2 concludes (around
M27), the refined software is either released as part of the second major release or updated
with postZelease fixes. The TC4 plan then becomes part of the final validation and
demonstration phase (M23136), helping guide largkcale or specialized testing in realistic
conditions. This approach ensures that all core capabitittesth foundational and newly
introduced are thoroughly validated before project completion.

(s}
Q)¢

Overall, Integration & Testing Cycle 2 consolidates the advanced developments of Release Cycle 2,
culminating in a robust, nedinal ACROSS platform. By generating the plan for TC4, it also lays the
groundwork for more focused or extended validation aiti®g, ensuring that no latstage
innovations go untested.
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3. Test Scenarios Revision

This section presents updates to the subTCs originally described in Deliverable D2.1. To maintain
clarity and avoid redundancy, only those subTCs that have undergone revisions are included. SubTCs
that remain unchanged from D2.1 are omitted.

3.1TC1: Stakeholdedriven zeratouch orchestration
f TC1.1: Northboundriven ZereTouch Secure Device Onboarding
 TC1.2: Northboundriven ZereTouch Telemetry
TC1.3: Northboundriven ZerelTouch Service Management
1 TC1.4: Northboundriven ZT Security
3.1.1 TC1.2cNorthbound-driven ZT Secure RAN Teleme({npdates)

In D2.1, this test case was originally designed to deploy telemetry services on a 5G RAN node (gNB)
as part of the ACROSS platform. However, upon further refinement, the ACROSS consortium
identified that certain telemetry components were already deploysdgart of TC1.1c. As a result,

this TC has been revised to eliminate unnecessary redeployment of telemetry services on the gNB
and instead focus on retrieving telemetry data from the-ppsasting RAN telemetry collector.

The following sections of deliverable D2.1 are therefore updated:

3.1.1.1 Sequence of Steps:

Table3-1 TC1.2eSequence of steps

Step Input Objective Expected Output
Number
S1 The IP address of the 5G gNB, wh{ ACDO triggers the deployment { The RAN telemetry collectq
telemetry should be initiated, is ser| the RAN telemetry collector in th{ is provisioned and ready t
to the ACDO. compute cluster. receive telemetry data from
the 5G gNB.
S2 The RAN telemetry collector is actif To enable the RAN telemetry| The RAN telemetry collecto
in the compute cluster. collector to periodically collect | starts periodically receiving
telemetry datafrom the 5G gNB telemetry metricsfrom the
5GgNB

3.1.1.2 Workflow

The top part inFigure3-1 depicts the initial state of the system prior to the execution of the TC1.2c
workflow. This TC begins right after the end of TC1.1c, assuming (i) an instance of the 5GC network
controller is deployed by the ACDO, (ii) an instance of the 5GC is deployathaaded by the 5GC
controller, (iii) an instance of a 5G RAN controller is deployed by the ACDO, (iv) a server with
onboarded 5G gNB CU, (v) a 5G RU with onboarded 5G gNB DU, and (vi) a compute cluster for
hosting the RAN telemetry services is provisioaad registered to the ACDO.

Given these assumptions, this TC automates the process of enabling telemetry data collection from a
5G gNB, right after its automated onboarding onto the ACROSS platform (as per TC1.1c). First, the IP
address of the newly onboarded 5G gNB is providedms o the ACDO, which provisions a

telemetry collector service in the compute cluster. This service will be able to collect the telemetry
data from the 5G gNB once it becomes available. Secondly, the 5G gNB periodically reports
telemetry data to the teleratry collector through the RAN controller. At this point, the telemetry
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collector aggregates and processes the received telemetry data, making it available for further use in
the ACROSS platform.

D )
:drm:,n Compute Clusterl 5G gNB | |5G RU(s) |
An instance of a 5G Core Network |
controller is deployed by the ACDO.

Initial State

An instance of the 5GC
is deployed and managed
by the 5GC controller.

An instance of a RAN controller
is deployed by the ACDO.
A server with onboarded

5G gNB CU is managed
by the RAN controller.

5G RU(s) with onboarded
5G gNB DU(s) are managed
by the RAN controller.

h
A compute cluster
is provisioned.

!TCLZc: Zero-Touch RAN Telemetry

The 5G gNB periodically reports |
telemetry metris to the collector

Figure3-1 TC1.2¢ Workflow diagram.
3.1.2 TC1.3bNorthbound-driven ZTEndto-EndServiceProvisioning(updates)

¢CKA& ¢/ & & Ndhbbuimddiiventza] SINEARIOSR hdNRSNAY 3¢ Ay 5HOMOD
consortium saw the need to generalize this TC for end user services that can be ogdesedh

isolation ¢ but combined with additional platform services to provide a more holistic-teneind

service, inclding compute, network, and telemetry services in an-¢mend fashion. For this reason,

this TC now encloses the following stdmses:

9 Step#l: ZeroTouch Compute Cluster Provisionifextends TC1.1a for a whole cluster of
compute nodes)

1 Step #2ZeroTouch Endo-end 5G Provisioningxtends TC1.1c for an etal-end 5G system)

1 Step #3ZeroTouch Compute Cluster TelemetnydVisualizatior{extends TC1.2a for a whole
cluster of compute nodes)

9 Step #: ZeroTouch 5G System Telemetnd Visualizationextends TC1.2¢ for an etad-
end 5G system)

1 Step #%: ZeroTouch Eneuser Service Instantiation atmpmputet5G sliceghis is the original
TC1.3b)

1 Step #: ZeroTouch Endiser Service Telemetgnd Visualization(extends TC1.2 towards
end-user service telemetry, which is out of scope of TC1.2)
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As shown by the order of the sutases above, now this TC assumes nothing about the infrastructure.

When an end user requests to deploy a service, this TC ensures that dedicated compute and network
resources are allocated (Steps 1 and 2), telemetry sendoe established atop compute and network
FIEONRAO o6{0GSLA o FYR n0X 6SF2NB (KS SyiRrsemicE NNa as$s
level telemetry (Step 6).

This revised TC goes well beyond the initial scope because ACROSS manages to fully automate all these
steps for endo-end services and the spark for this update was generated in TC4, where ACOSS
repeats TC1.3b as part of a large story where the platfaxpaads to a new domain and then needs

to deploy everything from scratch.

3.1.2.1 Initial Test Case State

This section outlines the initial state of the system, before executing the TC1.3b workflow. This state
is captured by the entries ihable3-2.

Table 3-2: TC1.3b - Initial state of the system prior to the test case execution.

Initial state of the system prior toaTC1.3b

A deployed instance of the ACROSS Midinain Service Orchestrator (AMSO).

A deployed instance of the ACROSS @tossin Orchestrator (ACDO) is connected to the AMSO.
A deployed instance of an SDN controller is managed by the ACDO.

Adeployed instance of a 5G Core Network controller is managed by the ACDO.

A deployed instance of a 5G RAN controller is managed by the ACDO.

3.1.2.2 Sequence of Steps

Given that the TC1.3nvironment is in the state described in the previous sediiohable3-3, this
section outlines the steps to execute the business logic of this test case. For every step we describe
the required input, objective, and expected output, summarizedable3-3.

Table 3-3: TC1.3b - Set of steps necessary for the test case execution.

Step Input ‘ Objective Expected Output

Number

S1 ATMFbased service order is AMSOQparses the service order an| ACDO allocates the comput
provided to the ACROSS NBI translates it to service orders for | and network resources alon
(AMSO) compute (K8s) and network (5G | with telemetry services
This order contains not only an end slice) resources towards the ACD| watching their runtime
user service order item, but also tw states and then returns to
additional items, i.e., a compute AMSO.
cluster platform service order item In case ACDO cannot alloca
and a 5G network platform service the requested compute or
order item. network servicesthe service

order fails due to unavailablg
resources.

S2 A successful order of compute and| AMSO begins the provisioning of | AMSO binds to the newly
network services from ACDO 1KS SyR dza SND& | allocated compute fabric to
servicelevel telemetry. performend userservice

deployment.Once this is
done, AMSO also initiates a
telemetry service watching
GKS SyR dza SNJI

3.1.2.3 Workflow
The top part inFigure3-2 depicts the initial state of the system prior to the execution of the TC1.3b
workflow as also discussed ifable3-2. This TC begins right after the end of TC1.3a, assuming
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deployed instances of the two orchestrators (AMSO and ACDO), and the following infrastructure
services registered and managed by the ACDO: (i) a deployed SDN coatd{l§r5G Core Network
and RAN controllers.

Given these assumptions, this TC automates the procesadtio-end serviceprovisioningthrough

the ACROSS orchestrators, right after a target service is onboarded onto AMSO catalog as per TC1.3a.
First, the user posts a service order request to AMSO. After AMSO parses and validates the service
order request, it translates this order into lssequent service order towards ACDO. These service

order requests compute and network services from ACDO, atop the available compdt&G
infrastructure First, AMS@ispatches &ervice ordeto ACDO for the provisioning of a new compute

Of dzZaGSNJ 12 K2ad GKS SyR dzaASNRa aSNBWAOS® ¢KS ! /5t
compute infrastructure, to create the necessary virtual machines that will host the nodes of the
compute duster. When this is done, a compute cluster is made available, while ACDO also provisions

I Ot dzaGSNJ G6St SYSGNE aSNBAOS G2 SyloftS GKS 20aS$s
successful provisioning of the computkuster, AMSO issues another service order to ACDO to
accommodate the 5G requirements of the end user service. This request gets translated by the ACDO

to instructions towards the 5GC and RAN controllers for the provisioning of a 5GC instance as well as

the provisioning of a 5G RAN to serve the end user. Once the 5G system is deployed, ACDO also
LINEPGAaA2ya pD (St SYSGUNE &ASNWBAOSa F2N) SylrofAy3a
At this point, the AMSO possesses all the necessary underlyingreesao perform the deployment

2F GKS SyR dzaSNRa aSNDAOS® CANBGEZ GKS !'a{h O2yysS
AaadzsSa | RSLIX 28YSyid NBIldzSaid F2N G64KS Ayadlyaal das
and running, AMSO algegisters key servidevel telemetry metrics to the AMSO telemetry service,

F2NJ GKS f1FTGSNI G2 6S oftS (2 Y2yAG2NI GKS NHzyGAYS
on the AMSO portal.

ACROSS End-to-End Service ACROSS Domain Domain Infrastructure (INFRA-L)
Orchestration Layer (ESO-L) Orchestration Layer (DO-L)
Stakeholder ﬂﬂ ACDO
Initial State .

An AMSO instance is depluyed,'}
: An ACDO instance is deployed
| and connected to the AMSO.
An SDN controller instance is deployed
and managed by the ACDO
: /

An instance of a Core Network controller |
is deployed and managed by the ACDO.

————
An instance of a RAN controller is
deployed and managed by the ACDO

1
| TC1.3b: Zero-Touch Service Order |

A user-defined vertical service order is provided to |
the AMSQ NBI for the service onboarded in TCI.& !
Order a compute cluster with enough resources for the end user service |

| Create a compute cluster for the vertical service

Deploy a cluster telemetry service | compute Cluster
| Visualize compute cluster telemetry metrics
— :
A compute cluster |
is pravisioned

and managed by
the ACDO

Order a 56 system with enough resources for the end |user service |

Create an end-to-end 5G netwark for the vertical service
Deploy a 5G telemetry service » 5G System

An instance of the 5GC is
deployed along with a 5G
gNB. Both are managed by
the ACDO through the
respective controllers
Start

Service
Instance

Visualize network telemetry metrics
=

AMSO has all available resources
allocated for the service

Connect to the fremote compute cluster

Deploy vertical service
Pull vertical service image(s)

Pull servicg telemetry metrics

(SO
| Visualize service telemetry metrics
!

Figure3-2: TC1.3 Updated workflow diagram.
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3.1.3 TC14b: ZeroTouch5G Core Securitfupdates)

In D2.1, this test case was originally designed to fortify ACROSS network services by dynamically
applying securityolicies to protect the 5GC, with a focus on filtering traffic towards the Network
Exposure Function (NEF). However, upon further refinement, the ACROSS consortium identified that
the 5GC system used in this implementation (Open5GS) does not have a eoMpletomponent.

To ensure broader applicability and compatibility, this TC has been revised to generalize the security
mechanism so that it applies to any component of the 5GC, rather than exclusively targeting the
NEFThe following sections of deliverable D2.1 are therefore updated:

3.1.3.1 Sequence of Steps

Thissection outlines the steps to execute the business logic of this test case. For every step we
describe the required input, objective, and expected output, summaiizd@dble3-4.

Table3-4: TC1.b - Set of steps necessary for the test case execution.

Step Input Objective Expected Output
Number
S1 A userdefined network servicg Observe the number of reques{ The policy reaches th
update is provided to ACDO NBI aj on the 5GC and filter the traffi{ inserted state.
policy. entering the 5GC when this excee
a predefined threshold.
S2 Policy event and condition dat| ACDO registers an alert to the 5¢ Successful polic
available to the ACDO. monitoring engine. When thg provisioning.
number of requestsexceeds a
threshold, this alert will be sent tq
the ACDO.
S3 Policy event raised to the ACDO. | Trigger policy action by installing| Successful policy triggering
side car component to filter traffig
before reaching 5GC pods.

3.1.3.2 Workflow

The top partn Figure3-3 depicts the initial state of the system prior to the execution of the TC1.4b
workflow. For this test case to start (i) an instance of ACDO is required, while (ii) a provisioned
compute cluster, (iii) an SDN controller, and (iv) 5G Core and RAN conshtietd be deployed

and connected to the ACDO.

Given this assumption, this TC automates the process of adding dynamic security capabilities to an
already deployed network service. We chose the 5GC as a relevant network service candidate, as we
believe it is crucial to protect this key network serviaat malicious attacks. To do so, a 5GC

network policy can be issued to the ACDO, aiming at monitoring, for example, the number of
requests heading ta component of the 5GC.

When this number exceeds a predefined threshold, ACDO will automatically trigger the deployment
of a traffic filtering NF before the targeted 5GC component.

The TC story begins with the creation of such a policy on the ACDO. To realize this policy:

i.  ACDO requests an alert from the underlying 5G monitoring system when the number of
requests toa 5GC component exceeds the policy threshold.
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ii.  The 5G monitoring system raises an event when the threshold is met (or surpassed).

iii. ACDCQautomatically triggers the policy action, which in this case installs a network policy
into the cluster where the 5GC is deployed.

iv.  This network policy filters traffic before reaching the affected 5GC component.

Initial State

Stakilder ACDO Compute Cluster ||| 5G System

An ACDO instance is deployed. N
A compute cluster' |
is provisioned
and managed by
the ACDO.

An SDN controller instance is deployed
and managed by the ACDO.

An instance of a Core Network controller
is deployed and managed by the ACDO.

An instance of a RAN controller is
deployed and managed by the ACDO.

An instance of the 5GC is
deployed along with a 5G
gNB. Both are managed by
the ACDO through the
respective controllers.

TC1.4b: Zero-Touch 5G Core Security

A 5GC policy is created by the user.
Condition: When # of requests > threshold
Action: Add a traffic filtering NF before the 5GC component

A user-defined networ
is provided to the

a network po
eaching the 5

Figure3-3: TCM4b z Updated workflow diagram.

3.2TC2: Devic@riven zeraetouch orchestration

I TC2.1: Contexdware ZereTouch UPF Provisioning/Decommissioning
1 TC2.2: Loadware and Secure Zefimuch UPF Migration
1 TC2.3: EnerggwareZeraTouch Slice Adaptation

3.2.1 TC2.la: Contexaware ZereTouch UPF Provisioning (updates)

This subtest case evaluates the network's ability to dynamically manage User Plane Function (UPF)
instances based on retime contextual events. It ensures seamless service adaptation by
automatically deploying UPFs in response to sudden changes inngssrsor presence within a given
area. The evaluation involves a scenario where network events trigger the provisioning or removal of
UPFs, ensuring efficient resource utilization and maintaining service continuity without manual
intervention.

Since the NEF emulator does not support full integration with the 5G core and therefore, cannot offer

the required functionality, such as the events we initially intended to get, we will have to extract such
information from a proxy component, installedoalgside the 5G core, which will be connected with

GKS 1/5hQa a9¢wlL/ h O2YLRYySyid ¢KS F2fft26Ay3 aSOi
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3.2.1.1 Initial Test Case State:
Table35: TQ.1a Initial state of the system prior to the test case execution.

Initial state of the system prior to this TC
A deployed instance of the ACDO in the ACROSS management domain ofGtates,

A deployed instance of an NF#Cthe ACROSS management domain of Patras, Greece.

A deployed instance of a Kubernetes clustethe ACROSS management domain of Patras, Greece.

A deployed 5G system (gNB and 5&Ghe ACROS8anagement domain of Patras, Greece. This 5G system is al
associated with the ACDO.
ACDO isonfigured to receive metrics from@mponent, which is installed alongsittee 5GC.

An ACDO policy is enabled, that obsemedricsfor specific UE presence in the area and acts by installing an addit
UPF.
A UE with a specific IMSI is registered in the database of users in the 5G gNB.

3.2.1.2 Sequence of Steps:

Table3-6: TQ.1a Set of steps necessary for the test case execution.

Step Input Objective Expected Output

Number

S1 Event: Sudden presence of contey Relevant metrics reach the ACD{ ACDO is notified about ne
specific UE in the area event.

S2 ACDO isnotified about the new| Policy is triggered. Policy is evaluated.
event of UE in area

S3 ACDO evaluates policy. Action is taken based on polig ACDO requests th

outcome. provisioning of a new UPF.
S4 CIM receives request by ACDO. Policy inforced. UPF is provisioned.

3.2.1.3 Workflow:

i. Aninstance of the ACROSS Cdmswain Orchestrator (ACDO)
ii.  Aninstance of an NFVO
iii.  Aninstance of a Container Infrastructure Manager (CIM), such as a Kubernetes cluster
iv.  Aninstance of a 5G System (5@8jmprising of a 5G Core (5GC) and a 5G Radio
v. A policy that observes user presence in the area and acts by installing a User Plane Function
(UPF) is enabled.
vi. The ACDO hagcess to specific metrics related to user presence in the area from the 5GC
vii. A UE with a specific IMSI is registered in the database of users in the 5GS.

Co-funded by . SGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirtijSt




33

A deployed instance of 8
the CIM is preprovisioned.
A deployed instance of 4
the 5GC is preprovisioned.
A policy is in place, that observes

the presence of specific UEs in the
area and acts by installing a UPF.

ACDO configured to receive metrics from 5
a component, which is installed alongside the 5GC.
UE is registered in the database |
of users in the 5GC.

TC2.1la: Context-aware Zero-Touch UPF Provisioning

ed
PF and ¢

Figure3-4: TQ.1ez Updated workflow diagram.

A deployed instance of
the ACDO is preprovisioned.

Following the initial state, the workflow TC2.1a, is executed as follows:

When a UE with a specific IMSI, that is authorized to access depeatific resources (such as a

O2YLI yeQa AYyOGSNYyIl t vy Sdirdevaiseét af m&nesiSdedvedfrétrSthe GS&A f | NJ
Then, the ACD€ceives the metrigsand the ACDO internal policy is triggered and evaluated. Finally,

the ACDO creates a request to the CIM to provision an additional UPF and to reconfigure tte 5GC,

grant the UE access to the domaipecific resources.

3.2.1.4 Requirements:

Table3-7: TQ.1a List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body

TC2.1a.01 ACDO MUST be able to manage Containbéased deployments through a Cl
software.

TC2.1a.02 ACDO MUST be able to manage CIMs either directly or through an NH
software.

TC2.1a.03 ACDO MUST be able toreceive metrics related tthe 5GS.

TC2.1a.04 ACDO MUST be able to reconfigure the 5GC in response to an event or a p
trigger.

3.2.2 TC2.1bContextaware ZereTouch UPF Decommissioning (updates)
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This suktest case evaluates the network's ability to dynamically manage User Plane Function (UPF)
instances based on retime contextual events. It ensures seamless service adaptation by
automatically decommissioning UPFs in response to sudden changes in user or sensor presence within
a given area. The evaluation involves a scenario where network events trigger the removal of UPFs,
ensuring efficient resource utilization and maintainingee continuity without manual intervention.

The changes for TC2.1b are similar to the changes in TC2.1a.
3.3TC3: Intelligencariven zeratouch orchestration

3.3.1 TC3.2: Smart energgware zeretouch THupdates)

This sultestcase incorporates energy consumption considerations as an additional constraint for
network orchestration mechanisms. It involves actions such as switching off ports, rerouting traffic,
and optimizing traffic concentration to reduce the numhractive paths while ensuring adequate
protection. This sultestcase is characterized for being very exploratory and some aspects of the initial
definition have evolved since D2.1. The work on thistegkcase is now focused on the study of smart
energyaware zeretouch trafficengineering solutions based on these of emulated network
scenarios and network node ML models that infer energy consumption from network traffic
information monitored using Model Driven Telemetry (MDT). This ML models are based on power
consumption datasets obtained from experiments aadriout injecting different traffic profiles to
network nodes. This approach requires updating the following sections of deliverable D2.1
3.3.1.1Initial Test Case State

This suksection does not need to be updated.

To deploy the experimentation topology in the NDT it will be necessary to obtain a descriptor of the
scenario. This section outlines the initial state of the system, before executing the TC3.2 workflow.
This state is captured by the entriesTiable3-8.

Table3-8: TC3.2Initial State

Initial state of the system prior to this TC
This workflow is executed in TID infrastructure, in the ACROSS shared services domain, in Madrid, Spain.

NDT infrastructure is ready to be used in the TID infrastructure.

Description of the purpose and context of the siélst case: Incorporate energy consumption information as an
additional constraint to feed orchestration mechanisms in the Network. Complement that with control actions in
Network (switchoff ports, trfic rerouting, concentration of traffic reducing the number of active paths but ensuri
sufficient protection, etc).

Specification of the baseline network traffic conditions: The deployrensistof a network scenario with multiple
links. In this scenario, telco traffic profiles are emulate@xtract the energy consumption information of the links.
Virtualized network components involved in the NDT descriptor

Specification of the tools used to monitor the parameters extracted from the execution of the environment (VNF
probes)

Specification of the desired outcomes of the gebt case: energy metrics extracted from the emulation of the
scenario.

3.3.1.2 Sequence of Steps

Given that the TC3.@nvironment is in the state described in the previous section, this section
outlines the steps to execute the business logic of this test case. For every step we describe the
required input, objective, and expected output, summarized ale3-9.
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Table3-9: TC3.2 Set of steps necessary for the test case execution.

Step Input ‘ Objective Expected Output

Number

S1 Stateof-the-art Define experiments to ana$g the relationship Document with the
revision between network traffic parameters and the energy specification of the

consumption of nodes experiments

S2 Scenario topology| Develop avirtualized network scenariNDT )to Files and scripts for the
description. experiment with energyaware zeretouch traffic configuration and

engineering deployment of the scenario

3 Laboratory with Conduct the experiments defined in thepecification | Dataset obtained from the
real network from Sl to obtain energy consumption experiments.
equipment. measurements that will train the ML models of the

network digital twin.

S4 Datasets with a Perform any extra data cleaning or transformation| Enhanced energy
timeseries of needed on the existing datasets for the ML/DL consumption timeseries
energy model. ready to be used by ML/DL
consumption models.
information on all
nodes

S5 Set of ML/DL Train, validate and optimize several ML/DL modely ML/DL models ready to be
trained models that caninfer the energy consumption of nodes in § used.

Preprocessed network and select the path with the least energy
TESTING Dataset| consumption.

S6 Trained and Integrate and deploy in real time Al models within | Validation metrics (e.g.,
tested Al models. | the NDT in order to test their performance accuracy, precision and recd

reinjecting the TESTING dataset. and inference time).

S7 Trained and Store Al models in the ACROSS Al models reposi|{ Al models stored and offere
tested Al models | based on standardized opesource and extensible | in the ACROSS Al models
validated in the data model such the one offered by NHlow. repository.

NDT.

S8 Arequest for an Obtain an Al model previously stored in the ACRQ Al model in a binary file
Al model stored in| repository and deploy and run the model in local | accompanied with its
the ACROSS environment. metadata.
repository.

S¢) Energybased Desing and develop andigarithm that, based on thgl Implementation of the route
route calculation | energy consumption measurements of the routers] calculation algorithm.
algorithm calculates the lowest energy cqsath in a network

S10 Experimentation | Integrate the ML engines with the rest of the Integration test results.
platform scenario, conducting experiments to validaeergy
developed in the | aware zeretouch traffic engineering proposals.
test case.

3.3.1.3 Workflows

D2.lidentifies in section 6.3.3.6 the common abstract workflows for all TC3 cases. Based on those
workflows, the following are the specific workflows that have been developed for TC3.2.

3.3.1.3.1 Energyaware ML router model inference and routing services

Once the Al inference model has been configured it will be combined with Energy aware routing
services that will make use of the energy consumption inference to calculate esa&vgg network
routes. The Telemetry Collectors will provide network telematnthe Telemetry Aggregator. The
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Telemetry Aggregator will perform calculations such as data throughput or average packet size to
enrich the network telemetry information provided by the Telemetry Collectors and will send the
enriched telemetry to the Storage Module. The Data Aggregatadute will notify the Al Inference
module indicating that new data is available. The Al inference will then be able to request the enriched
network telemetry to preprocess the ML features and run the inference with the current ML model
and hyperparametersbtained during the Al inference configuration. The resulting Network Energy
Consumption State (NECS) will be stored in the Storage Module and a notification will be sent to the
Energy aware routing services indicating that a new NECS is available.€fpg &mare routing
services will use the NECS inferences to detect energy changes relevant for the routing that will be
sent to the Storage Module, and then will calculate new network routes that will be also sent to the

Storage Module for further analysighis behaviour is shown Figure3-5.

ACROSS Platform Services

Network Analytics Storage & Comm Al Services
Telemetry Services Services
Services

Telemetry Storage J
Aggregator_ Module Al Inference

Telemetry
Collectors

Energy aware routing services |

Path First Routing

lv~% 2. Al infaranca |
{TC3.2: Al inference

Network telemetry
_—

Enrich telemetry
infarmation
—

Store| enriched ftelemetry.

Notify(new-network-telemetry)

Get enriched network telemetry

Enriched network telemetry

Pre-process ML features
pr—
Run|inference with selected
ML model and hyperparameters
-
i Store Network Energy
|_Consumption State (NECS) inference

... Notify(new-necs-inference)

TC3.2: Lowest Energy ||
Path First Routing

Get NECS inference

NECS inference

Detect LEFF
routing event
-

alt ) [if LEPF routing event]

f Store LEPF routing event
Calculate new
network routes
—

Store new

network routes

Figure3-5: TC3.2 Al inference and routing

3.3.1.3.2 Energy aware routinQigital Twin validation

Once a specific Digital Twin Scenario has lmEpioyed and the corresponding Al inference models
have also been deployed, the validation step can be executed Telemetry Collectors will collect
network telemetry from the Digital Twin scenario and then the network telemetry will be sent to the
Telemetry Aggregator. The Telemetry Aggregator will perform calculations to enrich the network
telemetry information povided by the Telemetry Collectors and will send the enriched telemetry to
the Storage Module.le Data Aggregator module will notify the Atdrence module indicating that
new data is available. The Al inference will then be able to reghestnriched network telemetry to
pre-process the ML features and run the inferenvegh the current ML model and hyperparameters
obtained during the Al inference configuratiofihe resulting Network Energy Consumption State
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(NECSWill be stored in the Storage Module and a notificatigifl be sent to the Energy aware routing
servicedndicatingthat a newNECS is available. The Energy aware routing services will use the NECS
inferences to detect energy changes relevant for the routing, that will be sent to the Storage Module.
Then the Energy aware routing services will calculate new network routes thdieasiént to the
Storage Module, and the Digital Twin controller will be notified of the availability of the new network
routes. the Digital Twin controller will then obtain the network routes from the Storage services and
will configure the routes in the Digital Twin scenaifiibisworkflow is shownin Figure3-6.

ACROSS Platform Services

Digital Twin Services N k Analyti Storage & Comm Al Services Energy aware routing services
Telemetry Services Services
Services

Digital Twin | | Digital Twin Telamealtry Talameatry Sloraaga [ Lowest Enargy
Contraller Scenaric Collectors Agaregater Module Al Infarance Path First Routing

{TC3.2: Digital twin validation |

ML model trained and deployed

LGat network telamstey |
Network telenm

i Netweork telematry
Enrich telemeatr
infarmation '
-— '
Store enriched lalamalrz !

Enriched natwork telemetry

Pra-process ML features

Run inferenge with selected
ML madel and| hyperparametars
-
1 Stare Network Enargy
. Consumpticn State (NECS) inference
—
Notily(new-necs-inferance) .

Get NEGS inference
NECS inference

Detect LEPF
rauting event
-

alt ) [if LEPF routing event!

Stare LEPF rouling avent

Calculate new
network routes

Store new
Blwork routes

3

Natily(new-network-routes)

Gel nelwork routes|

Natwaork routes

Config
routes
»

Figure3-6: TC3.2 Digital Twin validation

3.4TC4: Holistic zertouch orchestration

This TC is radically revised as compared to its initial state in Txble3-10 outlines the changes,
which are then described in detail below.

Table 3-10: TC4 i Updated sub-test cases since D2.1.

SubTC Old title and scope Newtitle and scope Comment
TC4.1 EastWest Expansion of the ACROY EastWest Expansion of the No changes since D2.1
Multi-domain Service Orchestrator | ACROSHulti-domain Service
Orchestrator
TC4.2 EastWest Expansion of the ACROY EastWest Expansion of the No changes since D2.1
CrossDomain Orchestrator ACROSS CreBsmain
Orchestrator
TC4.3 EastWest Expansion of EastWest Expansion of No changes since D2.1
Infrastructure Services Infrastructure Services
TC4.4 ZeroTouch Secure Device ZeroTouch Service Onboarding | Device onboarding is not a
Onboarding crucial operation as ACROS|
is already expanded to a ne

Co-funded by . GESNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirtijSt




&Z-?:gepi:: Union sliSNS

38

domain (after TC4.3) with
available devices. TC4.4 no
covers service onboarding i
the new domain.
This TC is inherited by
TC1.3a, already defined in
D2.1.
TC4.5 ZeroTouch Telemetry ZeroTouch Endo-End Service Endto-end service
Provisioningontains: provisioning was not covere
- TC4.5a: ZCompute Cluster by the previous form of this
Provisioning TC. Zerelouch telemetry
- TC4.5b: ZEndto-end 5G (old TCA4.5) is now only a pa
Provisioning of the newTCA4.5.
-TC4.5¢c: ZCompute Cluster
Telemetryand Visualization This TC is inherited by the
-TCA4.5d: ZT 5G systdralemetry | updated TC1.3b (defined in
andVisualization D2.1 and updated in Section
- TC4.5e: ZEnduser Service 3.1.2.
Instantiation
- TC4.5f: ZEnduser Service
Telemetryand Visualization
TC4.6 ZeroTouch Service Onboarding Intelligent, Secure, & Automated | Service onboarding is now
SLA Managememontains: covered by the new TC4.4.
-TC4.6aZeroTouch SLA New TC4.6 now implements
Monitoring and Forecasting a closed loofsLA
- TC4.6bZeroTouch SL&ecurity | management with
- TC4.6¢cZeroTouch SLA Intelligence, Automation,
Preservation and Security.
This is a totally unique TC
that blends the main ACROS
innovations (SLA
Intelligence, Automation,
Security) into a realorld
scenario.
This TC was defined as TC4
in D2.1, but is now updated
as TCA4.6 in Secti@4.5
TCA.7 ZeroTouch UPF Provisioning Does not exist anymore Merged as part of TC4.5
TC4.8 Intelligent ZereTouch SLA Doesnot exist anymore Merged as part of TC4.6
Preservation

3.4.1 TCA4.2: EasiVest Expansion of the ACD@pdates)

This TC evaluates the ACROSS platform's capability to perforiwEsisexpansion by deploying an
additional instance of the ACROSS Domain Orchest{fa€ipO) in a new domain that already hosts a

Kubernetes cluster. Unlike the previous approach, where the ACDO instance was provisioned along
with the infrastructure, the updated scenario assumes that the infrastructure already exists. Instead
of deploying anew Kubernetes cluster, the system now prepares an existing cluster to host the new
ACDO instance.

This update reflects a more realistic and productwiented scenario where ACROSS is integrated
into an external Kubernete8 8 SR R2 Yl A Y

I £t NBF R@é

O2y T2 NXYAY3

new ACDO instance is then registered and made availalthe thigherlevel orchestrator (AMSO) for
coordinated service orchestration across domains.

The following sections of deliverable D21] are therefore updated:
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3.4.1.1 Initial Test Case State

Table3-11 TC4.2 Initial state of the system prior to the test case execution.

Initial state of the system prior to this TC

The new domain ialready part of the ACROSS ZTC fabric.

Services of this domain are already exposed to the central management domain where an instance of AMS(
instance of ACDO are deployed.
The central instance of AMSO has gained access to the new domain.

AKubernetes Cluster preexists and is available.

3.4.1.2 Sequence of Steps

Table3-12 TC1.4¢ Set of steps necessary for the test case execution.

Step Input Objective Expected Output
Number
S1 Preparation Service Order frof ¢ 2 A &adzS Iy &! | Preparation process towar

AMSO to ACDO #1, containing t| service order to the central the new domain igriggered.
kubeconfig of the  existind instance of the ACDO.
Kubernetes cluster.
S2 Preparation Service Order frof To verify connectivitand prepare| Existing Kubernetes cluster
ACDO #1 to the Kubernetes cluster| the target infrastructure in the new verified and prepared fo
host ACDO #2. domain. ACDQeployment.

S3 Kubernetes Cluster in new doma| To design the expansion servil The  expansion  servic
validated and prepared for ACDO { specification, defining thg specification is created an
installation. deployment requirements of ACD{ & 1 2 NBR Ay ! / 5
#2.
S4 Expansion Service Order from AMJ To deploy a new ACDO instan| Expansion process towar
to ACDO #1, containing thf (ACDO #2) on the existin the new domain isriggered.
kubeconfig of the  existing infrastructure.
Kubernetes cluster.

S5 Expansion Service Order from ACI To deploy a new ACDO instan| ACDO #2 is successfu
#1 to the Kubernetes cluster to hoy (ACDO #2) on the existin deployed and operational if
ACDO #2. infrastructure. the new domain.

S6 ACDO #2 isfully deployed and| To register ACDO #2 inthe AMy! / 5h 1T H Aa f
available. resource catalog, making resource catalog and is no

available for orchestrated servicey part of the ACROS|
orchestration fabric.

3.4.1.3 Workflow:

i. AMSO issuespreparation order to ACDO #1 with the kubeconfig to prepare the cluster.
i. ACDO #1 installs prerequisites on the remote cluster.
iii. ACDO #1 designs and stores the expansion service specification.
iv. ~ AMSO issues a service order to ACDO #1 to deploy ACDO #2.
v. ACDO #1 deploys ACDO #2 on thegxisting Kubernetes cluster.
vi. AMSO adds ACDO #2 to its resource catalog.
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ACROSS End-to-End Service ACROSS Domain New Domain Infrastructure (INFRA-L)
Orchestration Layer (ESO-L) Orchestration Layer (DO-L)

\ Compute
Stakeholder AMSO ACDO #1 Cluster |
- itial State - -

s deployment of the ACROSS orchestrators (2., AMSQ and ACDO #1)
Ina central management domain.

The new domain is

ady part of the ACROSS ZTC fabric as per TC4.1, Services of this domain are already exposed to the central management domain.

The instance of the AMSO has gained access to the new damain,

A Kubemetes Cluster preexists and is available.

[TC4.2: East-West Expansion of the ACDO |
| Preparation service order with the kubeconfig of the existing Kubernetes Cluster to install the prerequisites for the new ACDAQ instance_

Prepare the cluster to host the ACDO
| Design the expansion service specification
=i

Excpansion service order to deploy the new ACDO instance

Provision ACDO #2 instance

ACDO #2 Deplay

; ACDO #2 is deployed
{Add ACDO #2 18 the resource catalog
=i

Figure3-7: TC4.2 Updated workflow diagram.

The top part ofFigure3-7 illustrates the initial state of the system prior to the execution of the TC4.2
workflow, as also described irable3-11. The new vertical domain has already been integrated into
the ACROSS platform, having been connected to the Zemch Configuration (ZTC) fabric during

the execution of TC4.1. As part of tpi®cess, the vertical domain administrator exposed specific
services (such as SSH access to VMs, servers, and other resources) to the central management
domain. In this central domain, both the AMSO and an instance of the ACDO are already deployed
and opeational.

The TC4.2 workflow begins with AMSO issuing an ACDO expansion service order to ACDO #1. This
order initiates the deployment of a new ACDO instance in the newly integrated domain. Instead of
provisioning a new compute cluster from scratch, ACDO #1 nowausesexisting Kubernetes

cluster in the vertical domain, the access to which is facilitated via a provided kubeconfig. ACDO #1
prepares the cluster by installing the required prerequisit@sce the cluster is ready, a manual

service design step is perfoed to define the service specification for the expansion. This
specification is then used by AMSO to issue a second service order for the actual deployment of the
new ACDO instance (referred to as ACDO #2) onto the prepared infrastructure.

Once the deployment of ACDO #2 is completed successfully, AMSO updates its internal resource
catalog by registering ACDO #2, thereby making the new vertical domain fully manageable and
available for orchestrated services across the ACROSS platform.

3.4.2 TCA4.3: Expansion of Infrastructure Servi¢gapdates)

¢tKA&a (Sad OlFrasS S@lftda dSa GKS !/ wh{{ LIFGF2N¥Qa
services, such as the CIBG Core Controller, and 5G RAN Controller, within a newly integrated

domain. Following the successful deployment of ACDO #2 in TC4.2, this scenario demonstrates how
ACDO #2 is enriched with the necessary service management components to enable full

orchedration capabilities in the new domain.

In contrast to previous test cases where infrastructure was provisioned along with orchestrators,
TC4.3 assumes that a virtualization environment already exists in the new domain. The focus is on
onboarding and configuring key infrastructure services aiating them available to the

orchestration layer.

The following sections of deliverable DP1] are therefore updated:
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3.4.2.1 Initial Test Case State
Table3-13 TC4.3 Initial state of the system prior to the test casexecution.

Initial state of the system prior to this TC
The new domain is already part of the ACROSS ZTC fabric.

Services of this domain are already exposed to the central management domain where an instance of AMS(
instance of ACDO adeployed.
The central instance of AMSO has gained access to the new domain.

AMSO expandeds per TC4.1.
ACDO expanded as per TC4.2.

Avirtualization environmenis preinstalled

3.4.2.2 Sequence of Steps

Given that the TC4.3 environment is in the stdéscribed in the previous section, this section outlines
the steps to execute the business logic of this test case. For every step we describe the required input,
objective, and expected output, summarizedTiable3-14.

Table3-14 TC4.3 Set of steps necessary for the test case execution.
Step

Number
S1

Input Expected Output

‘ Objective

Association Service Order | To associate the CIM with ACDO | CIM is associated with ACD

containing the kubeconfig of thg
existing Kubernetes cluster.

and prepare it to manage locg
infrastructure resources.

#2

Services are designed and expog
in the ACDO #2 service catalogue

S2 CIM exposes its resources ACDO| To add CIM to theesource catalog 0 ACDO #2 adds it to it
#2 ACDO #2 resource catalog.

S3 CIM resources are exposed alf To deploy the 5G Core Controller aj Design 5GCore and RAN
available in the ACDO #2 resour| the 5G RAN Controller on top of tH Controller Serviceg
catalog CIMmanaged environment. Specification

S4 5G Core and RAN Controllf To deploy the 5G Core Controller aj 5G Core Controller and 5

the 5G RAN Controller on top of th
CIMmanaged environment.

RAN Controllers are deploye
on the compute cluster ang
ready for use.

3.4.2.3 Workflow:

i. ACDO #1 associates a CIM with ACDO #2, enabling it to manage the virtualization

environment in the new domain.

i. CIM exposes the available compusources to ACDO #2.
iii. ACDO #2 registers the CIM in its internal catalog.

iv. ACDO #2 performs a service design step to define specifications for deploying the 5G Core

and RAN Controllers.
v. ACDO #2 deploys the 5G Core Controller and 5G RAN Controller usimgailyed
resources.

vi ¢KS RSLX 28&8SR

future orchestration workflows.
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ACROSS End-to-End Service ACROSS Domain New Domain Infrastructure (INFRA-L)
Orchestration Layer (ESO-L) = Orchestration Layer (DO-L) Services Hardware
. Compute
AMSO ACDO #1 | ACDO #2 | Cluster
. - Etial State ||

A deployment of the ACROSS orchestrators (i.e., AMSO and ACDO #1)
in a central management domain.

‘ AMSO expanded as per TC4.1. B|‘ ‘
l |

‘ ACDO expanded as per TC4.2.B|

p P — p p ™
‘ A virtualization environment is preinstalled.

- :TC4.3: Expansion of Infrastructure Services :

' Associate CIM with ACDO #2 as manager_ CIM

Deploy

Associated

Expose Resources

EAdd CIM to the resource catalog
IZI i

Design 5G Core and RAN
i Controller Service Specification |

Deploy 5G Core Controller service | 5G Core

Controller
| Deploy

Deploy 5G RAN Controller 5G RAN

Controller

Dep

oy

| At this point the new domain's resources can be used in services offered by the ACDO #2 upon request from the AMSO.B|

Figure3-8: TC4.3 Updated workflow diagram.

The top part oFigure3-8 shows the state of the system at the beginning of TC4.3. By this point, the
new vertical domain has been successfully integrated into the ACRO&H#J,@nd both AMSO

and ACDO #1 have been extended to support it. ACDO #2 is now operational within the new domain,
following the successful completion of TC4.2. Additionally, a virtualization environment is already
preinstalled and ready for use.

The TC4.3 workflow begins with ACDO #1 associating a new Container Infrastructure Manager (CIM)
instance with ACDO #2. The CIM begins exposing resource information to ACDO #2. Then, ACDO #2
adds the CIM to its internal resource catalog, enabling it to estifate local compute resources.

Following this, ACDO #2 defines and deploys service specifications for a 5G Core Controller and a 5G
RAN Controller. These services are deployed using thar@iaged infrastructure, and once they
become operational, they are registered into the ACDO #Z®catalog. At this point, the new

domain becomes fully functional in terms of infrastructure capabilities, and ACRan##er these

services upon request from AMSO.

3.4.3 TC4.4ZeroTouch Service Onboardingpdates)

CKAA ¢/ 61 a 2NRAAzPKE { 8O dzNB f 5 Bdekn@StiNdof TC2.4 BFONVY T € ©
GZeroTouch Service Onboardihig YR GKAa ¢/ Aa G2a4Frftf& AYyKSNRGSR

3.4.4 TC4.5ZeroTouch Endo-End Service Provisioningpdates)

CKAE ¢/ gl a 2NBAARYK L ¢ 8¢ X Sy B¢ @IASINFeraThucltEnd ®p A &
to-End Service Provisioning | YR G KA & ¢/ Aa G2G4rftfte AyRIBAGSR o8

3.4.5 TCA4.61intelligent, Secure, & Automated SLA Managemd&npdates)
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CtKAA ¢/ g & ZNIodchSéide OBboaidisgihei®w tite of TC4.6 is now
dintelligent, Secure, & Automated SLA Managerdentl y R exidfids &he driginal TC4.8 with
additional security features.

3.4.5.1 TC4.6a: Zerdouch SLA Monitoring and Forecasting

The workflow on Zerdouch SLMonitoring and Forecasting shown Figure3-9 follow two phases.

¢CKS FANRG LKFIaAaS Aa tFroSttSR a aLyAGAFE {dFGSezx
services requested by the Compute Infrastructure Manager to sthiis requestriggers the start of

the Compute Telemetry service to receive the running instance metrics and publish them in a data
stream. Once the data stream of telemetry data is successfully in place, the SLA Manager from the
Automation Services requests the Shésociated with the deployed End User Service from the ACDO.

ACDO propagates the request down to the AMSO to retrieve the available SLAs.

¢tKS aSO02YyR LKI &S5 -¢2dxXOKR {J ¢/ na®RcyIAYI 2N | YR C2NBOI
Manager publishes an SLA event to be monitored by the Intelligent Services. The asynchronous
communication between these services is facilitated by the Messagai®and Event Bus. Two

ASLI NIFGS G2LIAOE INB Ay LXFOS (2 KIFIYyRES {[! Y2yA
+A2fFdA2ya GAlF GKS a{[! A2t A2y ¢2LIA0E NBALISOI
Analytics Inference receives itagses the structure SLA definition to extract metric thresholds, after

it requests the download of a specific Analytics Prediction Model stored in the Analytics Model
Repository. When the SLA metrics and the model are in place, a request is sent to MerfbAin

order to start a reatime inference sufprocess. This suprocess subscribes to the specified service
Telemetry Data stored in the Compute Telemetry. Next, a continuous loop is initiated until the
specified conditions in the SLA definition dmoken (e.g., elapsed SLA monitoring duration or the

violation of an SLA metric). Inside the loop, telemetry data are fetched from the Compute Telemetry
service by the SLA monitor. Afterwards, the SLA monitor calculates the forecasted values using a
sliding window methodology. If the calculated forecast exceeds the projected threshold value an event

is published to the SLA Violation topic. The Event Handler of the Automation Services which subscribes

to this topic is notified that a potential SLA violatiisnabout to happen along with the calculated

values. Eventually, if no SLA violation is observed, and the SLA monitor duration is reached the SLA
monitor service sends a termination signal to the Analytics Inference and detaches the subscription of

the real-time SLA telemetry data.
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LA Event
Manager Harler

Figure3-9: TGl.6a Zero Touch SLA Monitoring andorecasting
3.4.5.2 TC4.6b: Zerdouch SLA Security (CTTC)

The workflow on Zerdouch SLA Security illustratedFigure3-10 is organized in two main phases.
Initializatiors € | 6 St f SR Is &iggérédynaniially by thq usdr an éomsists on onboarding

the network topology to the SDN controller, registering the Security SLA (SSLA) in the Security Sidecar,
and finally, registering the SDN controller in the Security Sidecar, which triggers the retrieval of the
network topology from the SDN controller.

The second phase is the actual zéwach SLA Security workflow that is triggered by the ACDO while
deploying a new service only when it defines some connectivity service containing security
requirements to be met. In that case, ACDO issues a requestdorityeSidecar providing the
connectivity service identifier, the SDN controller responsible for that connectivity service, and the
SSLA identifier pointing to the security requirements to be enforced for that connectivity service. Next,
Security Sidecaretrieves the target service from the SDN controller to discover details such as its
path, configured IP addresses, etc. With this information, and based on the SSLA requested, Security
Sidecar decides the security actions and configurations to be implexddat the target connectivity
service, and crafts the appropriate payloads to materialize them, for instance, the explicit Access
Control List (ACL) rules to be configured. Next, Security Sidecar delegates on the SDN controller to
apply those decided aatins. Eventually, the Security Sidecar returns to the ACDO the UUID of the
security service created linked to the target connectivity service.
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Figure3-10 TC4.6b- Zero-Touch SLA Security

3.4.5.3TC4.6¢: Zerdouch SLA Preservation

As illustratedn Figure3-11, automation services are responsible for managing and preserving SLAs.
They provide an API to facilitate the creation and management of SLAs. When a new SLA is created
or updated, the automation services broadcast the changes via Kafka to the analyticeser

allowing them to monitor the SLAs along with their associated metrics and thresholds.

The analytics services continuously monitor and predict SLA performance, specifically looking for
potential violations of defined metrics and thresholds. Eutomation services are subscribed to a
Kafka topic that reports SLA violations.

When either a forecasted or actual violation occurs, the analytics services notify the automation
services via the Kafka topic. In the case of a forecasted violation, the automation services proactively
take action by sending a reconfiguration request DO in order to preserve the SLA. Similarly,

when an actual violation is detected, the automation services react by instructing ACDO to take
corrective measures to restore the SLA.

Additionally, all SLA violations and corresponding actions are logged for auditing purposes, ensuring
a transparent and traceable record of events for compliance and review.
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Figure3-11TC4.6¢ Zero Touch SLA Preservation
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4. Resource Planning and Allocation

4.1 Required Resources per Test Case

To ensure the successful implementation of the various Test Cases, specific requirements were
identified and categorized into functional, hardware, and software requirements. These
requirements form the foundation for enabling the ACROSS platform to mamageute nodes
effectively, maintain secure communication, and provide attestation services. Below is a detailed
breakdown of these requirements:

=

Thefunctional requirementsoutline the essential capabilities expected from the ACROSS
platform, particularly focusing on compute node management and security features. These
requirements are directly tied to the components responsible for fulfilling them.

Thehardware requirementsensure that the necessary infrastructure is available for
implementing this test case. These include both physical compute infrastructure and network
infrastructure.

Finally, thesoftware requirementsdetail the specific services and tools needed to support the
test case, including their availability timeline and contributing organizations.

=

=

Each of these requiremengse presenteper Test Case in tHellowing sections.

4.1.1 TC1: Stakeholdedriven zerotouch orchestration

41.1.1Test Case 1.1a

Table4-1 TC1laz List of requirements from the ACROSS platform.

|D) Fulfiller Commitment Requirement Body
TC1.1a.01 IACDO MUST be able to manage physical and/or virtual compute n(
through a VIM software.
TC1.1a.02 IACDO MUST be able to manage physical and/or virtual compute nd
through a CIM software.
TC1.1a.03 IACROSS Security & T[MUST ensure the integrity of compute devices at boot time be
IAttestation Service they are onboarded.
TC1.1a.04 IACROSS Security & T[MUST provide open interfaces to manage computievices to b)
IAttestation Service onboarded (and their securitselated information).
TC1.1a.05 IACROSS Security & TrugMUST provide secure data communication between compute de
and the device management layer of the platform.

Table4-2: TC1.1aList of hardware requirements

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP M12
Switches, routers Cloud Network Infrastructure UoP M12

Table4-3: TC1.1aLlist of software requirements.

Name Type Provided By Available In

ETSI OpenSlice ACDO UoP M12

Kubernetes CIM infrastructure service UoP M12
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K8s node Attestation Attestation security platservice NEC M16

OSlAttestation integration | ACDO, Attestation UoP, NEC M17

4.1.1.2 Test Case 1.1b
Table4-4: TC1.1p List of requirements from the ACROSS platform.

ID Fulfiller ‘ Commitment Requirement Body

TC1.1b.01 ACDO MUST be able to manage SDN devices through next
generation SDN protocols, such as P4, OpenCo
gNMI, TAPI, etc.

TC1.1b.Q ACROSS Security & Trust | MUST ensure the integrity ohetwork devices (e.g., P4at
Attestation Service boot time beforethey areonboarded.
TC1.1b.6 ACROSS Security & Trust | MUST provide open interfaces to managetwork
Attestation Service devicedqe.g., P4jo be onboardedand their
securityrelated informatior).
TC1l.1b.@ ACROSS Security & Trust | MUST provide secure data communication between

network devices and the device management lay
of the platform.

Table4-5: TC1Hz List of hardware requirements

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP M12
Switches, routers Cloud Network Infrastructure UoP M12

Table4-6: TC1Hz List of software requirements.

Name Type Provided By Available In
ETSI OpenSli¢®SL) ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
P4 Stratum switch P4 software switch UBI M21
ETSI TeraFlowSDN (TFS) | P4 controller UBI M21
P4soft. switchAttestation | Attestation security plat. service NEC M22
OSlLAttestation integration | ACDO, Attestation UoP, NEC M17
OSLTFS integration ACDO, SDN controller UoP, UBI, CTTC M22

41.1.3Test Case 1.1¢c

Table4-7: TC1dz List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body
TC1l.1c.01 ACDO MUST be able to manage 5G RAN devices through a respe
controller.
TC1.1c.02 ACROSS Security & Try MUST ensure theintegrity of 5G RAN devices at boot tin
Attestation Service before they are onboarded.
TC1.1¢c.03 ACROSS Security & Try MUST provide open interfaces to manage 5G RAN devices t
Attestation Service onboarded (and their securitselated information).
TC1.1c.04 ACROSS Security & Tru§g MUST provide secure data communication between 5G R
devices and the device management layer of
platform.
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Table4-8: TC1dz List of hardware requirements.

4

©

Name Type Provided By Available In
Amarisoft gNB 5G gNB UoP M12
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12
Table4-9: TC1dz List of software requirements.
INET Type Provided By Available In
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
open5GS 5G CN infrastructure service UoP M12
5G gNB Attestation Attestation security plat. service NEC M17
OSlAttestation integration | ACDO, Attestation UoP, NEC M17

41.1.4Test Case 1.2a

Table4-10 TCL2az List of requirements from the ACROS8atform.

ID Fulfiller Commitment Requirement Body

TC1.2a.01 ACROSS Telemet] MUST be able to manage telemetry services on physical and/or vir
compute nodes through a VIM software.

TC1.2a.02 ACROSS Telemety MUST be able to manage containdelemetry services through a ClI
software.

TC1.2a.03 ACROSS Telemety SHOULD support open protocols for compute telemetry services, such
Open Telemetry Protocol (OTLP).

TC1.2a.04 AMSO and ACDO | MUST integrate cloud telemetry withstate-of-the-art opensource
industrialgrade cloud telemetry software, such as Prometheu

TC1.2a.05 ACROSS Telemety MUST be able to scale cloud telemetry services on demand.

TC1.2a.06 ACROSS Telemet] MUST persist computdelemetry data, ensuring high availability.

TC1.2a.07 ACROSS Telemet] MUST provide timestamped information on data metrics acrd
domains.

Table4-11TC12az List of hardware requirements.

Name Type Provided By Available In

Physical Servers Cloud Compute Infrastructure UoP, UBI M12

Switches, routers Cloud Network Infrastructure UoP, UBI M12

Table4-12 TC12a 7 List of software requirements.

Name Type Provided By Available In

ETSI OpenSlice ACDO UoP M12

Kubernetes CIM infrastructure service UoP M12

Prometheus K8s telemetry| Compute telemetry plat. service UoP M12
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OSltAttestation integration | ACDO, Attestation UoP, NEC M17

4.1.1.5Test Case 1.2b

Table4-13 TC1.2f List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body

TC1.2b.01 ACROSS MUST be able to manage telemetry services software and hardware,
Telemetry based SDN switches through an SDN controller.

TC1.2b.02 ACROSS MUST supportopenprotocolsfor network telemetryservices, such as
Telemetry gNMI, P4Runtime, OpenConfig, etc.

TC12h.03 ACROSS MUST support bothin-band and outof-band network telemetry.
Telemetry

TC12b.04 ACDO MUST integrate network telemetry with statef-the-art opensource

industrialgrade cloud telemetry software, such as Prometheuy

TC12b.05 ACROSS MUST be able to scale networtelemetry services (i.e., the collector)

Telemetry on demand.
Table4-14 TC2Rbz List of hardware requirements

Name Type Provided By Available In

Physical Servers Cloud Compute Infrastructure UoP M12

Switches, routers Cloud Network Infrastructure UoP M12

Table4-15 TCRbz List of software requirements.

Name Type Provided By Available In

ETSI OpenSli¢®SL) ACDO UoP M12

Kubernetes ClIMinfrastructure service UoP M12

P4 Stratum switch P4 software switch UBI M21

P4.org Application WG 4 P4 inband network telemetry UBI M21

band Network Telemetry| implementation in ETSI TFS

(INT) specification vO[2]

ETSI TeraFlowSDN (TFS) | P4 controller UBI M21

OSLTFS integration ACDO, SDN controller UoP, UBI, CTTC M22

4.1.1.6 Test Case 1.2¢c

Table4-16 TC12cz List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body
TC1.2c.01 ACROSS MUST be able to manage telemetry services on 5G RAN elem
Telemetry through a 5G RAN controller.
TC1.2¢.02 ACDO MUST integrate  RANtelemetry with stateof-the-art opensource
industrialgrade cloud telemetry software, such as Prometheu
TC1.2¢.03 ACROSS MUST be able to scale RAN telemetry services (i.e., the collector
Telemetry demand.
Table4-17 TC12cz List of hardware requirements.
Name Type Provided By Avaialble In
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Amarisoft gNB 5G gNB UoP M12
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud NetworKnfrastructure UoP, UBI M12

Table4-18 TC12cz List of software requirements.

INET Type Provided By Avaialble In
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
open5GS 5G CN infrastructure service UoP M12
5G gNB Attestation Attestation security plat. service NEC M17
OSERAN Telemetry integratioy ACDO, Telemetry UoP M12

4.1.1.7 Test Case 1.3a

Table4-19 TC1.3a List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body

TC1.3a.01 AMSO and MUST provide a standardized northbound API for describing service
ACDO specifications.

TC1.3a.02 AMSQCand MUST provide a standardized northbound API for describing service
ACDO categories, where one or more service specifications may be

to.

TC13a.03 AMSO and MUST provide a standardized northbound API for describing service
ACDO catalogs, where one or more service categories may belong {

TC13a.04 AMSO and MUST persist service specifications, categories, and catalogs to allg
ACDO Storage recovery in case of service downtimes.

Table4-20: TC13az List of hardware requirements.

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud NetworKnfrastructure UoP, UBI M12

Table4-21 TC13az List of software requirements.

Name Type Provided By Available In
Maestro AMSO UBI M13
Kubernetes CIM infrastructure service UoP M12

4.1.1.8 Test Case 1.3b

Table4-22 TC1.3R List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body
TC1.3b.01 AMSO and MUST provide a standardized northbound API ftescribing service
ACDO orders.
TC1.3b.02 AMSO and MUST persist service orders and their state to allow recovery in cas
ACDO service downtimes.
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TC13h.03 AMSO and MUST translate endto-end service orders into subsequent service
ACDO orders thatprepare the underlying compute and network
resources for the endb-end service as well as their telemetry.
Table4-23 TC13b 7 List of hardware requirements.
INET [ Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12
Table4-24: TC13b z List of software requirements.
Name ‘ Type Provided By Available In
Maestro AMSO UBlI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpenZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBI M22

4.1.1.9 Test Case 1.3c

Table4-25 TC1.3g List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body

TC1.3c.01 AMSO and MUST provide a standardized northbound API for describing service
ACDO updates.

TC1.3c.02 AMSO MUST translate endto-end service updates into subsequent service

updates that aim to update thenderlying compute and/or
network resources.

TC13c.03 AMSO and SHOULD provide a policy API for executing service operations, such a:
ACDO updates.
Table4-26: TC13cz List of hardware requirements.
Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12
Table4-27. TC13cz List of software requirements.
Name ‘ Type Provided By Available In
Maestro AMSO UBlI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpenZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration AMSO, ACDO UBI, UoP M17
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Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBI M22

4.1.1.10Test Case 1.3d

Table4-28: TC1.3¢ List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body

TC1.3d.01 ACDO MUST be able to update network resources on demand.

TC1.3d.02 ACDO MUST be able to react to events stemming from the underlying
compute and network resources in an asynchronous way.

TC1.3d.03 ACDO MUST be able to scale compute and network resources in/out upon
relevant events.

Table4-29: TC1.3¢ List of hardware requirements.

NET [ Type Provided By Available In
Amarisoft gNB 59 gNB UoP M12
Switches, routers Cloud Network Infrastructure UoP M12

Table4-30: TC1.3¢ List of software requirements.

Name ‘ Type Provided By Available In
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpentZiti ACROSS Integration Fabric NOVA M13
Maestro- OSlintegration AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14

41.1.1Test Case 1.4a

Table4-31 TC1.47 List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body

TC1l.4a.01 AMSO MUST be able to augment endser service graphs withdditional
serviceon demand.

TC1.4a.02 AMSO MUST ensure service continuity while dynamicadlygmenting a
service graph.

Table4-32 TC14az List of hardware requirements.

Name Type Provided By Available In

Physical Servers Cloud Compute Infrastructure UoP, UBI M12

Switches, routers CloudNetwork Infrastructure UoP, UBI M12
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Table4-33 TC14az List of software requirements.

Name ‘ Type Provided By Available In
Maestro AMSO UBI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes ClIMinfrastructure service UoP M12
OpentZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBI M22

4.1.1.12Test Case 1.4b

Table4-34: TC1.b z List of requirements from the ACROSS platform.

ID Fulfiller ‘ Commitment  Requirement Body

TC1.4b.01 | ACDO MUST be able to secure importargervices by
controlling/filtering the amount of traffic that reaches|
these services.

TC1.4b.02 | ACDO MUST ensure service continuity while dynamically updating
service.

Table4-35: TC1.4lz List of hardware requirements.

Name Type Provided By Available In

Physical Servers Cloud Compute Infrastructure UoP, UBI M12

Switches, routers Cloud Network Infrastructure UoP, UBI M12

Table4-36: TC1.4lz List of software requirements.

Name ‘ Type Provided By Available In

Maestro AMSO uUBlI M13

ETSI OpenSlice ACDO UoP M12

Kubernetes CIM infrastructure service UoP M12

OpenZiti ACROSS Integration Fabric NOVA M13

Maestro- OSL integration AMSO, ACDO UBI, UoP M17

Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14

OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14

5GC Traffic filtering NF Traffic Filtering service UoP M16

4.1.1.13Test Case 1.4c

Table4-37: TC1.4elList of requirementsfrom the ACROSS platform.

Fulfiller

Commitment

Requirement Body

TC1.3c.01

ACROSS Secuity & Tr{ MUST
Attestation Service

Detect unhealthy node (i.e., failed nodétestation) and

trigger countermeasures (i.e.,
containers in this test case).

the migration

Co-funded by

the European Union BGSNS

ACROSS project heaceived funding from the European Union's Horizon Europe research and innovation program
under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirJjSt



55
TC13c.02 ACROSS Security & Tr{ MUST Support the nigration containers from the unhealthy
Migration Service node to a healthy nodédentified by the ACDO)
TC13c.03 Migration Service MUST Take periodic snapshots of the containers
TC13c.04 Migration Service SHOULD Maintain state of stateful containers.
TC13c.06 Migration Service SHOULD Be triggered by the ACDO

Table4-38: TC1.4elList of hardware Requirements

NETN Type Provided By Avaialble In
Physical Servers Cloud Compute Infrastructure UoP M12
Compute nodes (VMs) witl Cloud Network Infrastructure UoP M12

a root of trust

Table4-39: TC1.4eList of software Requirements

Name Type Provided By Avaialble In
Node attestation Attestation plat.service NEC M17
Container migration Migration plaform service (including NEC M30
migration agent for recording container
states)
ETSI OpenSlice ACDO UoP M12

4.1.2 TC2: Devicd@riven zeratouch orchestration
41.2.1Test Case 2.1a

Table4-40: TC2.1aList of requirementsfrom the ACROSS platform.

ID Fulfiller Commitment Requirement Body

TC2.1a.01 ACDO MUST be able to manage Containdased deployments through a ClI
software.

TC2.1a.02 ACDO MUST be able to manage CIMs either directly or through an NH
software.

TC2.1a.03 ACDO MUST be able to receive metrics related to the 5GS.

TC2.1a.04 ACDO MUST be able to reconfigure the 5GC in response to an event or a p
trigger.

Table4-41 TC2.1aList of hardware Requirements

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud NetworKnfrastructure UoP, UBI M12

Table4-42: TC2.1alist of software Requirements

Name ‘ Type Provided By Available In

ETSI OpenSlice ACDO UoP M12

Kubernetes CIM infrastructure service UoP M12

Monitoring integration Sofrware UoP M18
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4.1.2.2 Test Case 2.1b

Table4-43: TC2.1bList of requirementsfrom the ACROSS platform.

ID Fulfiller Commitment Requirement Body
TC2.1b.01 ACDO MUST be able tomanage Containebased deployments through a CI
software.
TC2.1b.02 ACDO MUST be able to manage CIMs either directly or through an NF
software.
TC2.1b.03 ACDO MUST be able to receive metrics related to the 5GS.
TC2.1b.04 ACDO MUST be able toreconfigure the 5GC in response to an event or a pd
trigger.
Table4-44: TC2.1bList of hardware requirements.
NET [ Type Provided By Available In
Physical Servers Cloud Computénfrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12
Table4-45: TC2.1bList of software Requirements
Name ‘ Type Provided By Available In
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
Monitoring integration Sofrware UoP M18

4.1.2.3 Test Case 2.2

Table4-46: TC2.Z List of requirements from the ACROSS platform.

ID Fulfiller Commitment \ Requirement Body

TC2.2.01 ACDO MUST be able to manage Containbased deployments through a CIN
software.

TC2.2.02 ACDO MUST be able to manage CIMs either directly or through NFVO
software.

TC2.2.03 ACDO MUST be able to subscribe to &DN Controller to be notified about
S@Syita NBIFNRAYy3I | {sAl0KQa

TC2.2.04 SDN Controllef MUST be able to monitof ¢ A Gba@rid\dth.

TC2.2.05 SDN Controllef MUST be able to load P4 program the underlying hardware.

TC2.2.05 SDNController | MUST Be able to offload 5G UPF into a programmable switch

Table4-47: TQ.2z List of hardware requirements

Name Type Provided By Available In

Physical Servers Cloud Computénfrastructure UoP M12

Switches, routers Cloud Network Infrastructure UoP M12

Table4-48: T@.27 List of software requirements.
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Name Type Provided By Available In
ETSI OpenSli¢®SL) ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
2x P4 Stratum switches P4 software switch UBI M27
P4.org Application WG 4 P4 irband network telemetry UBI M21

band Network Telemetry implementation in ETSI TFS
(INT) specification vO[2]

P4based 5G UPF P4based 5G UPF implementation in ETY UBI M30
TFS
ETSI TeraFlowSDN (TFS) | P4 controller UBI M21
OSLTFS integration ACDO, SDN controller UoP, UBI, CTTC M22
4.1.2.4 Test Case 2.3

Table4-49: TC2.3 List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body
TC2.3.01 ACDO MUST be able to manage 5G gNBs through a Radio Controller softw
TC2.3.02 ACDO MUST be able to subscribe to a 5GC to receive analytics.
TC2.3.03 ACDO MUST be able to reconfigure a gNB Tx/Rx power in response to an €
or a policy trigger.
TC2.1a.04 Radio MUST be able to manage 5G gNBsresponse to a request from th
Controller ACDO.

Table4-50: TC2.3List of hardware requirements.

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12

Table4-51 TC2.3List of software requirements.

Name ‘ Type Provided By Available In
ETSI OpenSlice ACDO UoP M12
Kubernetes ClIMinfrastructure service UoP M12
RAN Controller Software UoP M12

4.1.3 TCa3: Intelligencariven zerotouch orchestration
4.1.3.1 Test Case 3.1

Table4-52 TC3.% List of requirrments from the ACROSS platform

ID Fulfiller Commitment Requirement Body
TC3.1.01 ACROSS SHOULD be able a priori to predict the required resources in any domg
reduce service degradation
TC3.1.02 NDT-aaS MUST be able to produce large volumes of synthetic data traffic
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TC3.1.03 NDT-aaS MUST be able to generate different traffic profiles

TC3.1.04 NDT-aaS MUST be able to emulate realistic network environments

TC3.1.05 NDT-aaS MUST be able to emulate congestion problems in the deployed netv
environment

TC3.1.06 NDT-aaS MUST be able to employ tools for monitoring network metrics and
resource utilization of virtualized functions

TC3.1.07 Al * aaS MUST provideexplainable Al decisions following the framework

proposed in the guidance document ETSI GR SAI 002 to ens
transparency and interpretability

TC3.1.08 Al * aaS SHOULD provide comprehensive documentation for each available Al
model, including detailed descriptions of the model's purpose
inputs, outputs, limitations, and recommended use cases. Th
documentation should also include information on model trairf
data, perdrmance metrics, and any specific prerequisites or
dependencies required for successful utilization of the model

TC3.1.09 . enable a callback to trigger a potential z&rach operation in
Al* aaS MUST response to the outcome of the Al engine.
TC3.1.10 Al * aaS MUST be able to train models that forecast congestion problems in {
network using emulated network traffic
TC3.1.11 Al * 23S MUST be able to forecast congestion problems using stored models

emulated network traffic

Table4-53 TC3.1 List of hardware requirements

Name Type Provided By

Dell Intel Xeon Gold 6430 Processor UPM
DDR42666 RAM UPM
Dell Intel Xeon Silver 4410Y Controller UPM
Dell EMC PowerEdge Switch | Optical network module Ethernet network module UPM

Table4-54: TC3.%List of software requirements

INET [ Type Provided By Avaialble In
Kubernetes cluster Container Orchestration Platform UPM M16
Kubernetes Network Network Emulator OpenConfig M16
Emulator

MetalLB Load Balancer The Linux Foundation M16
Flannel CNI plugin Flannelio M16
cEOSab Router image Arista M16
Docker Container run interface Docker, Inc. M16
MQTT Message Queuing Telemetry Transpor| https://mosquitto.org/ M16
Kafka Event streaming platform https://kafka.apache.org/| M16
Docker Probes Development for data collection UPM M18
Docker Servers Synthetic Traffic Generator UPM M18

4.1.3.2 Test Case 3.2

Table4-55: TC3.2z List of requirements from the ACROSS platform.

Fulfiller Commitment Requirement Body
TC3.2.01 ACROSS MUST be able toconfigure the network dynamically to select specific
network paths for the traffic
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TC3.2.03 NDTFaaS MUST be able to produce large volumes of synthetic data traffic

TC3.2.04 NDTFaaS MUST be able to emulate realistic network environments

TC3.2.05 NDTFaaS MUST be able to emulate different links with different energy costs

TC3.2.06 NDTFaaS MUST be able to employ tools for monitoring energy efficient within
the links

TC3.2.07 Al *aaS MUST provide explainable Al decisions following the framework

proposed in the guidance document ETSI GR SAI 002 to ens
transparency and interpretability

TC3.2.08 Al * aaS SHOULD provide comprehensive documentation for each available Al
model, including detailed descriptions of the model's purpose
inputs, outputs, limitations, and recommended use cases. Th
documentation should also include information on model
training data, perdrmance metrics, and any specific
prerequisites or dependencies required for successful utilizat]

of the model.
TC3.2.09 Al * 2aS MUST enable a callback to trigger a potential .zemuch operation in
response to the outcome of the Al engine.
TC3.2.10 be able to train models that infer network node energy
Al * aaS MUST o . ,
consumptionin the network using emulated network traffic
TC3.2.11 Al * 2as MUST be able toselectthe paths with lowest energy cost using store

models and emulated network traffic

Table4-56: TC3.% List of hardware requirements

Name Type ‘ Provided By
Commercial Routers Physical Network Equipment TID

Dell Intel Xeon Gold 6430 Processor UPM
DDR42666 RAM UPM

Dell Intel Xeon Silver 4410Y Controller UPM

Dell EMC PowerEdge Switch | Optical network module Ethernet network module UPM

Table4-57: TC3.Z List of software requirements.

. Avaiabl

Name Type Provided By eln

Kubernetes cluster 4 nodesv1.27.3 UPM M16
. . containerlab.d
ContainerLab/Clabernetes (c9s) Network emulation ov M16
Vrnetlab C:)/::/\I/—;:gg:alner vrnetlab M16
VNX Network emulation UPMGIROS M16
ntextAwar
CANDIL Niﬁmf)?fD\;\{fz ) UPM M16
. IR TID
Integration Loom GIROS/
Ixia Breaking Point s;c/;netzziact(t)r:f)f];c Keysight M16
. Generator of

rent C1 . . PM/TID M1

Spirent C synthetic traffic UPM/ 6
Generator of https://iperf.f

Iperf . . M1
pe synthetic traffic rl 6
Apache Flink Computations over https://flink.a M16

P Data Streams pache.org/
. Network graphs for https://netwo
NetworkXPythonlibrary route calculation rkx.org/ M16
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Internet routing httos://frrouti
nups:/irroutt.

FRR protocol suite for na.ora/ M16
Linux 09.0r0/

Apache Kafka Event streaming https://kafka. M16
platform apache.org/

https://github

Exporter for .com/prometh M16

Prometheus Node hardware and OS

Exporter . eus/node _expo
metrics
rter
4.1.3.3 Test Case 3.3
Table4-58: TC3.3 List of requirements from the ACROSS platform
ID Fulfiller Commitment Requirement Body
TC3.3.01 ACROSS SHOULD be able to support any traffic evolution a prioretthance the
QoS requirements
TC3.3.02 ACROSS SHOULD be able to predict the traffic required for QoS support in all
domains
TC3.3.03 NDT-aaS MUST be able to emulate realistic network environments
TC3.3.04 NDT-aaS MUST be able to generate largelume of network traffic
TC3.3.05 NDT-aaS MUST be able to emulate different traffic profiles
TC3.3.06 NDT-aaS MUST be able to emulate different QoS degradation variables withir]
network links such as jitter or latency
TC3.3.07 NDT-aaS MUST be able to employ tools for monitoring network metrics and
resource utilization of virtualized functions
TC3.3.08 Al * aaS MUST provide explainable Al decisions following the framework

proposed in the guidance document ETSI GR SAI 002 to ens
transparency and interpretability

TC3.3.09 Al * aaS SHOULD provide comprehensive documentation for each available Al

model,including detailed descriptions of the model's purpose
inputs, outputs, limitations, and recommended use cases. Th
documentation should also include information on model trair
data, performance metrics, and any specific prerequisites or
dependenciesquired for successful utilization of the model.

TC3.3.10 Al * 23S MUST enable a callback to trigger a potential _zt!mch operation in
response to the outcome of the Al engine.

TC3.3.11 Al * 23S MUST be able to train models that forecast Qk@radatlon in the
network using emulated network traffic

TC3.3.12 Al * aaS MUST be able to forecast QoS degradation using stored models an

emulated network traffic

Table4-59: TC3.3 List of hardware requirements

Name Type ‘ Provided By
Dell Intel Xeon Gold 6430 Processor UPM
DDR42666 RAM UPM
Dell Intel Xeon Silver 4410Y Controller UPM
Dell EMC PowerEdge Switch | Optical network module Ethernet network module UPM

Table4-60: TC3.3 List of software requirements

Name Type Provided By Avaialble In

Kubernetes cluster Container Orchestration Platform UPM M16

Kubernetes Network Network Emulator OpenConfig M16

Emulator
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MetalLB Load Balancer The Linux Foundation M16
Flannel CNI plugin Flannelio M16
cEOSab Router image Arista M16
Docker Container run interface Docker, Inc. M16
MQTT Message Queuing Telemetry Transpor| https://mosquitto.org/ M16
Kafka Event streaming platform https://kafka.apache.org/| M16
Docker Probes Development for data collection UPM M18
Docker Servers Synthetic Traffic Generator UPM M18
4.1.3.4Test Case 3.4

Table4-16 TC34 z List of requirements from the ACROSS platform

ID Fulfiller Commitment Requirement Body

TC3.4.01 ACROSS MUST be able to predict any violation in SLA through the telemetry
systems in order to result to reduction of service degradation

TC3.4.02 NDT-aaS MUST be able to emulate realistic network environments

TC3.4.03 NDT-aaS MUST be able to generate largelume of network traffic

TC3.4.04 NDT-aaS MUST be able to emulate different traffic profiles

TC3.4.05 NDT-aaS MUST be able to emulate different SLA violations variables within th
network links such as jitter, latency or errors

TC3.4.06 NDT-aaS MUST be able to employ tools for monitoring network metrics and
resource utilization of virtualized functions

TC3.4.07 Al * aaS MUST provide explainable Al decisions following the framework

proposed in the guidance document ETSI GR SAI 0@&hsure
transparency and interpretability

TC3.4.08 Al * aaS SHOULD provide comprehensive documentation for each available Al
model, including detailed descriptions of the model's purpose
inputs, outputs, limitations, and recommended use cases. Th
documentation should also include information on model trairf
data, pedrmance metrics, and any specific prerequisites or
dependencies required for successful utilization of the model

TC3.4.09 Al * 23S MUST enable a callback to trigger a potennaf_otouch operation in
response to the outcome of the Al engine.
TC3.4.10 be able to train models that forecast SLA violations in the
Al * aaS MUST - -
network using emulated network traffic
TC3.4.11 Al * 23S MUST be able to forecast SLA violations using stored models and

emulated network traffic

Table4-61 TC3.4 List of hardware requirements

Name—'l'ypei‘ Provided By
Dell Intel Xeon Gold 6430 Processor UPM
DDR42666 RAM UPM
Dell Intel Xeon Silver 4410Y Controller UPM
Dell EMC PowerEdge Switch | Optical network module Ethernet network module UPM

Table4-62: TC3.4 List of ooftware requirements

Name Type Provided By Avaialble In

Kubernetes cluster Container Orchestration Platform UPM M16

Kubernetes Network Network Emulator OpenConfig M16

Emulator
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MetalLB Load Balancer The Linux Foundation M16
Flannel CNI plugin Flannelio M16
cEOSab Routerimage Arista M16
Docker Container run interface Docker, Inc. M16
MQTT Message Queuing Telemetry Transpor| https://mosquitto.org/ M16
Kafka Event streaming platform https://kafka.apache.org/| M16
Docker Probes Development for data collection UPM M18
Docker Servers Synthetic Traffic Generator UPM M18
4.1.3.5Test Case 3.5

Table4-63: TC3.5z7 List of requirements from the ACROSS platform.

|D) Fulfiller Commitment Requirement Body

TC3.5.01 ACROSS MUST be able to predict any DDoS attack through the telen
systems in order to result to reduction of ser
degradation.

TC3.5.02 NDFaaS MUST be able to emulate realistic network environments

TC3.5.03 NDTFaaS MUST be able to generate large volume nétwork traffic

TC3.5.04 NDTFaaS MUST be able to emulate different traffic profiles

TC3.5.05 NDTFaaS MUST be able to emulate different types of standard, heavy h
traffic and DDoS attacks

TC3.5.06 NDTFaaS MUST be able to employ tools famonitoring network metrics ar
resource utilization of virtualized functions

TC3.5.07 Al * aaS MUST provide explainable Al decisions following the framey

proposed in the guidance document ETSI GR SAI (
ensure transparency andterpretability

TC3.5.08 Al * aaS SHOULD provide comprehensive documentation for each availab
model, including detailed descriptions of the mod
purpose, inputs, outputs, limitations, and recommended
cases. The documentation should alselude informatio
on model training data, performance metrics, and
specific prerequisites or dependencies required
successful utilization of the model.

TC3.5.09 Al * aaS MUST enable a callback to trigger a potential zéomuch operatiof
in response to the outcome of the Al engine.

TC3.5.10 Al * aaS MUST be able to train models that predict Heavy Hitter traffic in
network using emulated network traffic

TC3.5.11 Al * aaS MUST be able to train models that classify heavy hitteaffic ag
benign or a specific type of attack using emulated net
traffic

TC3.5.12 Al * aaS MUST be able to predict Heavy Hitter traffic using stored mo
and emulated network traffic

TC3.5.13 Al * aaS MUST be able to classify heavy hittéraffic as benign or a spec
type of attack using stored models and emulated nety
traffic

TC3.5.14 S&T DDoS Detector MUST Be able to detect attacks based on inputs from Al Infer
component and notify DDoS Mitigator

TC3.5.15 S&T DDo#litigator MUST Be able to compose network Access Control List (ACL

to mitigate detected attacks, decide device where the
needs to be installed, and instruct SDN Controller to car
the network ACL rule installation.

TC3.5.16 SDNController MUST Be able to instalind manage networlCL rules in netwo
(ETSI TeraFlowSPN devices
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Name Type Provided By Available In

Servers Virtualized Infrastructure for the NDT TID M12
Virtualized Infrastructure for Security &

Servers Trust and TeraFlowSDN controller cTTC M26
Table4-65: TC3.5z7 List of software requirements.

Name Type Provided By Available In

Kubernetes cluster Container Orchestration Platform TID M12

KubernetedNetwork Network Emulator OpenConfig M12

Emulator

MetalLB Load Balancer The Linux Foundatio M12

Flannel CNI plugin Flannelio M12

cEOdab Router image Arista M12

Docker Container run interface Docker, Inc. M12

Ansible Automation Tool Red Hat M14

Al Services Docker images for the Al processing of | UPMMMB M18
network data

Security & Trust DDoS Distributed Denial oService Attack CTTC M18

Detector Detector

Security & Trust DDoS Distributed Denial of Service Attack CTTC M26

Mitigator Mitigator

OpenStack Dalmatial Cloud Resource Orchestrator OpenStack M22

2024.2

ETSI TeraFlowSDN SDN controller CTTC M26

4.1.4 TCA4Holistic zeretouch orchestration

41.4.1Test Case 4.1

Table4-66: TC4.% List of requirements from the ACROSS platform.

ID Fulfiller ~ Commitment | Requirement Body

TGL1.01 ACROSS MUST provide a portal to albf its stakeholdershrough the AMSO.

TC4.1.02 ACROSortals MUST be publicly accessible.

TQAL1.03 ACROSportals MUST allow ACROSS stakeholders to register to the platform.

TQL1.04 ACROSfortals | MUST associate ACROGSI | 1 SK2f RSNBEQ | 002 dzy

TAL1.06 ACROSpportals MUST offer a domain registration view to ACROSS stakeholders. TH
view will allow stakeholders to declare useful information on
new domains that they wish to bring under the ACROSS real

TGL1.06 AMSO MUST offer clientside services that allow seamless (one touch)
registration of a new domain to the ACROSS ZTC fabric. The
services must be accessible through the ACROSS portal.

TGL1.07 ACROSortals MUST offer a service registration view where domain owners will be
able to declareservicesthey wish to expose through the ZTC
fabric.

Table4-67: TCGL.17 List of hardware requirements.
Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
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Switches, routers Cloud Network Infrastructure UoP, UBI M12

Table4-68: TCL.17 List of software requirements.

Name ‘ Type Provided By Available In
Maestro AMSO UBI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpenZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBI M30

4.1.4.2 Test Case 4.2

Table4-69: TC4.2 List of requirements from the ACROSS platform.

ID Fulfiller Commitment ‘ Requirement Body

TC4.2.01 New ACDO instancey MUST 0S AYAGAFGSR o0& Ly AyAGALF
TC4.2.02 ACDO expansion MUST be provided as aervice to the AMSO

TC4.2.03 ACDO expansion MUST be performed by a trusted ACDO instance

TC4.2.04 AMSO MUST persist ACDO instances (aka domains) to its resource ca

Table4-70: TC4.2 List of hardware requirements.

Name Type Provided By Available In
Physical Servers Cloud Compute Infrastructure UoP, UBI M12
Switches, routers Cloud Network Infrastructure UoP, UBI M12

Table4-71 TC4.2 List of software requirements.

Name ‘ Type Provided By Available In
Maestro AMSO UBI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpenZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti integration | AMSO, ZTC UBI, NOVA M14
OSL- OpenZiti integration ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBlI M30

41.4.3Test Case 4.3
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Table4-72 TCA4.3 List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body

TC4.3.01 ACDO MUST YIyF3as | R2YlIAyQa O2YLlzi$
Infrastructure Manager (e.g., Kubernetes).

TC4.3.02 ACDO MUST manage 5G core network functions via a 5G core netw
controller.

TC4.3.03 ACDO MUST manage 5G radio access network (RAN) functions via a 5G
controller.

TC4.3.04 ACDO MUST manage transport network resources via an SioNtroller.

TC4.3.05 ACDO SHOULD exploit an NFV orchestrator (NFVO) for managing virtua,
physical network functions. This could be bypassed if the NF
directly deployed on the compute cluster (e.g., via Kubernete

The software and hardware requirements of TC4.3 are identical with the requirements of TC4.2
provided in Section 4.1.4.2

41.44Test Case 4.4

The requirements of TC4.4 are identical with the requirements of TC1.3a, provided in Section
4.1.1.7

4.1.4.5Test Case 4.5

The requirements of TC4.4 are identical with the requirements of TC1.3a, provided in Section
4.1.1.8

4.1.4.6 Test Case 4.6

Table4-73 TC46 z List of requirements from the ACROSS platform.

ID Fulfiller Commitment Requirement Body
TC4.601 ACROSS MUST provide a way for SLA definition
TC4.602 ACROSS MUST provide Intelligent services (Abased oAnalyticsbased) to
forecast potential SLA violations
TC4.603 ACROSS MUST provide Security & Trust services to ensure security and trust
aspects of end usersé SLAs
TC4.604 ACROSS MUST Provide Automation services to act upon potential SLA
violations in a zerdouch manner
TC4.605 Intelligent MUST Throw asynchronous events to other interested services regg
Platform forecasted SLA violations
Services
TC4.606 Automation MUST Register to events thrown Iigtelligent Platform Services and
Platform provide handlers for these events based on policies
Services
TC4.607 AMSO / MUST be able to accept recommendations from Automat@mices
ACDO regarding servicéevel adaptations.
TC4.6.08 Security & MUST Be able to accept requests from ACDO demanding security
Trust Platform requirements for connectivity services, translate them into std
Services network Access Control List (ACL) rules, and delegate their
installation on an SDN controller
TC4.6.0 SDN MUST Dispatch requests to configure network Access Control List
Controller (ACL) rules on devices.
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Table4-74: TCGA.6 7 List of hardware requirements.
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Name Type Provided By Available In
Physical Servers CloudCompute Infrastructure UoP, UBI M12
vFirewall Virtual Firewall VM CTTC M30
Physical Servers Cloud Compute Infrastructure LMI, WINGS M12
Table4-75 TCL.6 z List of software requirements.
Name Type Provided By Available In
Analytics Analytics K3Y M18
Analytics Model Repository Analytics Model Repository K3Y M18
Message QueueMessage | Communication Platform Services K3Y M18
& Event Bus
SLAManager Automation Services LMI, WINGS M18
Maestro AMSO UBlI M13
ETSI OpenSlice ACDO UoP M12
Kubernetes CIM infrastructure service UoP M12
OpenZiti ACROSS Integration Fabric NOVA M13
Maestro- OSL integration | AMSO, ACDO UBI, UoP M17
Maestro- OpenZiti AMSO, ZTC UBI, NOVA M14
integration
OSL- OpenZiti integration | ACDO, ZTC UoP, NOVA M14
Maestro portal AMSO portal UBlI M30
OpenSTO Security & Trust Sidecar CTTC M30
ETSI TeraFlowSDN SDN Controller CTTC M30
vFirewall Virtual Firewall VM CTTC M30

4.2 Implementation Time Plan

This section outlines the planned timeline for the implementation of test cases within the ACROSS
project. Each test case is mapped to a structured timeline, aligning with the ACROSS development
cycles.

The time plan for each test case and su#tses, where relevant, is presented in the following
subsections, detailing the timeline and the responsible partners for execution.

4.2.1 TC1: Stakeholdedriven zeratouch orchestration
421.1TestCase l.1l

In TC1.1 we have created an implementation plan that covers common tasks acrosscTS&ela
Figure4-1) as well as individual implementation plans for the three-sabes (se€igure4-2 for
TC1.1laFigured-3for TC1.1b, an&igured-4 for TC1.1c).

ACROSS Implementation Cycle 1
M11 | M12 | M13 | M14 | M15 | M16 | M17

ACROSS Implementation Cycle 2
M20 | M21 | M22 | M23 | M24 | M25 | M26

Responsible
UoP, NEC
NEC
NEC
UoP, NEC

M18 | M19 M27

TC1.1-Commoni
Design device attestation component

across TC1.1a-c

Implement device attestation component (release 1)

Integrate ACDO with device attestation service
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Figure4-1 Implementation plan for common elements in TC1.1.
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ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
R M10 | M11 | M12 | M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M25 | M27
TC1.1a-Zero-Touch Secure Compute Device Onboarding UoP
Design TC1.1a workflow UoP, NEC
Design ACDO service specification for compute node onboarding UoP
Onboard service specification for compute node onboarding to ACDO UoP
Provision compute cluster and additional compute node UoP
Setup testbed fortest case deployment UoP
End-to-end testing and validation of TC1.1a UoP, NEC
Record TC1.1a demonstration UoP, NEC
Disseminate TC1.1a demonstration ICP
Figure4-2: Implementation plan for TC1.1a.
ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M11 | M12 | M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27
TC1.1b - Zero-Touch Secure Network Fabric Device Onboarding UBI
Design TC1.1b workflow UBI, UoP, NEC
Design ACDO service specification for net. fabric node onboarding UoP
Onboard service specification for net. fabric node onboarding to ACDO UoP
Implement network fabric node in P4 uBl
Implement network fabric controller UBI
Setup testbed for test case deployment UoP
| netwaork fabric device with controller uBI
End-to-end testing and validation of TC1.1b UBI, UoP, NEC
Record TC1.1b demonstration UBI, UoP, NEC
Disseminate TC1.1b demonstration ICP
Figure4-3: Implementation plan for TC1.1b.
ACROSS Implementation Cycle 1 ACROSS Impl Cycle2
Responsible M10 | M11| M12 | M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27
TC1.1c - Zero-Touch Secure RAN Device Onboarding UoP
Design TC1.1c workflow UoP, NEC
Design ACDO service specification for RAN node onboarding UoP
Onboard service specification for RAN node onboarding to ACDO UoP
Implement RAN controller UoP
Setup testbed for test case deployment UoP
Integrate RAN device with controller UoP
End-to-end testing and validation of TC1.1c UoP, NEC
Record TC1.1c demonstration UoP, NEC
Disseminate TC1.1c demonstration ICP
Figure4-4: Implementation plan for TC1.1c.
4.2.1.2Test Case 1.2
In TC1.2 we have created separate implementation plans for eactestibase, specifically for
TC1.2a (sekigure4-5), for TC1.2b (seigure4-6) and for TC1.2c (sdagure4-7).
ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
R bl M10 | M11 | M12 [ M13 | M14 | M15 [ M16 | M17 | M18 | M19 | M20 | M21 [ M22 | M23 | M24 | M25 | M26 | M27
TC1.2a - Zero-Touch Compute Device Telemetry UoP
Design TC1.2a workflow UoP
Update ACDO TC1.1a service specification to support telemetry UoP
Onboard updated service specification to ACDO UoP
Update TC1.1a testbed to support telemetry UoP
Integrate TC1.2awithTC1.1a UoP
End-to-end testing and validation of TC1.1a+TC1.2a UoP
Record TC1.1a+TC1.2a demonstration UoP, NEC
Disseminate TC1.1a+TC1.2a demonstration ICP
Figure4-5: Implementation plan for TC1.2a.
ACROSS Impl itation Cycle 1 ACROSS Impl Cycle2
R ibl M10 | M11 | M12 [ M13 | M14 | M15 [ M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27
TC1.2b - Zero-Touch Network Fabric Device Telemetry UBI
Design TC1.2b workflow usBl
Update ACDO TC1.1b service specification to support telemetry UoP
Onboard updated service specification to ACDO UoP
Implement in-band network telemetry in P4 UBI
Implenent in-band network telemetry (INT) control plane UBI
Update TC1.1b testbed to support telemetry uBl
Integrate TC1.2bwith TC1.1b uBl
End-to-end testing and validation of TC1.1b+TC1.2b UBI, UoP, NEC
Record TC1.1b+TC1.2b demonstration UBI, UoP, NEC
Disseminate TC1.1b+TC1.2b demonstration ICP
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Figure4-6: Implementation plan for TC1.2b.

ACROSS Impl ion Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M11 | M12 | M13 | M14 | M15 | M16 | M17 [ M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27
TC1.2¢ - Zero-Touch RAN Device Telemetry UoP
Design TC1.2c workflow UoP
Update ACDO TC1.1c service specification to support telemetry UoP
Onboard updated service specification to ACDO UoP
Implement RAN telemetry data plane UoP
Implenent RAN telemetry control plane UoP
Update TC1.1c testbed to support telemetry UoP
Integrate TC1.2c withTC1.1c UoP
End-to-end testing and validation of TC1.1¢+TC1.2¢ UoP, NEC
Record TC1.1¢c+TC1.2¢c demonstration UoP, NEC
Disseminate TC1.1c+TC1.2c demonstration ICP

Figure4-7: Implementation plan for TC1.2c.
4.2.1.3Test Case 1.3

In TC1.3 we have created an implementation plan that covers common tasks acrossdrGtea
Figure4-8) as well as individual implementation plans for the four-sabes (se€igure4-9 for
TC1.3aFigured-10for TC1.3bFigured4-11for TC1.3c, anf&igure4-12for TC1.3d).

Implementation plans for TC1.3a and for TC1.3b are repeated as TC4.4 and TC4.5 respectively.

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M1 | M12 | M13 | M14 | M35 | M16 | M17 | b8 [ m19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 [ M28 | M2s | M30 | Mal |M32| M33 | M34 | M35 | M3G
TC1.3-Common implementation elements across TC1.3a-d UBI, UoP, NOVA | | |
Design AMSO component UBl | | ]
Design ACDO component UoP |
Implement AMSO component release 1) uBl
Implement ACDO component (release 1) uoP
Implement ACROSS Integration fabric (release 1) NOVA
Implement AMSO component (release 2) UBl
Implement ACDO component (release 2) UoP
Implement ACROSS Integration fabric (release 2) NOVA
Integration between AMSO and Integration Fabric UBI, NOVA
Integration between ACDO and Integration Fabric UoP, NOVA
Integration between AMSQ and ACDO UoP |

Figure4-8: Implementation plan for common elements in TC1.3.

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M11 | M12 | M13 | M14 | M15 | M16 | M17 | M18 | M18 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28
TC1.3a-Zero-Touch Service 0 i UBI
Design TC1.3a workflow UBl
Design AMSQ service specification for end user services UBI
Onboard service specification for end users to AMSO UBI
Setup testbed for test case deployment UBI
End-to-end testing and validation of TC1.3a UBI
Record TC1.3a demonstration UBI
Disseminate TC1.3a demonstration ICP

Figure4-9: Implementation plan for TC1.3@epeated as TC4.4)

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M11 | M12 [ M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28
TC1.3b - Zero-Touch End-to-End Service Provisioning UBI
Design TC1.3b workflow UBI, UoP, p-NET, NOVA]
Implement AMSO service order APl UBI |
Implement AMSO SBI towards ACDO UBI, NOVA
Implement ACDO service order API UoP
Implement ACDO SBI towards infrastructure UoP, p-NET
Implement ACDO service for dynamic compute resource allocation UoP
Implement ACDO service for dynamic network resource allocation UoP, p-NET
Implement AMSO service for end-user service deployment UBI
Implement ACDO service for compute resource telemetry UoP
Implement ACDO service for network resource telemetry UoP, p-NET
Implement AMSO service for end-user service telemetry uBl
Setup testbed for test case deployment UBI, UoP, p-NET, NOVA]
End-to-end testing and validation of TC1.3b UBI, UoP, p-NET, NOVAJ
Record TC1.3b demonstration UBI, UoP, p-NET, NOVA]
Disseminate TC1.3b demonstration ICP

Figure4-10 Implementation plan for TC1.3frepeated as TC4.5)
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ACROSS i yecle 1 ACROSS ion Cycle 2
#10 [ M11 | M12 [ W13 M14 W15 | M16 | M17 | M18 | M1S | M0 M21 M2 |M23 [ M24 | M25 | M26 M27 | m2s | M2 | M30 a1 |waz | Maa |Mas M3s|M3s
TC1.3¢-Zero-Touch Service Update uBl
Design TC1.3¢ workflow UBI
Implement AMSO service inventory AP| uBl
Ul-based service updates on the AMSO portal UBI
Implement AMSO service lifecycle management uBl
Setup testbed for test case deployment UBI, UoP
End-to-end testing and validation of TC1.3c UBI, UoP
Record TC1.3¢ demonstration UBI [
Disseminate TC1.3¢ demonstration IcP

Figure4-11Implementation plan for TC1.3c.

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible M10 | M11 | M12 [ M13 | M14 | M15 | M16 | M17 [ M18 | M19 | M20 | M21 | M22 | M23 | M24 [ M25 | M26 | M27 | M28 | M29 [ M30
TC1.3d - Zero-Touch Network Service Update UoP
Design TC1.3d workflow UoP
Implement ACDO service inventory AP UoP
Implement ACDO service lifecycle management UoP
Setup testbed for test case deployment UoP
End-to-end testing and validation of TC1.3d UoP
Record TC1.3d demonstration UoP
Disseminate TC1.3d demonstration ICP

Figure4-12 Implementation plan for TC1.3d.
4.2.1.4Test Case 1.4

In TC1.4 we have created separate implementation plans for eactestibase, specifically for
TC1.4a (sekigured-13), for TC1.4b (sekigure4-14) and for TC1.4c (sddgured-15).

ACROSS Cyclel ACROSS Cycle2
M10 | M11 | M12 | M13 | M14 | MI5 | M16 | MI7 | M8 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28 | M29 | MSD | M3L |M32 | M33 [M34

TC1.4a-Zero-Touch Service Graph Security uBl ]

Design TC1.4a workflow UBI

Design AMSQ service specification with security extension UBI

Onboard service specification for end users to AMSO usl

Setup testbed for test case 1t uBl

End-to-end testing and validation of TC1.4a usl

Record TC1.4a demonstration uBl

Disseminate TC1.4a demanstration icP 1 T

Figure4-13 Implementation plan for TC1.4a.

ACROSS Implementation Cycle 1 ACROSS ion Cycle 2

Responsible MI10 | M1l | M12 | M13 | M14 | M16 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28 | M29 | M30 | M3l | M32| M33 | M34
TC1.4b - Zero-Touch 5GC Security UoP
Design TC1.4bworkflow UoP
Design ACDO service specification with security extension UoP
Onboard service specification for end users to ACDO UoP
Setup testbed for test case deployment UoP
End-to-end testing and validation of TC1.4b UoP
Record TC1.4b demonstration UoP
Disseminate 1C1.4b demanstration icP 1 T

Figure4-14 Implementation plan for TC1.4b.

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
M10 [ M11 [ M12 [ M13 [ M14 | M15 [ M16 | M17 | M1 | Mag | M20 | M21 [ M2z | m2a [ M24 | Mos | M2s | M2z | M2s | M2o | Mo | M3n [Maz| mas | Mas|mas| mas)

TC1.4¢ - Z Container Migration NEC

Design TC1.4c workflow NEC

Design Secure Container Migration service NEC

Implement Secure Container Migration service NEC

Integrate Secure Container Migration service with Attestation service NEC

Setup testbed for test case deployment UoP, NEC

Integrate Secure Container Migration service with ACDO NEC, UoP

| End d validation of TC1.4c NEC, UoP

Record TC1.4c demonstration NEC |
Disseminate TC1.4¢ demonstration icP |

Figure4-15 Implementation plan for TC14c.
4.2.2 TC2: Devicelriven zerotouch orchestration
4.2.2.1Test Case 2.1

In TC2.1 we have created separate implementation plans for eactestibase, specifically for
TC2.1a (seEigure4-16), and for TC2.1b (sddgured-17).
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ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
M10 | M11 | M12 | M13 | M14 | M1 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | m2s | 125 | M6 | M7 | Mg | M2g | Man | M31 | ka2 M3s [Ma4] Mas | Mas)
TC2.1a - Context-aware Zero-Touch UPF Provisioning UoP
Design TC2.1a workflow UoP
De: estbed for TC2.1a validation UoP
Implement UPF Helm Chart UaP
Implement 5G monitaring probe UoP
Implement monitoring in ACDO UoP
Design ACDO service specification for 1C2.1a UoP
Setup testbed for test case deployment UoP
End-to-end testing and validation of TC2.1a UoP
Record TC2.1a demonstration UoP
Disseminate TC2.1a demonstration icp

Figure4-16 Implementation plan for TC2.1a.

ACROSS Implementation Cycle 1 CROSS Implementation Cycle 2
Responsible w10 | w11 | a2 | mas | m1a | mas | mas | 17 [ mae f mae [ w20 | o | 22 | maa | w2 | mas | mas | maz [ mas | mzs | mao | aan [maz| maa [maa| mas|mag
[TC2.1b - Context-aware Zero-Touch UPF Decommissioning UoP
Design TC2.1b workflow UoP
Design testbed for TC2.1b validation UoP
Implement UPF Helm Chart UoP
Implement 5G monitering probe UoP
|IV|ELE\?‘Er|( nmmlonng mtegra'mr inACDO UoP
Design ACDO service specification for TC2.1h UoP
Setup testbed for test case deployment UoP
End-to-end testing and validation of TC2.1b UoP
Record TC2.1b demonstration UoP
Disseminate TC2.1b demonstration ICP

Figure4-17 Implementation plan for TC2.1b.
4.2.2.2 Test Case 2.2

In the following figure, we are presenting the implementation planTfG2.2 (se€igure4-18).

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible | M10 [ M11 | M12 | M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M2d | M25 | M26 | M27 | M28 | M29 | M30 | M31 | M32| M33 | M34| M35 | M36
TC2.2 - Load-aware and Secure Zero-Touch UPF Migration [1:]}
Design TC2.2 workflow UoP, UBI
Design testbed for TC2.2 validation |
Implement in-band network telemetry in P4 UBI | |
Implenent in-band network telemetry (INT) control plane UBI | |
Implement load balancing algorithm in P4 UBI
Implement load balancing control plane UBI
Implement 5G UPF in P4 UBI
Implenent 56 UPF control plane UBI 1
Integrate 5G UPF in P4 with 5GC UBI, UoP [
0 service specification for TC2.2 UoP
e specification for TC2.2 on ACDO UoP
or test case deployment UoP, UBI |
Provision testing scenario UoP, UBI I
End-to-end testing and validation of TC2.2 UoP, UBI
Record TC2.2 demonstration UoP, UBI
Di TC2.2 demonstration ICP 1 ] N

Figure4-18 Implementation plan for TC2.2.

4.2.2.3Test Case 2.3

In the followingfigure, we are presenting the implementation plan for TC2.3 Bgare4-19).

ACROSS Implementation Cycle 1 ACROSS Implementation e 2
Responsible 110 | M11 | M12 | M1G | M14 | M15 | M16 | M17 | w18 | 19 | Mzo | M1 | M2 [ M2 | Mad | M2s | M2 | M27 | M2s | M2a | Mso | M3 | M35 | M3s|
TC2.3 - Energy-aware Zero-Touch Slice Adaptation UoP
Design 1C2.1a workflow UoP
Design testbed for TC2.1a validation UoP.
Implement UPF Helm Chart UoP
Implement 5G monitoring probe UoP
Implement gNB Tx/Rx controller UoP
Implement g integration in ACDO UoP
Design ACDO service 1for TC2.1a UoP
Setup testbed for test case UoP
End-to-end testing and validation of TC2.1a UoP
Record TC2.1a demonstration UoP
Disseminate TC2. 1a demonstration ICP

Figure4-19 Implementation plan for TCA.

4.2.3 TC3: Intelligencariven zerotouch orchestration
4.2.3.1Test Case 3.1

In the following figures we are presenting the implementation plan for TC3.1 during the first and the
second implementation cycles of ACRQS&Figured-20)
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Cycle1 ACROSS Cycle2
M14 | M15 [ M16 | M17 | M18 | M18 | M20 [ M21 | M22 | M23 | M24 [ M25 | M26 | M27 | M28 | M29 | M30 | M31 | M32 | M33 | M34 | M35 | M36
TC3.1 ML tasks UPM - MMB
Data curation and labelling UPM - MMB
Al as a Service UPM - MMB
ML model design UPM - MMB
ML medel training & optimization UPM - MMB
ML-NDT integration UPM - MMB
TC3.1 Non-ML tasks UPM -RSTI
Design of TC3.1 use case UPM - RSTI
Hardware and software requirement definition UPM - RSTI
NDT TC3.1 scenario design and deployment UPM - RSTI
Selection of parameters to collect for the TC UPM - RSTI
Detinition of traffic test UPM - RSTI
NDT data collection for ML curation/labelling/training UPM - RSTI |
NDT-ML integration UPM - RSTI |
TC3.1 experiments UPM - RSTI

Figure4-20: Planification for Cycle &nd Cycle »f TC3.1

4.2.3.2 Test Case 3.2
In thefollowing figure, we are presenting the implementation plan foBPCseeFigure4-21, Figure
4-22).
Y2
Responsible M14 | M15 | M16 | M17 | M18 | M19 [ M20 | M21 | M22 | M23 | M24

TC3.2 ML tasks UPM - MMB

Data curation and labelling UPM - MMB Rev

Al asa Service UPM - MMB Revjvi.l

ML model design UPM - MMB Rev

ML model training & optimization UPM - MMB Rev

ML-NDT integration UPM - MMB Rev
TC3.2 Non-ML tasks UPM - GIROS

Design of energy-aware zero-touch TE use case UPM - GIROS

Physical equipment nodes energy data collection UPM - GIROS/TID

Hardware and software requirement definition UPM - GIROS

NDTTC 3.2 scenario design and deployment UPM - GIROS

NDT data collection for ML curation/labelling/trainin| UPM - GIROS

NDT-MLintegration UPM - GIROS

Energy-aware zero-touch TE experiments UPM - GIROS
Lessons learned from TC3.2 UPM - GIROS

Figure4-21 Implementation plan for T@.2z M14 to M24
Y3
Respon sible M25 | M26 | M27 | M28 | M29 | M30 | M31 | M32

TC3.2 ML tasks UPM - MMB

Data curation and labelling UPM - MMB

Al as a Service UPM - MMB

ML model design UPM - MMB

ML model training & optimization UPM - MMB

ML-NDT integration UPM - MMB
TC3.2 Non-ML tasks UPM - GIROS

Design of energy-aware zero-touch TE use case UPM - GIROS

Physical equipment nodes energy data collection UPM - GIROS/TID

Hardware and software requirement definition UPM - GIROS

NDT TC 3.2 scenario design and deployment UPM - GIROS

NDT data collection for ML curation/labelling/training UPM - GIROS

NDT-ML integration UPM - GIROS

Energy-aware zero-touch TE experiments UPM - GIROS
Lessons learned from TC3.2 UPM - GIROS *

Figure4-22 Implementation plan for TC3.2 M25 to M32
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4.2.3.3Test Case 3.3

In the following figures we are presenting the implementation plan for TC3.3 during the first and the
second implementation cycles of ACR(S&Figure4-23)

[l Co-funded by
Lt the European Union

ACRDSS Cycle1 ACROSS Cycle2
Responsible M14 | M15 | M16 | M17 | M18 [ M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28 | M29 | M30 | M31 | M32 | M33 | M34 | M35 | M36
TC3.3/4 ML tasks UPM - MMB
Data curation and labelling UPM - MMB
Al as a Service UPM - MMB
ML model design UPM - MMB
ML model training & optimization UPM - MMB
ML-NDT integration UPM - MMB
[TC3.3/4 Non-ML tasks UPM - RSTI
Design of TC3.3/4 use case UPM - RSTI
Hardware and software requirement definition UPM - RSTI
NDT TC3.3/4 scenaric design and deployment UPM - RSTI
Selection of parameters to collect for the TC UPM - RSTI
Definition of traffic test UPM - RSTI
INDT data collection for ML curation/labelling/training UPM - RSTI
NDT-ML integration UPM - RSTI
[TC3.3/4 experiments UPM - RSTI

Figure4-23 Planification for Cycle &nd Cycle »f TC3.3

42.3.4Test Case 3.4

In the following figures we are presenting timeplementation plan for TC3.4 during the first and the
second implementation cycles of ACRQS&:Figure4-24)

ACROSS Cycle1 ACROSS Cycle 2
Responsible M14 | M15 | M16 | M17 | M18 [ M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28 | M29 | M30 | M31 | M32 | M33 | M34 | M35 | M36
TC3.3/4 ML tasks UPM - MMB
Data curation and labelling UPM - MMB
Al as a Service UPM - MMB
ML model design UPM - MMB
ML model training & optimization UPM - MMB
ML-NDT integration UPM - MMB
[TC3.3/4 Non-ML tasks UPM - RSTI
Design of TC3.3/4 use case UPM - RSTI
Hardware and software requirement definition UPM - RSTI
NDT TC3.3/4 scenaric design and deployment UPM - RSTI
Selection of parameters to collect for the TC UPM - RSTI
Definition of traffic test UPM - RSTI
INDT data collection for ML curation/labelling/training UPM - RSTI
NDT-ML integration UPM - RSTI
[TC3.3/4 experiments UPM - RSTI

Figure4-24: Planification for Cycle and Cycle &f TC3.4

4.2.3.5Test Case 3

.5

In TC3.5 we have created an implementation plan that covers tasks throughout the implementation

cycles (se€&igured-25).

[ ACROSS 1 Cycle 1 ACROSS Implementation Cycle 2
R bl M10 | M11 | M12 | M13 | M14 | M15 | M16 | M17 | M18 | M19 | M20 | M21 | M22 | M23 | M24 | M25 | M26 | M27 | M28 | M29
TC3.5 ML tasks UPM - MMB
Data curation and labelling TID, UPM MMB
Al as a Service UPM MMB v0.5 v1.0
ML model design UPM MMB
ML model training & optimization UPM MMB
ML-NDT integration TID, UPM MMB
TC3.5 Non-ML tasks UPM - MMB, CTTC
Extension of NDT to support ACLs TID, CTTC
S&T-SDNCtrl-NDT Integration UPM MMB, TID, CTTC
TC setup (PoC) UPM MMB, TID, CTTC

Figure4-25 Implementation plan for TC3.5

4.2.4 TCA4Holistic ZereTouch Orchestration
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In the following figure, we arpresenting the implementation plan for TC4.1 ($egure4-26).

ACROSS ion Cycle 1 ACROSS ion Cycle2
M10 [ M11 M1z W13 [ 4| M15 16 | M17 | Mi8 | Mio | 20 [M21 Mz2 | M23 [M24 M5 M26 | M27 [M2E M20 [ Ma0 | M31 M32| M33 M34|M35 | M3E

TC4.1- East-West Expansion of the AMSO usBl

Design 1C4.1 workflow UBI, NOVA I

Design AMSO extensions for East-West expansion uBl

Implement East-West peering AP1in AMSO UBI |

Implement Ul-based infrastructure owner reglstration on AMSO portal uUBl ‘

Implement Ul-based domain registration en AMSO portal UBI

Implement dynamic authentication of new domain in the ZTC fabric NOVA

Setup testbed for test case deployment (joint for TC4.1-TC4.3) UBI, NOVA, UoP

End-to-end testing and validation of TC4. 1 UBI, NOVA ] 7 |

Record TC4.1 demonstration UBI, NOVA

Disseminate TC4.1 demonstration (jointly with TC4.1-TC4.3) IcP

4.2.4.2 Test Case 4.2

Figure4-26: Implementation plan for T@.1

In the following figure, we are presenting the implementation plan for TC4.2Higeeed-27).

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible #10 | #11 | M2 | w13 | w4 | wis | m1s | M17 | Mig f mae | moo | M2 | w22 [ m23 | w24 | m2s | wae | ma7 | Mos | Moo | Mao | a1 [maz] maa |z mas| Mag)

TC4.2 - East-West Expansion of the ACDO UoP
Design TC4.2 workflow UoP
UoP
UoP
UoP
UoP

Setup testbed for test case deployment (joint for TC4,1-TC4.3) UBI, NOVA, UoP
End-to-end testi dation of TC4.2 UoP
Record TC4.2 del ration UaP
Disseminate TCA.2 demonstration (jointly with TC4.1-TC4.3) IcP

42.4.3Test Case 4.3

Figure4-27. Implementation plan for TC4.

In the following figure, we are presenting the implementation plan for TC4.3Higeee4-28).

ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible 10 | M1 | M12 | M13 | M4 { w15 | mis | M1z | mis | v | woo | w21 [ m22 | mM23 | maa | ms | mos | Mo | m2s | m2s | mao [ ma1 [rea] mas | mas|mas|mas
[TC4.3 - Expansion of Infrastructure Services UoP
Design TC4.3 workflow UoP
Design ACDO extensions fer the expansion of Infrastructure Services UoP
Implement ACDO Gompute contoller's expansion enabler UoP
Implement ACDO 5G Core ' ans bler UoP
Implement ACDO RA UoP
Setup testbed for te: UBI, NOVA, UoP
End-to-end testing and va UoP
Record TCA.3 demonstration UoP
Disseminate TC4.3 demonstration (jointly with TC4.1-TC4.3) ICP

4244 Test Case 4.4

Figure4-28: Implementation plan for TC43.

TC4.4 is a repetition of TC1.3a, thus the implementation plan of TC4.4 is provided in &2ctich

andFigure4-9.
4.2.4.5 Test Case 4.5

TCA4.5 is a repetition of TC1.3b, thus the implementation plan of TC4.4 is provided in &&clidh

andFigure4-10.
4.2.4.6 Test Case 4.6

In the following figure, we are presenting thienplementation plan for TC4.6 (s€&gure4-29).
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ACROSS Implementation Cycle 1 ACROSS Implementation Cycle 2
Responsible | M10 | M11 | 112 | M13 | M14 | M15 | M6 | M17 | M8 | M15 | M20 | M21 | M2 | M23 | M24 | M25 | M25 | M27 | 1428 | M20 | M30 | M31 | 32| W33 | W34 | 135 | M36)
TC4.6 - Intelligent, Secure, & Automated SLA Management (]
UBI, UoP, LM,

Design TC4.6 workliow WIGNS, K3Y. CTTC

Deploy of Analytics Sences, Analytics Model Repository and Message

Queue and Event Bus KaY

“Analyics Models Training & Oplimization K3Y

Setup testbed for test case deployment (joint for TC4 4 TC4.6) UBI, NOVA, UoP

End-to-end testing and validation of TCA.6 mgzg”;;; L(’#TC
UBI, UoP, LMI,

Record TC4 6 demonstration WIGNS. K3¥ CTTC

Disseminate TC4 6 demonstration (jointly with TC4 4-TC4 6) IcP.

Figure4-29: Implementation plan for TC4.
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5. Testbed Implementation and Deployment of Test Scenarios

5.1 Testbedimplementation

This section outlines how the testbeds implemented the Integration Process introduced in Section 2.
The content is based on the initial detailed testbed descriptions

5.1.1 Athens (UBI, NOVA)

The management plane of the ACROSS platform is located in a central management domain
hosted by UBI and NOVA in Athens, Greece. As shokigures-1, this testbed is comprised

of three modern physical servers interconnected by a switch at the premises of UBITECH in
Chalandri, Athens. A ProxMox hypervisor is installed in these physical sefeersing a
ProxMox cluster- that allows the deployment ofmultiple VMs atop the physical
infrastructure. One VM is allocated for the deployment of the AMSO as well as its portal,
catalog, and repository all installedby UBI as cloudative services in a Kubernetes cluster.
Another VM with Kubernetes hosts the ACDO and its portal, catalogs, and repository in a
similar cloudnative setup provided by UoP. Finally, a third set of Msganized as a
Kubernetes cluster hosts the ACROSS Integration Fabric which has two objectives. The first
objective is to providea secure and trusted interconnection fabric (i.e., the ZTC fabric)
between the Athens domain and the rest of the ACROSS domains in the cities of Patras,
Madrid, and Barcelona as showrHigure5-1. The ZTC Fabric is provided by NOVA. The second
objective is to provide automation pipelines for conducting the ACROSS test cases (those that
require the Athens domain) in a zetouch manner.

-Athens Madrid

Portal| Catalog| Integration Fabric " ¢
1

N
' o
: Automation Y
ACROSS : . &
Central ipelines ® =3
Mgmt: Barcelona
Domain ,

-
I

.

Figure5-I ACROSS Central Management testbed in Athens

The Athens testbed has been provisioned since the beginning of year 2 (i.e., arountbM13)
comprise an early testbed for the integration of the three main pillars of the platform (i.e., the
two orchestrators and the integration fabric). Through CI/CD pipelines, all three components
of this testbed are continuously updated with new features steimg from the respective
tasks, i.e., T3.1 and T3.2 for the orchestrators as well as T4.3 and T4.4 for Automation and
Security services. These features are integtatgo the testbed following the integration
cycles introduced in Secti¢h

5.1.2 Patras (UoP)
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The Patras5G Facility provides a private 5G network, acting as a playground for deploying 5G and
beyond test cases and testing applications. Operating under the Network Slice as a Service (NaaS)
model, the facility offers customized network slices tailotedhe needs of different verticals. Each
vertical utilizes these slices to conduct trials for a range of use cases, assessing and documenting KPIs
under diverse network conditions. The latest architecture diagram of the Patras5G testbed is
illustrated inFigure5-2.

Figure5-2: The Patras5G facility

Users and applicationsan access testbed resources and services via the -@pemce Operations
Support System (OSS), ETSI Software Development Group (SDG) Ofn$hice platform allows
vertical applications to manage artifacts via a ufsemndly portal or programmatically access services.

A collection of Application Programming Interfaces (APIs) following the TMForum OpenAPIs standard
efficiently manages artifacigovering Service Catalog, Service Order and Inventory, Partner and User
Management, Service Orchestration, Virtual Network Functions (VNFs)/Network Service Descriptors
(NSDs) catalog, and Network Function Virtualization Orchestrator (NFVO) endpoin®SMa
Northbound Interface (NBI) for Service and Network Function Virtualization (NFV) Deployment
requests.

The Patras5G testbed includes three main site deployments, offering services within the department
building and the University of Patras campus. These deployments consist of two indoor and one hybrid
(indoor/outdoor) sites, ensuring comprehensive coverage accessibility to external users. Two
coexisting indoor radios support handover and indoor mobility scenarios, with the main indoor site
providing wider coverage and capacity. An AW2S radichasied site also serves as an outdoor setup,
offering 5G canectivity to UEs in adjacent outdoor areas in the campus parking lot. In summary,
Patras 5G facility:

1 Offers a private 5G Network for testing and experimentation, working on licensed and unlicensed
spectrum, with its own SIM cards.
1 Provides 5G standafcbnformant components and Core Network infrastructure.
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