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5. Executive Summary 

This deliverable encapsulates the initial outcomes and methodologies of the first testing cycle, 

deployment, and integration within the ACROSS platform, designed to meet the dynamic 

requirements of next-generation telecommunications solutions. The document systematically 

documents the integrated processes and deployment strategies across diverse testbeds, providing a 

robust foundation for the ongoing validation and development phases of the ACROSS initiative. 

The deliverable begins by outlining the integration methodologies utilized to seamlessly incorporate 

ACROSS components into operational environments, employing Infrastructure as Code (IaC) 

principles, continuous integration and deployment (CI/CD) techniques, and Zero Trust Connectivity 

(ZTC) mechanisms. It highlights significant contributions from geographically distributed sites 

including Athens, Patras, Madrid, and Barcelona, each offering specialized infrastructures ranging 

from centralized orchestration and digital twin capabilities to comprehensive 5G testbed 

environments and enhanced security services. 

Detailed attention is given to the deployment and validation of four primary categories of test casesτ

stakeholder-driven, device-driven, intelligence-driven, and holistic zero-touch orchestrations. Each 

test category is methodically assessed against defined Key Performance Indicators (KPIs), ensuring 

ŀƭƛƎƴƳŜƴǘ ǿƛǘƘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ƻǾŜǊŀǊŎƘƛƴƎ ƻōƧŜŎǘƛǾŜǎ ŀƴŘ ƛƴŘǳǎǘǊȅ ǎǘŀƴŘŀǊŘǎΦ 

The main conclusions from this initial testing cycle underscore the ACROSS platform's effectiveness in 

achieving secure, scalable, and intelligent orchestration across complex, multi-domain infrastructures. 

Lessons learned from this phase are clearly articulated, emphasizing the importance of automated 

integration processes and adaptive methodologies, which serve as critical inputs for refining future 

integration and deployment activities. 
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1. Introduction 

The ACROSS project continues to drive innovation in next-generation network service management 

by delivering advanced methodologies, tools, and insights for seamless deployment and integration 

of network services. This deliverable, a crucial milestone within the ACROSS initiative, encapsulates 

the outcomes of the initial testing cycle, the deployment of testbeds, and the integration 

methodologies utilized. It is developed under the purview of WP5, which focuses on the validation 

and integration of the project's outcomes in real-world scenarios. The document addresses two core 

components of the ACROSS framework. First, the integration methodology is highlighted, focusing on 

the processes and workflows that ensure smooth integration of the ACROSS components into the 

testbed environments. Secondly, it showcases the deployment of testbed infrastructures and presents 

the results of the initial testing cycle conducted on the four cornerstone test cases. Through this 

deliverable, we aim to provide actionable insights on the integration methodologies tailored for zero-

touch, intelligent, and secure orchestration. Additionally, the deliverable presents the validation 

results and lessons learned from the initial testing cycle, which serve as a foundation for subsequent 

testing and development phases. It also documents the deployment processes and challenges, 

creating a roadmap for future testing cycles and broader deployment scenarios. 

1.1 Objectives  

This deliverable is structured to achieve several objectives. It aims to provide comprehensive 

reporting by summarizing the results from the first testing cycle and detailing the deployment and 

integration efforts. It also focuses on the refinement of integration practices through the analysis 

and improvement of methodologies used for deploying and integrating test scenarios across 

different environments. Another key objective is the validation of test scenarios, emphasizing the 

performance, feasibility, scalability, and potential for optimization of key test cases. Finally, the 

deliverable offers guidance for subsequent cycles by presenting recommendations and best 

practices for the next testing and deployment phases, ensuring continuous improvement in the 

ACROSS framework. 

 

1.2 Mapping ACROSS Outputs 

Project GA 

Component 

Title 

 Project GA Component 

Outline 

 Respective 

Document 

Chapter(s) 

 Justification 

 TASKS 

T5.1 ς 

Integration 

process and 

testing 

scenarios 

definition 

This task defines the 

integration process for WP3 

and WP4 outcomes over the 

testing infrastructure, 

adopting a continuous 

integration methodology. The 

task also revisits testing 

scenarios defined under T2.2, 

aligning them with platform 

developments and producing 

PoC projects. 

Section 2: 

Overview of the 

Integration 

Process  

Section 4: 

Resource Planning 

and Allocation  

Section 3: Test 

Scenarios Revision 

These sections document 

the integration process 

methodology, resource 

planning for each 

integration phase, and the 

updates/refinements of 

testing scenarios in 

preparation for deployment 

and validation activities. 



16 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

T5.2 ς 

Testbed 

implementati

on and 

deployment 

of testing 

scenarios 

This task involves preparing 

the testbed infrastructure 

and deploying the ACROSS 

platform in multiple stages. It 

includes deploying 

microservices, 

interconnecting testing sites, 

and monitoring time plans for 

testing cases. 

Section 5: Testbed 

Implementation 

and Deployment 

of Test Scenarios  

Section 4.1.2: 

Implementation 

Time Plan 

These sections outline the 

testbed preparation, 

deployment phases, 

interconnection with 

remote sites, and 

tracking/testing processes, 

including KPIs and 

monitoring mechanisms. 

T5.3 ς 

Measuremen

ts and 

Validation 

outcomes 

This task focuses on validating 

ǘƘŜ !/wh{{ ǇƭŀǘŦƻǊƳΩǎ 

performance based on KPIs. It 

involves testing specific 

application components, 

measuring responses to 

reconfiguration events, and 

promoting zero-touch 

concepts in standards. 

Section 6: 

Measurements 

and Validation 

Outcomes 

This section highlights 

performance validation 

outcomes, detailing 

measurements for zero-

touch orchestration 

concepts, including AI-

based reconfiguration, 

intelligent automation, and 

standards contributions. 

T5.4 ς Use 

case analysis 

and 

migration 

studies 

outcomes 

This task revisits and 

enhances testing cases and 

use case scenarios to align 

them with the ACROSS 

platform's capabilities. It 

includes benchmarking with 

existing solutions and 

analyzing technical, business, 

and socio-economic impacts. 

Section 3.1: 

Stakeholder-driven 

Zero-Touch 

Orchestration  

Section 3.2: 

Device-driven 

Zero-Touch 

Orchestration  

Section 3.3: 

Intelligence-driven 

Zero-Touch 

Orchestration  

Section 3.4: 

Holistic Zero-

Touch 

Orchestration 

These sections provide an 

overview of the specific 

testing cases, their 

implementation, and their 

alignment with use cases, 

emphasizing technical 

capabilities and socio-

economic benefits, as well 

as the benchmarking 

analysis. 

 

1.3 Relation with other Deliverables and Tasks 

This deliverable directly contributes to and draws insights from several key tasks and deliverables. 

These include T5.1, which focuses on the integration process definition, resource planning, and testing 

scenario updates; T5.2, which covers the preparation of the testbed infrastructure and the 

deployment of testing cases; and T5.3, which is dedicated to the validation of testing outcomes 

through performance measurements and KPI evaluations. Additionally, the document builds upon 

prior work, including D2.1 [1], which provides use case definitions and technical requirements, as well 

as the architectural components and orchestration mechanisms developed in WP3 and WP4. The 

outcomes presented in D5.1 will also inform future deliverables, specifically D5.2, which will detail the 
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final testing and validation outcomes by M36, and D5.3, which will focus on use case analysis and 

migration studies, also due at M36. 

 

1.4 Document Structure 

This document is organized to provide a logical progression through the various aspects of the ACROSS 

integration and testing activities. Section 2 outlines the integration process, with a focus on the 

methodologies and continuous integration cycles adopted to ensure seamless testbed deployment. 

Section 3 revisits the test scenarios, incorporating updates and refinements derived from the 

outcomes of the initial testing cycle. Section 4 addresses resource planning and allocation, ensuring 

that all necessary resources are available for the effective execution of test cases. Section 5 delivers a 

detailed account of the testbed implementation and the deployment of test scenarios across different 

environments. Section 6 presents the measurements and validation outcomes, offering insights into 

performance metrics and lessons learned during the first testing cycle. Finally, Section 7 concludes the 

deliverable by summarizing key findings and providing recommendations to guide future work. 
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2. Integration Process 

Figure 2-1 illustrates the barebone of the integrated ACROSS platform, spanning multiple geographic 

sitesτsuch as Athens, Patra, Madrid, and Barcelonaτeach hosting its own local testbed. 

 

Figure 2-1ȡ !#2/33 0ÌÁÔÆÏÒÍ ÁÎÄ 4ÅÓÔÂÅÄÓȭ ÉÎÔÅÇÒÁÔÉÏÎȢ 

At the heart of the system, the Athens site functions as (i) the end-to-end service management domain 

where the AMSO and a core ACDO instance are deployed and (ii) a central Integration Platform based 

on IaC principles, housing Git repositories, CI/CD pipelines, and ǎƻŦǘǿŀǊŜ ŀǊǘƛŦŀŎǘǎΩ registries that drive 

continuous integration and deployment across the geo-distributed platform. These elements are 

interconnected with the rest of the domains via the Zero-Trust Connectivity (ZTC) fabric, which 

facilitates secure and trusted cross-domain communication, real-time telemetry exchange, and 

orchestration through standardized APIs, ensuring that all local environments operate in concert. 

Additionally, the inclusion of a Digital Twins environment at ¢ŜƭŜŦƽƴƛŎŀΩǎ ǇǊŜƳƛǎŜǎ in Madrid provides 

a virtual testing ground for emulating network behaviour, generating realistic data for AI and Analytics 

model training, and performing realistic network planning, ǘƘŜǊŜōȅ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ƻǾŜǊŀƭƭ 

reliability, scalability, and agility across the entire edge to core continuum. 

At the city of Patras, Greece, ACROSS hosts a realistic large scale 5G and beyond testbed that 

comprises of multiple sub-domains including radio, transport, and core. A dedicated ACDO instance is 

located there, interconnected with AMSO via the ZTC fabric. This domain, in collaboration with the 

Athens site, host most of the test cases in TC1, TC2, and TC4. 

Finally, the Barcelona domain hosted by CTTC offers additional compute capacity that could be 

leveraged both by the Madrid and Patras domain when needed. This domain also tightly integrates 

with the Digital Twin environment in Madrid, hosting security services in the context of TC3. 

2.1 Methodology 

The ACROSS project adopts a case-driven, interdisciplinary approach that unites researchers, software 

developers, and strategy & innovation experts to achieve its vision. As illustrated in Figure 2-2, the 

methodology follows an iterative sequence of steps designed to deliver agile, high-quality results. This 

process can be broken down into four key stages, i.e., Define Ą Build ĄTest Ą Learn based on 2 

Cycles introduced below: 
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Define stage: The process begins with defining relevant test cases inspired by the domain and business 

expertise of ACROSS stakeholders and their active participation in standards development 

organizations and open-source communities. Each test case is mapped to a set of functional 

requirements, which are then distilled into concrete system features. In this stage the integration 

framework is clearly outlined. Detailed test scenarios are extracted, and integration requirements are 

defined for all components from WP3 and WP4. This early planningτcompleted by M12 and updated 

monthlyτsets the specifications and resource requirements needed for the testbed deployment and 

validation. 

Build stage: In the Build stage, these system features are developed through an agile, iterative 

sequence. Initially, features are planned with careful consideration of interdependencies and 

prioritization. Technical specifications are then generated, followed by detailed data models and 

software design diagrams. The actual implementation occurs concurrently with the development of 

unit and functional tests, ensuring that each feature is built according to the defined requirements. In 

this stage, the outcomes from WP3 and WP4 are implemented according to the defined specifications. 

The development occurs in iterative cycles: the first cycle runs from M10 to M18 and the second from 

M19 to M27. During these cycles, new features are developed, merged via the CI/CD pipeline, and 

built with automated tests (including builders, lint checks, unit and integration tests) to ensure 

continuous quality and readiness for integration. 

Test stage: After development, each feature undergoes rigorous testing. This stage involves extensive 

integration and validation tests, where any issues or deviations from the original specifications are 

identified. If a feature fails any of these tests, it is revisited and refined through further iterations of 

technical design and implementation until it meets all quality standards. Once validated, the feature 

is deployed as part of the overall test case, which is then validated against its initial specification. The 

testing cyclesτfollowing each integration cycleτvalidate the integrated modules against defined KPIs 

and use case scenarios. This stage ensures interoperability, identifies issues early, and feeds back into 

the integration process for any necessary fixes. 

Learn stage:  The Learn stage is dedicated to analysing the outcomes of the testing phase. Feedback 

is gathered from both unit-level and test-case level validations to assess performance and pinpoint 

any necessary refinements. This continuous feedback loop drives iterative improvements, ensuring 

that subsequent development cycles integrate lessons learned and further enhance the platform. 

This iterative, test-driven methodology not only enhances reliability and scalability but also ensures 

that the platform remains at the cutting edge of innovation throughout its development lifecycle. 

 

Figure 2-2: The ACROSS software development, validation, and integration methodology. 
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2.2 Continuous Integration Cycles 

Complementing this methodology is the ACROSS CI/CD pipeline. New features are introduced via 

merge requests on the ACROSS CI platform. Automated pre-merge processes (including building, lint 

checking, and unit tests in Docker containers, as well as integration tests on a Kubernetes-based 

infrastructure) ensure high code quality before reviews. After successful merging and post-merge 

validations, the Continuous Deployment pipeline publishes new software artifacts and updates 

environment configurations. A thorough quality assessment on the QA clusterτintegrated with the 

Data Generation Environmentτprecedes the final production deployment, ensuring that every 

release meets stringent quality and performance standards. Software releases are planned to 

minimize service impact: major releases (v1 at M18 and v2 at M27) deliver the core functionality, while 

a minor release (v2.1 at M30) provides essential bug fixes and incremental improvements. Overall, 

this comprehensive, case-driven methodologyτbuilt on the iterative Define, Build, Test, and Learn 

cycleτensures that ACROSS can rapidly adapt to evolving requirements while consistently delivering 

robust, integrated solutions across its phased implementation: 

¶ Definition and Design (M01ςM09): The design and key requirements are provided in WP2 

(design), which guides all activities in the first phase. Development in WP3 and WP4 runs in 

parallel to the platform development activities following the same 9-month cycles plan (i.e., 

-ρπO ὓρψO ὓςχ) after the initial 9-month design phase and are conducted in parallel and 

in preparation of the integration processes in WP5 (outcomes). 

¶ Development and Integration (M10ςM27): Release cycles are controlled by WP3 (ZTP 

framework platform). The ACROSS E2E orchestration enablers in WP4 run in parallel and T5.1 

governs the overall integration. 

¶ Validation and Demonstration (M25ςM36): In this phase T5.3 guides all validation and 

demonstration activities. Late WP3 and WP4 work in this phase deals with updates and fixes. 

The above is best depicted in Figure 2-3 below. 

 

Figure 2-3: ACROSS Integration Cycles. 

After completing Phase 1τthe Definition and Design phase (M01ςM09), during which all test cases, 

functional requirements, technical specifications, and detailed design work are establishedτthe 

project moves into the Development and Integration phase (M10ςM27). It is in this phase that the 

two major release cycles are positioned. 

Release Cycle 1 culminates with the first major software release (v1) at M18. This milestone marks the 

successful integration of the initial set of features developed during the first integration cycle, 

providing a stable and functional version of the platform. 

Following this, the project continues to add and refine additional functionalities, leading to Release 

Cycle 2, which is finalized with the second major release (v2) at M27. This release represents the 
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outcome of the second integration cycle and incorporates further enhancements and refinements 

based on early feedback. 

Finally, in the overlapping Validation and Demonstration phase (M25ςM36), testbed validation and 

extensive demonstration activities are carried out. A minor release (v2.1) at M30 then addresses any 

remaining issues or incremental improvements identified during this phase. 

In conclusion, Release Cycles 1 and 2 are embedded within the Development and Integration phase 

immediately after the initial design phase and serve as key milestones that feed directly into the final 

Validation and Demonstration phase. This structured progression ensures that each release builds on 

validated functionality while continuously refining the platform for production deployment. 

2.2.1 Cycle 1 (M10ςM18) + scheme changes  

This cycle highlights the Development and Integration of the First Major Release. Following the design 

phase, the team starts implementing core features of the ACROSS platform, including the WP3 

(orchestration) and WP4 (enabling technologies and AI/automation) components. ¢ƘŜ άwŜƭŜŀǎŜ /ȅŎƭŜ 

мέ ƭŀōŜƭ in Figure 2-4 on the timeline indicates the iterative development, integration, and internal 

testing of these components. At M18, two key deliverables were produced: 

¶ D3.1: ACROSS WP3 Components Release 1 (focusing on orchestration layer functionality). 

¶ D4.1: ACROSS WP4 Components Release 1 (focusing on enabling technologies such as 

telemetry, analytics, AI, and zero touch operations). 

¶ In parallel, WP2 publishes D2.2, which captures the final ACROSS Architecture refined by the 

lessons learned during early development. 

 

Figure 2-4: ACROSS first release cycle. 

Deliverables and Public Repositories 

As Figure 2-4 indicates, the public Git repositories of the ACROSS components are referenced in D3.1 

and D4.1 (the first release deliverables), and any updates or additional material will be reported in the 

final deliverables D3.2 and D4.2 on M36. ¢Ƙƛǎ ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ǘǊŀƴǎǇŀǊŜƴŎȅΣ 

reproducibility, and alignment with open-source practices. 

As depicted in Figure 2-5 the άLƴǘŜƎǊŀǘƛƻƴ ϧ ¢ŜǎǘƛƴƎ /ȅŎƭŜ мέ is the first concerted effort to combine 

the initial wave of ACROSS software components (from WP3 and WP4) with the physical testbeds 

(T5.2) and run targeted test scenarios defined under T5.1.  
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Figure 2-5: ACROSS first integration and testing cycle. 

Below is a detailed walkthrough of how it fits into the broader timeline and the specific activities it 

entails: 

1. Position in the Overall Timeline: This cycle takes place during the first release cycle (M10ς

M18), once a foundational subset of WP3 (orchestration) and WP4 (enabling technologies, 

such as telemetry, AI, and zero touch operations) components have reached a stable, though 

still evolving, stage. It overlaps with the period in which the testbeds (T5.2) are being prepared 

and enhanced to accommodate the features coming out of WP3 and WP4. The cycle begins 

after Phase 1 (Definition and Design, M01ςM09) has delivŜǊŜŘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ŎƻǊŜ ŀǊŎƘƛǘŜŎǘǳǊŜΣ 

requirements, and test case outlines. 

2. Scope and Activities:  

¶ Test Case Planning (T5.1, M01ςM13): Ahead of and during this cycle, the project team 

ǊŜŦƛƴŜǎ ǘƘŜ ƛƴƛǘƛŀƭ ǘŜǎǘ ǎŎŜƴŀǊƛƻǎ ό¢/мΣ ¢/нΣ ¢/оύ ƛƴǘƻ ŜȄŜŎǳǘŀōƭŜ ά¢/ǎȤasȤCode.έ This 

involves creating or updating scripts, configuration files, and automated workflows 

that precisely define how each test is conducted, measured, and validated.  

¶ Integration of Components: The partial implementations of WP3 and WP4 modules 

(Release 1) are integrated within a controlled environment. This integration phase 

ensures that the orchestrator functionalities, telemetry pipelines, AI engines, and 

zeroȤtouch processes work correctly when combined.  

¶ Testing: Once the components are in place, the project executes the newly codified 

test cases. These tests verify: a) Basic interoperability among WP3 and WP4 modules; 

b) endȤtoȤend functionality in the context of the use cases defined earlier, and c) Early 

performance and reliability metric`s to catch any major design or integration issues 

well before the final release. 

3. άwŜǇŜŀǘŀōƭŜ ¢/ǎȤasȤCodeέ Outcomes: A key deliverable of this cycle is the establishment of 

a repeatable, automated test framework (TC1, TC2, TC3) that can be reȤrun as the software 

matures. This άTCsȤasȤCodeέ approach means test cases are stored, versioned, and 

continuously improved in the projectΩs repositoriesτensuring consistency, traceability, and 

the ability to replicate tests across different environments or stages of development. By 

codifying test cases, the ACROSS team can easily integrate them into the Continuous 

Integration (CI) pipeline. This allows immediate feedback whenever new features or fixes are 

merged. 

4. Feedback Loop into Release Cycle 1:  Any deficiencies or gaps identified during Integration & 

Testing Cycle 1 are addressed promptly within Release Cycle 1. The development teams refine 
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WP3/WP4 components, update the relevant test scripts, and reȤrun the test cases until the 

system meets the acceptance criteria. By M18, these efforts culminate in a stable first release 

of the ACROSS platform, incorporating lessons learned and fixes applied during the cycle. 

5. Transition to the Next Cycle: Once Integration & Testing Cycle 1 concludes, the focus shifts 

toward more advanced features and the second integration cycle. However, the foundational 

work in T5.1 and T5.2τespecially the creation of automated test cases and a robust testbedτ

remains essential. These assets will be reused and expanded upon in the subsequent release 

cycle 2 described below. 

2.2.2 Cycle 2 (M19ςM27) + scheme changes  

This cycle highlights the Development and Integration of the Second Major Release. After Release 

Cycle 1, development continues in an agile, iterative manner, refining existing modules and adding 

new features. By M27, the second major release of WP3 and WP4 components will be ready, and it 

will be captured in D3.2 and D4.2. This second release addresses further enhancements, feature 

requests, and any issues identified in Release 1. 

Overlap with Validation and Evaluation (M25ςM36) 

While Release Cycle 2 is being finalized, the project enters its formal Validation and Demonstration 

phase (M25ςM36). Around M25, an initial evaluation of the platform begins (first evaluation), 

leveraging the partially integrated features from the second release cycle. Post-M27, there is a 

window for updates and fixes (M30) that incorporate real testbed feedback or fine-tuning of features. 

By M36, the second (and final) evaluation is completed, demonstrating the full capabilities of the 

ACROSS platform in realistic conditions. 

 

Figure 2-6: ACROSS second release cycle 

A walkthrough on the activities (to be) carried out is given below: 

1. Building on Release Cycle 1: By the time Release Cycle 2 starts, the first release (culminating 

at M18) has already delivered initial WP3 (orchestration) and WP4 (enabling technologies, AI, 

and zeroȤtouch operations) components. These form a stable baseline upon which the second 

cycleΩs features and improvements can be developed. Early feedback, issue reports, and 

performance data from the first cycle guide the priorities for this second release. 

2. Development and Refinements: From M19 to M24, new or enhanced features are 

implemented in WP3 and WP4. This may include advanced orchestration capabilities, further 

telemetry and analytics functionalities, or additional zeroȤtouch automation scenarios. The 

project teams iterate through design refinements, code development, and incremental testing 
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in close coordination with the CI/CD pipeline, ensuring continuous integration and regular 

quality checks. 

3. Integration & Testing Cycle 2: As Release Cycle 2 moves closer to M27, a dedicated integration 

and testing phase (T5.1, T5.2) is carried out. During this period, the newly developed features 

are combined with the existing codebase and tested in realistic conditions on the ACROSS 

testbeds. The primary goals are to confirm interoperability between old and new modules, 

ǾŀƭƛŘŀǘŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ǳƴŘŜǊ ƳƻǊŜ ŘŜƳŀƴŘƛƴƎ ǎŎŜƴŀǊƛƻǎΣ ŀƴŘ ŀŘŘǊŜǎǎ ŀƴȅ 

identified issues before finalizing the release. 

4. Deliverables D3.2 and D4.2 at M36: The second cycle culminates in two major deliverables at 

M27: 

¶ D3.2 - The ACROSS multi-domain orchestrator framework platform ς Final release 

¶ D4.2 - The ACROSS Zero touch, Intelligent and Secure Orchestration enablers ς Final 

release 

These deliverables document the matured feature set, updated architectures, and test 

outcomes. They also mark a significant milestone for the ACROSS platform, as they provide a 

refined, nearȤfinal version of the core modules. 

5. Updates & Fixes, and Transition to Final Evaluation: After M27, the figure indicates a window 

ŦƻǊ ά¦ǇŘŀǘŜǎ ϧ CƛȄŜǎέ ǘƘŀǘ ŀŘŘǊŜǎǎŜǎ ŀƴȅ ǊŜƳŀƛƴƛƴƎ ƛǎǎǳŜǎ ŦƻǳƴŘ ŘǳǊƛƴƎ ƛƴǘŜƎǊŀǘƛƻƴ ŀƴŘ 

testing or arising from stakeholder feedback. By M30 and beyond, the project moves into its 

final validation and demonstration stage, with the second (and final) evaluation occurring 

ōŜŦƻǊŜ aосΦ !ǘ ǘƘƛǎ ǇƻƛƴǘΣ wŜƭŜŀǎŜ /ȅŎƭŜ нΩǎ ƻǳǘǇǳǘǎ ŀǊŜ ǘƘƻǊƻǳƎƘƭȅ ǘŜǎǘŜŘ ƛƴ ǊŜŀƭƛǎǘƛŎ 

endȤtoȤend scenarios, ensuring the platform is productionȤready. 

Overall, Release Cycle 2 is where the ACROSS platform gains its advanced capabilities and undergoes 

rigorous end-to-end testing. It leverages the foundation established in Cycle 1 while incorporating 

lessons learned, additional features, and quality improvementsτultimately paving the way for final 

validations and large-scale demonstrations in the last phase of the project. 

As can be seen in Figure 2-7Σ άLƴǘŜƎǊŀǘƛƻƴ ϧ ¢ŜǎǘƛƴƎ /ȅŎƭŜ нέ Ǌǳƴǎ ƛƴ ǇŀǊŀƭƭŜƭ ǿƛǘƘ ǘƘŜ ƭŀǘǘŜǊ ƘŀƭŦ ƻŦ 

Release Cycle 2 (roughly M24ςM27) and focuses on combining the advanced features introduced since 

the first release with previously validated components.  

 

Figure 2-7: ACROSS second integration and testing cycle 

Below is a detailed explanation of this cycle and how it produces the plan for TC4. 

1. Position in the Overall Timeline: By the time Integration & Testing Cycle 2 begins, much of 

ǘƘŜ ǎŜŎƻƴŘ ǊŜƭŜŀǎŜΩǎ ŘŜǾŜƭƻǇƳŜƴǘ ǿƻǊƪ Ƙŀǎ ōŜŜƴ ŎƻƳǇƭŜǘŜŘΦ bŜǿ ŎŀǇŀōƛƭƛǘƛŜǎτparticularly 

those refined or introduced after Release Cycle 1τare ready to be integrated into a cohesive 



25 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

platform. This cycle leverages feedback from the first integration and testing cycle and any 

interim fixes or improvements made in WP3 (orchestration) and WP4 (enabling technologies, 

AI, and zero-touch operations). 

2. Scope and Activities: 

¶ Integration: The partial or newly finalized components from WP3 and WP4 are 

merged within the ACROSS testbeds, ensuring interoperability with the existing 

codebase. This includes advanced orchestration workflows, more sophisticated AI 

models, and further enhancements to zeroȤtouch operations. 

¶ Testing: Comprehensive validation is conducted to verify performance, reliability, and 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ {[!ǎ ƻǊ YtLǎΦ ¢ƘŜǎŜ ǘŜǎǘǎ ōǳƛƭŘ ƻƴ ǘƘŜ ŜŀǊƭƛŜǊ ά¢/ǎȤasȤCodeέ 

approach, using automated scripts and configurations for consistency and 

repeatability. 

¶ Issue Resolution: As defects or shortcomings emerge, they are addressed promptly in 

collaboration with the core development teams. This ensures that each fix is swiftly 

validated against the same set of automated tests. 

3. Plan for TC4: A key outcome of Integration & Testing Cycle 2 is the blueprint for an additional 

test case, TC4. This new scenario targets features or use cases that have either evolved 

substantially since the first release or require distinct testing conditions not covered in earlier 

test cases (TC1ςTC3). The plan for TC4 includes any specialized data sets, workflows, or 

performance metrics needed to validate late-stage or particularly advanced functionalities. By 

capturing these requirements now, ACROSS ensures that subsequent demonstrations or final 

evaluations (M30ςM36) have a well-structured testing roadmap. 

4. Feedback Loop into Final Evaluation: Once Integration & Testing Cycle 2 concludes (around 

M27), the refined software is either released as part of the second major release or updated 

with postȤrelease fixes. The TC4 plan then becomes part of the final validation and 

demonstration phase (M25ςM36), helping guide largeȤscale or specialized testing in realistic 

conditions. This approach ensures that all core capabilitiesτboth foundational and newly 

introducedτare thoroughly validated before project completion. 

Overall, Integration & Testing Cycle 2 consolidates the advanced developments of Release Cycle 2, 

culminating in a robust, near-final ACROSS platform. By generating the plan for TC4, it also lays the 

groundwork for more focused or extended validation activities, ensuring that no late-stage 

innovations go untested.  
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3. Test Scenarios Revision 

This section presents updates to the subTCs originally described in Deliverable D2.1. To maintain 

clarity and avoid redundancy, only those subTCs that have undergone revisions are included. SubTCs 

that remain unchanged from D2.1 are omitted. 

3.1 TC1: Stakeholder-driven zero-touch orchestration  

¶ TC1.1: Northbound-driven Zero-Touch Secure Device Onboarding  

¶ TC1.2: Northbound-driven Zero-Touch Telemetry  

¶ TC1.3: Northbound-driven Zero-Touch Service Management  

¶ TC1.4: Northbound-driven ZT Security  

3.1.1 TC1.2c: Northbound-driven ZT Secure RAN Telemetry (updates) 

In D2.1, this test case was originally designed to deploy telemetry services on a 5G RAN node (gNB) 

as part of the ACROSS platform. However, upon further refinement, the ACROSS consortium 

identified that certain telemetry components were already deployed as part of TC1.1c. As a result, 

this TC has been revised to eliminate unnecessary redeployment of telemetry services on the gNB 

and instead focus on retrieving telemetry data from the pre-existing RAN telemetry collector. 

The following sections of deliverable D2.1 are therefore updated:  

3.1.1.1  Sequence of Steps:  

Table 3-1: TC1.2c - Sequence of steps. 

Step 
Number 

 Input  Objective  Expected Output 

 S1 The IP address of the 5G gNB, where 
telemetry should be initiated, is sent 
to the ACDO. 

ACDO triggers the deployment of 
the RAN telemetry collector in the 
compute cluster. 

The RAN telemetry collector 
is provisioned and ready to 
receive telemetry data from 
the 5G gNB. 

 S2 The RAN telemetry collector is active 
in the compute cluster. 

To enable the RAN telemetry 
collector to periodically collect 
telemetry data from the 5G gNB. 

The RAN telemetry collector 
starts periodically receiving 
telemetry metrics from the 
5G gNB. 

 

3.1.1.2 Workflow 

The top part in Figure 3-1 depicts the initial state of the system prior to the execution of the TC1.2c 

workflow. This TC begins right after the end of TC1.1c, assuming (i) an instance of the 5GC network 

controller is deployed by the ACDO, (ii) an instance of the 5GC is deployed and managed by the 5GC 

controller, (iii) an instance of a 5G RAN controller is deployed by the ACDO, (iv) a server with 

onboarded 5G gNB CU, (v) a 5G RU with onboarded 5G gNB DU, and (vi) a compute cluster for 

hosting the RAN telemetry services is provisioned and registered to the ACDO.  

Given these assumptions, this TC automates the process of enabling telemetry data collection from a 

5G gNB, right after its automated onboarding onto the ACROSS platform (as per TC1.1c). First, the IP 

address of the newly onboarded 5G gNB is provided as input to the ACDO, which provisions a 

telemetry collector service in the compute cluster. This service will be able to collect the telemetry 

data from the 5G gNB once it becomes available. Secondly, the 5G gNB periodically reports 

telemetry data to the telemetry collector through the RAN controller. At this point, the telemetry 
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collector aggregates and processes the received telemetry data, making it available for further use in 

the ACROSS platform. 

 

 

Figure 3-1: TC1.2c ɀ Workflow diagram. 

3.1.2 TC1.3b: Northbound-driven ZT End-to-End Service Provisioning (updates) 

¢Ƙƛǎ ¢/ ǿŀǎ ƛƴƛǘƛŀƭƭȅ ǘƛǘƭŜŘ άNorthbound-driven ZT {ŜǊǾƛŎŜ hǊŘŜǊƛƴƎέ ƛƴ 5нΦмΦ IƻǿŜǾŜǊΣ ǘƘŜ !/wh{{ 

consortium saw the need to generalize this TC for end user services that can be ordered ς not in 

isolation ς but combined with additional platform services to provide a more holistic end-to-end 

service, including compute, network, and telemetry services in an end-to-end fashion. For this reason, 

this TC now encloses the following sub-cases: 

¶ Step #1: Zero-Touch Compute Cluster Provisioning (extends TC1.1a for a whole cluster of 

compute nodes) 

¶ Step #2: Zero-Touch End-to-end 5G Provisioning (extends TC1.1c for an end-to-end 5G system) 

¶ Step #3: Zero-Touch Compute Cluster Telemetry and Visualization (extends TC1.2a for a whole 

cluster of compute nodes) 

¶ Step #4: Zero-Touch 5G System Telemetry and Visualization (extends TC1.2c for an end-to-

end 5G system) 

¶ Step #5: Zero-Touch End-user Service Instantiation atop compute+5G slices (this is the original 

TC1.3b) 

¶ Step #6: Zero-Touch End-user Service Telemetry and Visualization (extends TC1.2 towards 

end-user service telemetry, which is out of scope of TC1.2) 
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As shown by the order of the sub-cases above, now this TC assumes nothing about the infrastructure. 

When an end user requests to deploy a service, this TC ensures that dedicated compute and network 

resources are allocated (Steps 1 and 2), telemetry services are established atop compute and network 

ŦŀōǊƛŎ ό{ǘŜǇǎ о ŀƴŘ пύΣ ōŜŦƻǊŜ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜ ƎŜǘǎ ŘŜǇƭƻȅŜŘ ό{ǘŜǇ рύ ŀƭƻƴƎ ǿƛǘƘ ŜƴŘ-user service-

level telemetry (Step 6). 

This revised TC goes well beyond the initial scope because ACROSS manages to fully automate all these 

steps for end-to-end services and the spark for this update was generated in TC4, where ACOSS 

repeats TC1.3b as part of a large story where the platform expands to a new domain and then needs 

to deploy everything from scratch. 

3.1.2.1 Initial Test Case State 

This section outlines the initial state of the system, before executing the TC1.3b workflow. This state 

is captured by the entries in Table 3-2. 

Table 3-2: TC1.3b - Initial state of the system prior to the test case execution. 

Initial state of the system prior to TC1.3b 

A deployed instance of the ACROSS Multi-domain Service Orchestrator (AMSO). 

A deployed instance of the ACROSS Cross-domain Orchestrator (ACDO) is connected to the AMSO. 

A deployed instance of an SDN controller is managed by the ACDO. 

A deployed instance of a 5G Core Network controller is managed by the ACDO. 

A deployed instance of a 5G RAN controller is managed by the ACDO. 

 

3.1.2.2 Sequence of Steps 

Given that the TC1.3b environment is in the state described in the previous section in Table 3-3, this 

section outlines the steps to execute the business logic of this test case. For every step we describe 

the required input, objective, and expected output, summarized in Table 3-3. 

Table 3-3: TC1.3b - Set of steps necessary for the test case execution. 

Step 
Number 

Input Objective Expected Output 

S1 A TMF-based service order is 
provided to the ACROSS NBI 
(AMSO). 
This order contains not only an end-
user service order item, but also two 
additional items, i.e., a compute 
cluster platform service order item 
and a 5G network platform service 
order item. 

AMSO parses the service order and 
translates it to service orders for 
compute (K8s) and network (5G 
slice) resources towards the ACDO.  

ACDO allocates the compute 
and network resources along 
with telemetry services 
watching their runtime 
states and then returns to 
AMSO. 
In case ACDO cannot allocate 
the requested compute or 
network services, the service 
order fails due to unavailable 
resources. 

S2 A successful order of compute and 
network services from ACDO 

AMSO begins the provisioning of 
ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜ ŀƭƻƴƎ ǿƛǘƘ 
service-level telemetry. 

AMSO binds to the newly 
allocated compute fabric to 
perform end user service 
deployment. Once this is 
done, AMSO also initiates a 
telemetry service watching 
ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǊǳƴǘƛƳŜΦ 

 

3.1.2.3 Workflow 

The top part in Figure 3-2 depicts the initial state of the system prior to the execution of the TC1.3b 

workflow as also discussed in Table 3-2. This TC begins right after the end of TC1.3a, assuming 
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deployed instances of the two orchestrators (AMSO and ACDO), and the following infrastructure 

services registered and managed by the ACDO: (i) a deployed SDN controller and (ii) 5G Core Network 

and RAN controllers. 

Given these assumptions, this TC automates the process of end-to-end service provisioning through 

the ACROSS orchestrators, right after a target service is onboarded onto AMSO catalog as per TC1.3a. 

First, the user posts a service order request to AMSO. After AMSO parses and validates the service 

order request, it translates this order into subsequent service order towards ACDO. These service 

order requests compute and network services from ACDO, atop the available compute and 5G 

infrastructure. First, AMSO dispatches a service order to ACDO for the provisioning of a new compute 

ŎƭǳǎǘŜǊ ǘƻ Ƙƻǎǘ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜΦ ¢ƘŜ !/5h ǘǊŀƴǎƭŀǘŜǎ ǘƘƛǎ ǊŜǉǳŜǎǘ ƛƴǘƻ ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻǿŀǊŘǎ ǘƘŜ 

compute infrastructure, to create the necessary virtual machines that will host the nodes of the 

compute cluster. When this is done, a compute cluster is made available, while ACDO also provisions 

ŀ ŎƭǳǎǘŜǊ ǘŜƭŜƳŜǘǊȅ ǎŜǊǾƛŎŜ ǘƻ ŜƴŀōƭŜ ǘƘŜ ƻōǎŜǊǾŀōƛƭƛǘȅ ƻŦ ǘƘŜ ŎƭǳǎǘŜǊΩǎ ǊǳƴǘƛƳŜ ǎǘŀǘŜΦ !ŦǘŜǊ ǘƘŜ 

successful provisioning of the compute cluster, AMSO issues another service order to ACDO to 

accommodate the 5G requirements of the end user service. This request gets translated by the ACDO 

to instructions towards the 5GC and RAN controllers for the provisioning of a 5GC instance as well as 

the provisioning of a 5G RAN to serve the end user. Once the 5G system is deployed, ACDO also 

ǇǊƻǾƛǎƛƻƴǎ рD ǘŜƭŜƳŜǘǊȅ ǎŜǊǾƛŎŜǎ ŦƻǊ ŜƴŀōƭƛƴƎ ǘƘŜ Ǿƛǎƛōƛƭƛǘȅ ƻŦ ǘƘŜ рD ŎƻƳǇƻƴŜƴǘǎΩ ǊǳƴǘƛƳŜ ǎǘŀǘŜΦ 

At this point, the AMSO possesses all the necessary underlying resources to perform the deployment 

ƻŦ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜΦ CƛǊǎǘΣ ǘƘŜ !a{h ŎƻƴƴŜŎǘǎ ǘƻ ǘƘŜ ƴŜǿƭȅ ǇǊƻǾƛǎƛƻƴŜŘ ŎƻƳǇǳǘŜ ŎƭǳǎǘŜǊ ŀƴŘ ǘƘŜƴ 

ƛǎǎǳŜǎ ŀ ŘŜǇƭƻȅƳŜƴǘ ǊŜǉǳŜǎǘ ŦƻǊ ǘƘŜ ƛƴǎǘŀƴǘƛŀǘƛƻƴ ƻŦ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜΦ ²ƘŜƴ ǘƘŜ ƛƴǎǘŀƴŎŜ ƛǎ ǳǇ 

and running, AMSO also registers key service-level telemetry metrics to the AMSO telemetry service, 

ŦƻǊ ǘƘŜ ƭŀǘŜǊ ǘƻ ōŜ ŀōƭŜ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ ǊǳƴǘƛƳŜ ǎǘŀǘŜ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜΦ ¢Ƙƛǎ ǘŜƭŜƳŜǘǊȅ ƛǎ ǾƛǎǳŀƭƛȊŜŘ 

on the AMSO portal. 

 

Figure 3-2: TC1.3b ɀ Updated workflow diagram. 
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3.1.3 TC1.4b: Zero-Touch 5G Core Security (updates) 

In D2.1, this test case was originally designed to fortify ACROSS network services by dynamically 

applying security policies to protect the 5GC, with a focus on filtering traffic towards the Network 

Exposure Function (NEF). However, upon further refinement, the ACROSS consortium identified that 

the 5GC system used in this implementation (Open5GS) does not have a complete NEF component. 

To ensure broader applicability and compatibility, this TC has been revised to generalize the security 

mechanism so that it applies to any component of the 5GC, rather than exclusively targeting the 

NEF. The following sections of deliverable D2.1 are therefore updated:   

3.1.3.1 Sequence of Steps 

This section outlines the steps to execute the business logic of this test case. For every step we 

describe the required input, objective, and expected output, summarized in Table 3-4. 

Table 3-4: TC1.4b - Set of steps necessary for the test case execution. 

Step 
Number 

 Input  Objective  Expected Output 

 S1 A user-defined network service 
update is provided to ACDO NBI as a 
policy. 

 Observe the number of requests 
on the 5GC and filter the traffic 
entering the 5GC when this exceeds 
a predefined threshold. 

The policy reaches the 
inserted state. 

 S2 Policy event and condition data 
available to the ACDO. 

ACDO registers an alert to the 5GC 
monitoring engine. When the 
number of requests exceeds a 
threshold, this alert will be sent to 
the ACDO. 

Successful policy 
provisioning. 

 S3  Policy event raised to the ACDO.  Trigger policy action by installing a 
side car component to filter traffic 
before reaching 5GC pods. 

 Successful policy triggering. 

 

3.1.3.2 Workflow  

The top part in Figure 3-3 depicts the initial state of the system prior to the execution of the TC1.4b 

workflow. For this test case to start (i) an instance of ACDO is required, while (ii) a provisioned 

compute cluster, (iii) an SDN controller, and (iv) 5G Core and RAN controllers should be deployed 

and connected to the ACDO.  

Given this assumption, this TC automates the process of adding dynamic security capabilities to an 

already deployed network service. We chose the 5GC as a relevant network service candidate, as we 

believe it is crucial to protect this key network service from malicious attacks. To do so, a 5GC 

network policy can be issued to the ACDO, aiming at monitoring, for example, the number of 

requests heading to a component of the 5GC. 

When this number exceeds a predefined threshold, ACDO will automatically trigger the deployment 

of a traffic filtering NF before the targeted 5GC component. 

  

The TC story begins with the creation of such a policy on the ACDO. To realize this policy: 

i. ACDO requests an alert from the underlying 5G monitoring system when the number of 

requests to a 5GC component exceeds the policy threshold. 
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ii. The 5G monitoring system raises an event when the threshold is met (or surpassed). 

iii. ACDO automatically triggers the policy action, which in this case installs a network policy 

into the cluster where the 5GC is deployed. 

iv. This network policy filters traffic before reaching the affected 5GC component. 

 

Figure 3-3: TC1.4b ɀ Updated workflow diagram. 

3.2 TC2: Device-driven zero-touch orchestration  

¶ TC2.1: Context-aware Zero-Touch UPF Provisioning/Decommissioning 

¶ TC2.2: Load-aware and Secure Zero-Touch UPF Migration 

¶ TC2.3: Energy-aware Zero-Touch Slice Adaptation 

3.2.1 TC2.1a: Context-aware Zero-Touch UPF Provisioning (updates) 

This sub-test case evaluates the network's ability to dynamically manage User Plane Function (UPF) 

instances based on real-time contextual events. It ensures seamless service adaptation by 

automatically deploying UPFs in response to sudden changes in user or sensor presence within a given 

area. The evaluation involves a scenario where network events trigger the provisioning or removal of 

UPFs, ensuring efficient resource utilization and maintaining service continuity without manual 

intervention. 

Since the NEF emulator does not support full integration with the 5G core and therefore, cannot offer 

the required functionality, such as the events we initially intended to get, we will have to extract such 

information from a proxy component, installed alongside the 5G core, which will be connected with 

ǘƘŜ !/5hΩǎ a9¢wL/h ŎƻƳǇƻƴŜƴǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ƻŦ ŘŜƭƛǾŜǊŀōƭŜ 5нΦм ŀǊŜ ǘƘŜǊŜŦƻǊŜ ǳǇŘŀǘŜŘΥ 
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3.2.1.1 Initial Test Case State:  

Table 3-5: TC2.1a - Initial state of the system prior to the test case execution. 

Initial state of the system prior to this TC 

A deployed instance of the ACDO in the ACROSS management domain of Patras, Greece. 

A deployed instance of an NFVO in the ACROSS management domain of Patras, Greece. 

A deployed instance of a Kubernetes cluster in the ACROSS management domain of Patras, Greece. 

A deployed 5G system (gNB and 5GC) in the ACROSS management domain of Patras, Greece. This 5G system is already 
associated with the ACDO. 

ACDO is configured to receive metrics from a component, which is installed alongside the 5GC. 

An ACDO policy is enabled, that observes metrics for specific UE presence in the area and acts by installing an additional 
UPF. 

A UE with a specific IMSI is registered in the database of users in the 5G gNB. 

 

3.2.1.2 Sequence of Steps: 

Table 3-6: TC2.1a - Set of steps necessary for the test case execution. 

Step 
Number 

Input Objective Expected Output 

S1 Event: Sudden presence of context- 
specific UE in the area 

Relevant metrics reach the ACDO. ACDO is notified about new 
event. 

S2 ACDO is notified about the new 

event of UE in area 

Policy is triggered. Policy is evaluated. 

S3 ACDO evaluates policy. Action is taken based on policy 

outcome. 

ACDO requests the 
provisioning of a new UPF. 

S4 CIM receives request by ACDO. Policy is enforced. UPF is provisioned. 

 

3.2.1.3 Workflow: 

i. An instance of the ACROSS Cross-domain Orchestrator (ACDO) 

ii. An instance of an NFVO 

iii. An instance of a Container Infrastructure Manager (CIM), such as a Kubernetes cluster 

iv. An instance of a 5G System (5GS), comprising of a 5G Core (5GC) and a 5G Radio 

v. A policy that observes user presence in the area and acts by installing a User Plane Function 

(UPF) is enabled. 

vi. The ACDO has access to specific metrics related to user presence in the area from the 5GC. 

vii. A UE with a specific IMSI is registered in the database of users in the 5GS. 
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Figure 3-4: TC2.1a ɀ Updated workflow diagram. 

Following the initial state, the workflow TC2.1a, is executed as follows: 

When a UE with a specific IMSI, that is authorized to access domain-specific resources (such as a 

ŎƻƳǇŀƴȅΩǎ ƛƴǘŜǊƴŀƭ ƴŜǘǿƻǊƪύΣ ŜƴǘŜǊǎ ǘƘŜ ŎŜƭƭ ŀǊŜŀΣ a relevant set of metrics is derived from the 5GC. 

Then, the ACDO receives the metrics, and the ACDO internal policy is triggered and evaluated. Finally, 

the ACDO creates a request to the CIM to provision an additional UPF and to reconfigure the 5GC, to 

grant the UE access to the domain-specific resources. 

3.2.1.4 Requirements: 

Table 3-7: TC2.1a ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC2.1a.01 ACDO MUST  be able to manage Container-based deployments through a CIM 
software.  

TC2.1a.02 ACDO MUST  be able to manage CIMs either directly or through an NFVO 
software.  

TC2.1a.03 ACDO MUST  be able to receive metrics related to the 5GS. 

TC2.1a.04 ACDO MUST  be able to reconfigure the 5GC in response to an event or a policy 
trigger. 

 

3.2.2 TC2.1b: Context-aware Zero-Touch UPF Decommissioning (updates) 
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This sub-test case evaluates the network's ability to dynamically manage User Plane Function (UPF) 

instances based on real-time contextual events. It ensures seamless service adaptation by 

automatically decommissioning UPFs in response to sudden changes in user or sensor presence within 

a given area. The evaluation involves a scenario where network events trigger the removal of UPFs, 

ensuring efficient resource utilization and maintaining service continuity without manual intervention. 

The changes for TC2.1b are similar to the changes in TC2.1a. 

3.3 TC3: Intelligence-driven zero-touch orchestration  

3.3.1 TC3.2: Smart energy-aware zero-touch TE (updates) 

This sub-testcase incorporates energy consumption considerations as an additional constraint for 
network orchestration mechanisms. It involves actions such as switching off ports, rerouting traffic, 
and optimizing traffic concentration to reduce the number of active paths while ensuring adequate 
protection. This sub-testcase is characterized for being very exploratory and some aspects of the initial 
definition have evolved since D2.1. The work on this sub-testcase is now focused on the study of smart 
energy-aware zero-touch traffic-engineering solutions based on the use of emulated network 
scenarios and network node ML models that infer energy consumption from network traffic 
information monitored using Model Driven Telemetry (MDT). This ML models are based on power 
consumption datasets obtained from experiments carried out injecting different traffic profiles to 
network nodes. This approach requires updating the following sections of deliverable D2.1. 

3.3.1.1 Initial Test Case State 

This sub-section does not need to be updated. 

To deploy the experimentation topology in the NDT it will be necessary to obtain a descriptor of the 

scenario. This section outlines the initial state of the system, before executing the TC3.2 workflow. 

This state is captured by the entries in Table 3-8. 

Table 3-8: TC3.2 - Initial State 

Initial state of the system prior to this TC 

This workflow is executed in TID infrastructure, in the ACROSS shared services domain, in Madrid, Spain.  

NDT infrastructure is ready to be used in the TID infrastructure.  
  
Description of the purpose and context of the sub-test case:  Incorporate energy consumption information as an 
additional constraint to feed orchestration mechanisms in the Network. Complement that with control actions in the 
Network (switch-off ports, traffic rerouting, concentration of traffic reducing the number of active paths but ensuring 
sufficient protection, etc).   
Specification of the baseline network traffic conditions: The deployment consists of a network scenario with multiple 
links. In this scenario, telco traffic profiles are emulated to extract the energy consumption information of the links. 
Virtualized network components involved in the NDT descriptor  

Specification of the tools used to monitor the parameters extracted from the execution of the environment (VNF 
probes) 
Specification of the desired outcomes of the sub-test case: energy metrics extracted from the emulation of the 
scenario.  

  

3.3.1.2 Sequence of Steps 

Given that the TC3.2 environment is in the state described in the previous section, this section 

outlines the steps to execute the business logic of this test case. For every step we describe the 

required input, objective, and expected output, summarized in Table 3-9. 
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Table 3-9: TC3.2 - Set of steps necessary for the test case execution. 

Step 
Number 

Input Objective Expected Output 

S1 State-of-the-art 
revision 

Define experiments to analyse the relationship 
between network traffic parameters and the energy 
consumption of nodes 

Document with the 
specification of the 
experiments 

S2 Scenario topology 
description.  

Develop a virtualized network scenario (NDT) to 
experiment with energy-aware zero-touch traffic 
engineering 

Files and scripts for the 
configuration and 
deployment of the scenario. 

S3 Laboratory with 
real network 
equipment. 

Conduct the experiments defined in the specification 
from S1 to obtain energy consumption 
measurements that will train the ML models of the 
network digital twin. 

Dataset obtained from the 
experiments. 
 

S4 Datasets with a 
timeseries of 
energy 
consumption 
information on all 
nodes 
  

Perform any extra data cleaning or transformation 
needed on the existing datasets for the ML/DL 
model. 
  

Enhanced energy 
consumption timeseries 
ready to be used by ML/DL 
models. 
  

S5 Set of ML/DL 
trained models  
Preprocessed 
TESTING Dataset. 
  

Train, validate and optimize several ML/DL models 
that can infer the energy consumption of nodes in a 
network and select the path with the least energy 
consumption. 
  

ML/DL models ready to be 
used. 
  

S6 Trained and 
tested AI models. 
  

Integrate and deploy in real time AI models within 
the NDT in order to test their performance 
reinjecting the TESTING dataset. 
  

Validation metrics  (e.g., 
accuracy, precision and recall 
and inference time). 

S7 Trained and 
tested AI models 
validated in the 
NDT. 
  

Store AI models in the ACROSS AI models repository 
based on standardized open-source and extensible 
data model such the one offered by ML-Flow. 
  

AI models stored and offered 
in the ACROSS AI models 
repository. 
  

S8 A request for an 
AI model stored in 
the ACROSS 
repository. 
  

Obtain an AI model previously stored in the ACROSS 
repository and deploy and run the model in local 
environment.  
  

AI model in a binary file 
accompanied with its 
metadata. 
  

S9 Energy-based 
route calculation 
algorithm. 

Desing and develop and algorithm that, based on the 
energy consumption measurements of the routers, 
calculates the lowest energy cost path in a network. 

  

Implementation of the route 
calculation algorithm. 

  

S10 Experimentation 
platform 
developed in the 
test case. 

Integrate the ML engines with the rest of the 
scenario, conducting experiments to validate energy-
aware zero-touch traffic engineering proposals. 

Integration test results. 

  

3.3.1.3 Workflows 

D2.1 identifies in section 6.3.3.6 the common abstract workflows for all TC3 cases. Based on those 
workflows, the following are the specific workflows that have been developed for TC3.2. 
 

3.3.1.3.1 Energy-aware ML router model inference and routing services 

Once the AI inference model has been configured it will be combined with Energy aware routing 
services that will make use of the energy consumption inference to calculate energy-saving network 
routes. The Telemetry Collectors will provide network telemetry to the Telemetry Aggregator. The 
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Telemetry Aggregator will perform calculations such as data throughput or average packet size to 
enrich the network telemetry information provided by the Telemetry Collectors and will send the 
enriched telemetry to the Storage Module. The Data Aggregator module will notify the AI Inference 
module indicating that new data is available. The AI inference will then be able to request the enriched 
network telemetry to pre-process the ML features and run the inference with the current ML model 
and hyperparameters obtained during the AI inference configuration. The resulting Network Energy 
Consumption State (NECS) will be stored in the Storage Module and a notification will be sent to the 
Energy aware routing services indicating that a new NECS is available. The Energy aware routing 
services will use the NECS inferences to detect energy changes relevant for the routing that will be 
sent to the Storage Module, and then will calculate new network routes that will be also sent to the 
Storage Module for further analysis. This behaviour is shown in Figure 3-5. 
 

 

Figure 3-5: TC3.2 AI inference and routing 

3.3.1.3.2 Energy aware routing Digital Twin validation 

Once a specific Digital Twin Scenario has been deployed and the corresponding AI inference models 
have also been deployed, the validation step can be executed. The Telemetry Collectors will collect 
network telemetry from the Digital Twin scenario and then the network telemetry will be sent to the 
Telemetry Aggregator. The Telemetry Aggregator will perform calculations to enrich the network 
telemetry information provided by the Telemetry Collectors and will send the enriched telemetry to 
the Storage Module. The Data Aggregator module will notify the AI Inference module indicating that 
new data is available. The AI inference will then be able to request the enriched network telemetry to 
pre-process the ML features and run the inference with the current ML model and hyperparameters 
obtained during the AI inference configuration. The resulting Network Energy Consumption State 
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(NECS) will be stored in the Storage Module and a notification will be sent to the Energy aware routing 
services indicating that a new NECS is available. The Energy aware routing services will use the NECS 
inferences to detect energy changes relevant for the routing, that will be sent to the Storage Module. 
Then the Energy aware routing services will calculate new network routes that will be sent to the 
Storage Module, and the Digital Twin controller will be notified of the availability of the new network 
routes. the Digital Twin controller will then obtain the network routes from the Storage services and 
will configure the routes in the Digital Twin scenario. This workflow is shown in Figure 3-6. 
 

 

Figure 3-6: TC3.2 Digital Twin validation 
 

3.4 TC4: Holistic zero-touch orchestration 

This TC is radically revised as compared to its initial state in D2.1. Table 3-10 outlines the changes, 

which are then described in detail below. 

Table 3-10: TC4 ï Updated sub-test cases since D2.1. 

Sub-TC Old title and scope New title  and scope Comment 

TC4.1 East-West Expansion of the ACROSS 
Multi-domain Service Orchestrator 

East-West Expansion of the 
ACROSS Multi-domain Service 
Orchestrator 

No changes since D2.1 

TC4.2 East-West Expansion of the ACROSS 
Cross-Domain Orchestrator 

East-West Expansion of the 
ACROSS Cross-Domain 
Orchestrator 

No changes since D2.1 

TC4.3 East-West Expansion of 
Infrastructure Services 

East-West Expansion of 
Infrastructure Services 

No changes since D2.1 

TC4.4 Zero-Touch Secure Device 
Onboarding 

Zero-Touch Service Onboarding Device onboarding is not a 
crucial operation as ACROSS 
is already expanded to a new 
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domain (after TC4.3) with 
available devices. TC4.4 now 
covers service onboarding in 
the new domain. 
 
This TC is inherited by 
TC1.3a, already defined in 
D2.1. 

TC4.5 Zero-Touch Telemetry Zero-Touch End-to-End Service 
Provisioning contains: 
 - TC4.5a: ZT Compute Cluster 
Provisioning 
- TC4.5b: ZT End-to-end 5G 
Provisioning 
- TC4.5c: ZT Compute Cluster 
Telemetry and Visualization 
- TC4.5d: ZT 5G system Telemetry 
and Visualization 
- TC4.5e: ZT End-user Service 
Instantiation 
- TC4.5f: ZT End-user Service 
Telemetry and Visualization 

End-to-end service 
provisioning was not covered 
by the previous form of this 
TC. Zero-Touch telemetry 
(old TC4.5) is now only a part 
of the new TC4.5. 
 
This TC is inherited by the 
updated TC1.3b (defined in 
D2.1 and updated in Section 
3.1.2). 

TC4.6 Zero-Touch Service Onboarding Intelligent, Secure, & Automated 
SLA Management contains: 
  - TC4.6a: Zero-Touch SLA 
Monitoring and Forecasting 
  - TC4.6b: Zero-Touch SLA Security 
  - TC4.6c: Zero-Touch SLA 
Preservation 

Service onboarding is now 
covered by the new TC4.4. 
New TC4.6 now implements 
a closed loop SLA 
management with 
Intelligence, Automation, 
and Security. 
 
This is a totally unique TC 
that blends the main ACROSS 
innovations (SLA 
Intelligence, Automation, 
Security) into a real-world 
scenario. 
 
This TC was defined as TC4.8 
in D2.1, but is now updated 
as TC4.6 in Section 3.4.5. 

TC4.7 Zero-Touch UPF Provisioning Does not exist anymore Merged as part of TC4.5 

TC4.8 Intelligent Zero-Touch SLA 
Preservation 

Does not exist anymore Merged as part of TC4.6 

 

3.4.1 TC4.2: East-West Expansion of the ACDO (updates) 

This TC evaluates the ACROSS platform's capability to perform East-West expansion by deploying an 

additional instance of the ACROSS Domain Orchestrator (ACDO) in a new domain that already hosts a 

Kubernetes cluster. Unlike the previous approach, where the ACDO instance was provisioned along 

with the infrastructure, the updated scenario assumes that the infrastructure already exists. Instead 

of deploying a new Kubernetes cluster, the system now prepares an existing cluster to host the new 

ACDO instance. 

This update reflects a more realistic and production-oriented scenario where ACROSS is integrated 

into an external Kubernetes-ōŀǎŜŘ ŘƻƳŀƛƴ ŀƭǊŜŀŘȅ ŎƻƴŦƻǊƳƛƴƎ ǘƻ ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ½¢/ ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢ƘŜ 

new ACDO instance is then registered and made available to the higher-level orchestrator (AMSO) for 

coordinated service orchestration across domains. 

The following sections of deliverable D2.1 [1] are therefore updated: 
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3.4.1.1 Initial Test Case State 

Table 3-11: TC4.2 - Initial state of the system prior to the test case execution. 

Initial state of the system prior to this TC 

The new domain is already part of the ACROSS ZTC fabric. 

Services of this domain are already exposed to the central management domain where an instance of AMSO and an 
instance of ACDO are deployed. 

The central instance of AMSO has gained access to the new domain. 

A Kubernetes Cluster preexists and is available. 

 

3.4.1.2 Sequence of Steps 

Table 3-12: TC1.4c - Set of steps necessary for the test case execution. 

Step 
Number 

 Input  Objective  Expected Output 

S1 Preparation Service Order from 
AMSO to ACDO #1, containing the 
kubeconfig of the existing 
Kubernetes cluster. 

¢ƻ ƛǎǎǳŜ ŀƴ ά!/5h ǇǊŜǇŀǊŀǘƛƻƴέ 
service order to the central 
instance of the ACDO. 

Preparation process toward 
the new domain is triggered. 

S2 Preparation Service Order from 
ACDO #1 to the Kubernetes cluster to 
host ACDO #2. 

To verify connectivity and prepare 
the target infrastructure in the new 
domain. 

Existing Kubernetes cluster is 
verified and prepared for 
ACDO deployment. 

S3 Kubernetes Cluster in new domain 
validated and prepared for ACDO #2 
installation. 

To design the expansion service 
specification, defining the 
deployment requirements of ACDO 
#2. 

The expansion service 
specification is created and 
ǎǘƻǊŜŘ ƛƴ !/5h ІмΩǎ ŎŀǘŀƭƻƎΦ 

S4 Expansion Service Order from AMSO 
to ACDO #1, containing the 
kubeconfig of the existing 
Kubernetes cluster. 

To deploy a new ACDO instance 
(ACDO #2) on the existing 
infrastructure. 

Expansion process toward 
the new domain is triggered. 

S5 Expansion Service Order from ACDO 
#1 to the Kubernetes cluster to host 
ACDO #2. 

To deploy a new ACDO instance 
(ACDO #2) on the existing 
infrastructure. 

ACDO #2 is successfully 
deployed and operational in 
the new domain. 

S6 ACDO #2 is fully deployed and 
available. 

To register ACDO #2 in the AMSO 
resource catalog, making it 
available for orchestrated services. 

!/5h Ін ƛǎ ƭƛǎǘŜŘ ƛƴ !a{hΩǎ 
resource catalog and is now 
part of the ACROSS 
orchestration fabric. 

 

3.4.1.3 Workflow: 

i. AMSO issues a preparation order to ACDO #1 with the kubeconfig to prepare the cluster. 

ii. ACDO #1 installs prerequisites on the remote cluster. 

iii. ACDO #1 designs and stores the expansion service specification. 

iv. AMSO issues a service order to ACDO #1 to deploy ACDO #2. 

v. ACDO #1 deploys ACDO #2 on the pre-existing Kubernetes cluster. 

vi. AMSO adds ACDO #2 to its resource catalog. 
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Figure 3-7: TC4.2 - Updated workflow diagram. 

The top part of Figure 3-7 illustrates the initial state of the system prior to the execution of the TC4.2 

workflow, as also described in Table 3-11. The new vertical domain has already been integrated into 

the ACROSS platform, having been connected to the Zero-Touch Configuration (ZTC) fabric during 

the execution of TC4.1. As part of this process, the vertical domain administrator exposed specific 

services (such as SSH access to VMs, servers, and other resources) to the central management 

domain. In this central domain, both the AMSO and an instance of the ACDO are already deployed 

and operational. 

The TC4.2 workflow begins with AMSO issuing an ACDO expansion service order to ACDO #1. This 

order initiates the deployment of a new ACDO instance in the newly integrated domain. Instead of 

provisioning a new compute cluster from scratch, ACDO #1 now uses a pre-existing Kubernetes 

cluster in the vertical domain, the access to which is facilitated via a provided kubeconfig. ACDO #1 

prepares the cluster by installing the required prerequisites. Once the cluster is ready, a manual 

service design step is performed to define the service specification for the expansion. This 

specification is then used by AMSO to issue a second service order for the actual deployment of the 

new ACDO instance (referred to as ACDO #2) onto the prepared infrastructure. 

Once the deployment of ACDO #2 is completed successfully, AMSO updates its internal resource 

catalog by registering ACDO #2, thereby making the new vertical domain fully manageable and 

available for orchestrated services across the ACROSS platform. 

3.4.2 TC4.3: Expansion of Infrastructure Services (updates) 

¢Ƙƛǎ ǘŜǎǘ ŎŀǎŜ ŜǾŀƭǳŀǘŜǎ ǘƘŜ !/wh{{ ǇƭŀǘŦƻǊƳΩǎ ŎŀǇŀōƛƭƛǘȅ ǘƻ ŘŜǇƭƻȅ ŀƴŘ ǊŜƎƛǎǘŜǊ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 

services, such as the CIM, 5G Core Controller, and 5G RAN Controller, within a newly integrated 

domain. Following the successful deployment of ACDO #2 in TC4.2, this scenario demonstrates how 

ACDO #2 is enriched with the necessary service management components to enable full 

orchestration capabilities in the new domain. 

In contrast to previous test cases where infrastructure was provisioned along with orchestrators, 

TC4.3 assumes that a virtualization environment already exists in the new domain. The focus is on 

onboarding and configuring key infrastructure services and making them available to the 

orchestration layer. 

The following sections of deliverable D2.1 [1] are therefore updated: 



41 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

3.4.2.1 Initial Test Case State 

Table 3-13: TC4.3 - Initial state of the system prior to the test case execution. 

Initial state of the system prior to this TC 

The new domain is already part of the ACROSS ZTC fabric. 

Services of this domain are already exposed to the central management domain where an instance of AMSO and an 
instance of ACDO are deployed. 

The central instance of AMSO has gained access to the new domain. 

AMSO expanded as per TC4.1. 

ACDO expanded as per TC4.2. 

A virtualization environment is preinstalled. 

 

3.4.2.2 Sequence of Steps 

Given that the TC4.3 environment is in the state described in the previous section, this section outlines 

the steps to execute the business logic of this test case. For every step we describe the required input, 

objective, and expected output, summarized in Table 3-14. 

Table 3-14: TC4.3 - Set of steps necessary for the test case execution. 

Step 
Number 

 Input  Objective  Expected Output 

S1 Association Service Order 
containing the kubeconfig of the 
existing Kubernetes cluster. 

To associate the CIM with ACDO #2 
and prepare it to manage local 
infrastructure resources. 

CIM is associated with ACDO 
#2 

S2 CIM exposes its resources to ACDO 
#2 

To add CIM to the resource catalog of 
ACDO #2 

ACDO #2 adds it to its 
resource catalog. 

S3 CIM resources are exposed and 
available in the ACDO #2 resource 
catalog 

To deploy the 5G Core Controller and 
the 5G RAN Controller on top of the 
CIM-managed environment. 

Design 5G Core and RAN 
Controller Service 
Specification 

S4 5G Core and RAN Controller 
Services are designed and exposed 
in the ACDO #2 service catalogue 

To deploy the 5G Core Controller and 
the 5G RAN Controller on top of the 
CIM-managed environment. 

5G Core Controller and 5G 
RAN Controllers are deployed 
on the compute cluster and 
ready for use. 

3.4.2.3 Workflow: 

i. ACDO #1 associates a CIM with ACDO #2, enabling it to manage the virtualization 

environment in the new domain. 

ii. CIM exposes the available compute resources to ACDO #2. 

iii. ACDO #2 registers the CIM in its internal catalog. 

iv. ACDO #2 performs a service design step to define specifications for deploying the 5G Core 

and RAN Controllers. 

v. ACDO #2 deploys the 5G Core Controller and 5G RAN Controller using CIM-managed 

resources. 

vi. ¢ƘŜ ŘŜǇƭƻȅŜŘ ǎŜǊǾƛŎŜǎ ŀǊŜ ŀŘŘŜŘ ǘƻ !/5h ІнΩǎ ŎŀǘŀƭƻƎΣ ŜƴŀōƭƛƴƎ !a{h ǘƻ ŎƻƴǎǳƳŜ ǘƘŜƳ ƛƴ 

future orchestration workflows. 
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Figure 3-8: TC4.3 - Updated workflow diagram. 

The top part of Figure 3-8 shows the state of the system at the beginning of TC4.3. By this point, the 

new vertical domain has been successfully integrated into the ACROSS ZTC fabric, and both AMSO 

and ACDO #1 have been extended to support it. ACDO #2 is now operational within the new domain, 

following the successful completion of TC4.2. Additionally, a virtualization environment is already 

preinstalled and ready for use. 

The TC4.3 workflow begins with ACDO #1 associating a new Container Infrastructure Manager (CIM) 

instance with ACDO #2. The CIM begins exposing resource information to ACDO #2. Then, ACDO #2 

adds the CIM to its internal resource catalog, enabling it to orchestrate local compute resources. 

Following this, ACDO #2 defines and deploys service specifications for a 5G Core Controller and a 5G 

RAN Controller. These services are deployed using the CIM-managed infrastructure, and once they 

become operational, they are registered into the ACDO #2 service catalog. At this point, the new 

domain becomes fully functional in terms of infrastructure capabilities, and ACDO #2 can offer these 

services upon request from AMSO. 

3.4.3 TC4.4: Zero-Touch Service Onboarding (updates) 

¢Ƙƛǎ ¢/ ǿŀǎ ƻǊƛƎƛƴŀƭƭȅ ǘƛǘƭŜŘ ά½ŜǊƻ-¢ƻǳŎƘ {ŜŎǳǊŜ 5ŜǾƛŎŜ hƴōƻŀǊŘƛƴƎέΦ The new title of TC4.4 is now 

άZero-Touch Service Onboardingέ ŀƴŘ ǘƘƛǎ ¢/ ƛǎ ǘƻǘŀƭƭȅ ƛƴƘŜǊƛǘŜŘ ōȅ ¢/мΦоŀΦ 

3.4.4 TC4.5: Zero-Touch End-to-End Service Provisioning (updates) 

¢Ƙƛǎ ¢/ ǿŀǎ ƻǊƛƎƛƴŀƭƭȅ ǘƛǘƭŜŘ ά½ŜǊƻ-¢ƻǳŎƘ ¢ŜƭŜƳŜǘǊȅέΦ ¢ƘŜ ƴŜǿ ǘƛǘƭŜ ƻŦ ¢/пΦр ƛǎ ƴƻǿ άZero-Touch End-

to-End Service Provisioningέ ŀƴŘ ǘƘƛǎ ¢/ ƛǎ ǘƻǘŀƭƭȅ ƛƴƘŜǊƛǘŜŘ ōȅ ǘƘŜ ǳǇŘŀǘŜŘ ¢/мΦоō όǎŜŜ {ŜŎǘƛƻƴ 3.1.2). 

3.4.5 TC4.6: Intelligent, Secure, & Automated SLA Management (updates) 
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¢Ƙƛǎ ¢/ ǿŀǎ ƻǊƛƎƛƴŀƭƭȅ ǘƛǘƭŜŘ άZero-Touch Service OnboardingέΦ The new title of TC4.6 is now 

άIntelligent, Secure, & Automated SLA Managementέ ŀƴŘ ǘƘƛǎ ¢/ extends the original TC4.8 with 

additional security features. 

3.4.5.1 TC4.6a: Zero-Touch SLA Monitoring and Forecasting 

The workflow on Zero-Touch SLA Monitoring and Forecasting shown in Figure 3-9 follow two phases. 

¢ƘŜ ŦƛǊǎǘ ǇƘŀǎŜ ƛǎ ƭŀōŜƭƭŜŘ ŀǎ άLƴƛǘƛŀƭ {ǘŀǘŜέΣ ǿƘŜǊŜ ƛǘ ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴǎǘŀƴǘƛŀǘŜŘ ōȅ ǘƘŜ ŜƴŘ ǳǎŜǊ 

services requested by the Compute Infrastructure Manager to start. This request triggers the start of 

the Compute Telemetry service to receive the running instance metrics and publish them in a data 

stream. Once the data stream of telemetry data is successfully in place, the SLA Manager from the 

Automation Services requests the SLAs associated with the deployed End User Service from the ACDO. 

ACDO propagates the request down to the AMSO to retrieve the available SLAs. 

¢ƘŜ ǎŜŎƻƴŘ ǇƘŀǎŜ ƴŀƳŜŘ ά¢/пΦсŀΥ ½ŜǊƻ-¢ƻǳŎƘ {[! aƻƴƛǘƻǊƛƴƎ ŀƴŘ CƻǊŜŎŀǎǘƛƴƎέ ǎǘŀǊǘǎ ǿƘŜƴ ǘƘŜ {[! 

Manager publishes an SLA event to be monitored by the Intelligent Services. The asynchronous 

communication between these services is facilitated by the Message Queue and Event Bus. Two 

ǎŜǇŀǊŀǘŜ ǘƻǇƛŎǎ ŀǊŜ ƛƴ ǇƭŀŎŜ ǘƻ ƘŀƴŘƭŜ {[! ƳƻƴƛǘƻǊ ǊŜǉǳŜǎǘǎ Ǿƛŀ ǘƘŜ ά{[! aƻƴƛǘƻǊ ¢ƻǇƛŎέ ŀƴŘ {[! 

±ƛƻƭŀǘƛƻƴǎ Ǿƛŀ ǘƘŜ ά{[! ±ƛƻƭŀǘƛƻƴ ¢ƻǇƛŎέ ǊŜǎǇŜŎǘƛǾŜƭȅΦ ²ƘŜƴ ŀ ƴŜǿ {[! ƳƻƴƛǘƻǊ ŜǾŜƴǘ ƛǎ ǇǳōƭƛǎƘŜŘΣ ǘƘŜ 

Analytics Inference receives it, parses the structure SLA definition to extract metric thresholds, after 

it requests the download of a specific Analytics Prediction Model stored in the Analytics Model 

Repository. When the SLA metrics and the model are in place, a request is sent to the SLA Monitor in 

order to start a real-time inference sub-process. This sub-process subscribes to the specified service 

Telemetry Data stored in the Compute Telemetry. Next, a continuous loop is initiated until the 

specified conditions in the SLA definition are broken (e.g., elapsed SLA monitoring duration or the 

violation of an SLA metric). Inside the loop, telemetry data are fetched from the Compute Telemetry 

service by the SLA monitor. Afterwards, the SLA monitor calculates the forecasted values using a 

sliding window methodology. If the calculated forecast exceeds the projected threshold value an event 

is published to the SLA Violation topic. The Event Handler of the Automation Services which subscribes 

to this topic is notified that a potential SLA violation is about to happen along with the calculated 

values. Eventually, if no SLA violation is observed, and the SLA monitor duration is reached the SLA 

monitor service sends a termination signal to the Analytics Inference and detaches the subscription of 

the real-time SLA telemetry data. 
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Figure 3-9: TC4.6a Zero Touch SLA Monitoring and Forecasting 

3.4.5.2 TC4.6b: Zero-Touch SLA Security (CTTC) 

The workflow on Zero-Touch SLA Security illustrated in Figure 3-10 is organized in two main phases. 

InitializationΣ ƭŀōŜƭƭŜŘ ŀǎ άLƴƛǘƛŀƭ {ǘŀǘŜέΣ is triggered manually by the user and consists on onboarding 

the network topology to the SDN controller, registering the Security SLA (SSLA) in the Security Sidecar, 

and finally, registering the SDN controller in the Security Sidecar, which triggers the retrieval of the 

network topology from the SDN controller. 

The second phase is the actual zero-touch SLA Security workflow that is triggered by the ACDO while 

deploying a new service only when it defines some connectivity service containing security 

requirements to be met. In that case, ACDO issues a request to Security Sidecar providing the 

connectivity service identifier, the SDN controller responsible for that connectivity service, and the 

SSLA identifier pointing to the security requirements to be enforced for that connectivity service. Next, 

Security Sidecar retrieves the target service from the SDN controller to discover details such as its 

path, configured IP addresses, etc. With this information, and based on the SSLA requested, Security 

Sidecar decides the security actions and configurations to be implemented for the target connectivity 

service, and crafts the appropriate payloads to materialize them, for instance, the explicit Access 

Control List (ACL) rules to be configured. Next, Security Sidecar delegates on the SDN controller to 

apply those decided actions. Eventually, the Security Sidecar returns to the ACDO the UUID of the 

security service created linked to the target connectivity service. 
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Figure 3-10: TC4.6b - Zero-Touch SLA Security 

3.4.5.3 TC4.6c: Zero-Touch SLA Preservation 

As illustrated in Figure 3-11, automation services are responsible for managing and preserving SLAs. 

They provide an API to facilitate the creation and management of SLAs. When a new SLA is created 

or updated, the automation services broadcast the changes via Kafka to the analytics services, 

allowing them to monitor the SLAs along with their associated metrics and thresholds. 

The analytics services continuously monitor and predict SLA performance, specifically looking for 

potential violations of defined metrics and thresholds. The automation services are subscribed to a 

Kafka topic that reports SLA violations. 

When either a forecasted or actual violation occurs, the analytics services notify the automation 

services via the Kafka topic. In the case of a forecasted violation, the automation services proactively 

take action by sending a reconfiguration request to ACDO in order to preserve the SLA. Similarly, 

when an actual violation is detected, the automation services react by instructing ACDO to take 

corrective measures to restore the SLA. 

Additionally, all SLA violations and corresponding actions are logged for auditing purposes, ensuring 

a transparent and traceable record of events for compliance and review. 
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Figure 3-11: TC4.6c Zero Touch SLA Preservation. 
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4. Resource Planning and Allocation 

4.1 Required Resources per Test Case 

To ensure the successful implementation of the various Test Cases, specific requirements were 

identified and categorized into functional, hardware, and software requirements. These 

requirements form the foundation for enabling the ACROSS platform to manage compute nodes 

effectively, maintain secure communication, and provide attestation services. Below is a detailed 

breakdown of these requirements: 

¶ The functional requirements outline the essential capabilities expected from the ACROSS 

platform, particularly focusing on compute node management and security features. These 

requirements are directly tied to the components responsible for fulfilling them. 

¶ The hardware requirements ensure that the necessary infrastructure is available for 

implementing this test case. These include both physical compute infrastructure and network 

infrastructure. 

¶ Finally, the software requirements detail the specific services and tools needed to support the 

test case, including their availability timeline and contributing organizations. 

Each of these requirements are presented per Test Case in the following sections. 

 

4.1.1 TC1: Stakeholder-driven zero-touch orchestration 

4.1.1.1 Test Case 1.1a 

Table 4-1: TC1.1a ɀ List of requirements from the ACROSS platform. 

ID  Fulfiller  Commitment  Requirement Body  

TC1.1a.01  ACDO  MUST  be able to manage physical and/or virtual compute nodes 
through a VIM software.  

TC1.1a.02  ACDO  MUST  be able to manage physical and/or virtual compute nodes 
through a CIM software.  

TC1.1a.03  ACROSS Security & Trust 
Attestation Service  

MUST  ensure the integrity of compute devices at boot time before 
they are onboarded.  

TC1.1a.04  ACROSS Security & Trust 
Attestation Service  

MUST  provide open interfaces to manage compute devices to be 
onboarded (and their security-related information).  

TC1.1a.05  ACROSS Security & Trust  MUST  provide secure data communication between compute devices 
and the device management layer of the platform.  

 

Table 4-2: TC1.1a ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP M12 

Switches, routers Cloud Network Infrastructure UoP M12 

 

Table 4-3: TC1.1a ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 
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K8s node Attestation Attestation security plat. service NEC M16 

OSL-Attestation integration ACDO, Attestation UoP, NEC M17 

 

4.1.1.2 Test Case 1.1b 

Table 4-4: TC1.1b ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.1b.01 ACDO MUST be able to manage SDN devices through next-
generation SDN protocols, such as P4, OpenConfig, 
gNMI, TAPI, etc. 

TC1.1b.02 ACROSS Security & Trust 
Attestation Service 

MUST ensure the integrity of network devices (e.g., P4) at 
boot time before they are onboarded. 

TC1.1b.03 ACROSS Security & Trust 
Attestation Service 

MUST provide open interfaces to manage network 
devices (e.g., P4) to be onboarded (and their 
security-related information). 

TC1.1b.04 ACROSS Security & Trust MUST provide secure data communication between 
network devices and the device management layer 
of the platform. 

 

Table 4-5: TC1.1b ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP M12 

Switches, routers Cloud Network Infrastructure UoP M12 

 

Table 4-6: TC1.1b ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice (OSL) ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

P4 Stratum switch P4 software switch UBI M21 

ETSI TeraFlowSDN (TFS) P4 controller UBI M21 

P4 soft. switch Attestation Attestation security plat. service NEC M22 

OSL-Attestation integration ACDO, Attestation UoP, NEC M17 

OSL-TFS integration ACDO, SDN controller UoP, UBI, CTTC M22 

 

4.1.1.3 Test Case 1.1c  

Table 4-7: TC1.1c ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.1c.01 ACDO MUST be able to manage 5G RAN devices through a respective 
controller. 

TC1.1c.02 ACROSS Security & Trust 
Attestation Service 

MUST ensure the integrity of 5G RAN devices at boot time 
before they are onboarded. 

TC1.1c.03 ACROSS Security & Trust 
Attestation Service 

MUST provide open interfaces to manage 5G RAN devices to be 
onboarded (and their security-related information). 

TC1.1c.04 ACROSS Security & Trust MUST provide secure data communication between 5G RAN 
devices and the device management layer of the 
platform. 
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Table 4-8: TC1.1c ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Amarisoft gNB 5G gNB UoP M12 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-9: TC1.1c ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

open5GS 5G CN infrastructure service UoP M12 

5G gNB Attestation Attestation security plat. service NEC M17 

OSL-Attestation integration ACDO, Attestation UoP, NEC M17 

 

4.1.1.4 Test Case 1.2a 

Table 4-10: TC1.2a ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.2a.01 ACROSS Telemetry MUST be able to manage telemetry services on physical and/or virtual 
compute nodes through a VIM software. 

TC1.2a.02 ACROSS Telemetry MUST be able to manage container telemetry services through a CIM 
software. 

TC1.2a.03 ACROSS Telemetry SHOULD support open protocols for compute telemetry services, such as 
Open Telemetry Protocol (OTLP). 

TC1.2a.04 AMSO and ACDO MUST integrate cloud telemetry with state-of-the-art open-source 
industrial-grade cloud telemetry software, such as Prometheus. 

TC1.2a.05 ACROSS Telemetry MUST be able to scale cloud telemetry services on demand. 

TC1.2a.06 ACROSS Telemetry MUST persist compute telemetry data, ensuring high availability. 

TC1.2a.07 ACROSS Telemetry MUST provide timestamped information on data metrics across 
domains. 

 

Table 4-11: TC1.2a ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-12: TC1.2a ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

Prometheus K8s telemetry Compute telemetry plat. service UoP M12 
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OSL-Attestation integration ACDO, Attestation UoP, NEC M17 

 

4.1.1.5 Test Case 1.2b  

Table 4-13: TC1.2b ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.2b.01 ACROSS 
Telemetry 

MUST be able to manage telemetry services on software and hardware 
based SDN switches through an SDN controller. 

TC1.2b.02 ACROSS 
Telemetry 

MUST support open protocols for network telemetry services, such as 
gNMI, P4Runtime, OpenConfig, etc. 

TC1.2b.03 ACROSS 
Telemetry 

MUST support both in-band and out-of-band network telemetry. 

TC1.2b.04 ACDO MUST integrate network telemetry with state-of-the-art open-source 
industrial-grade cloud telemetry software, such as Prometheus. 

TC1.2b.05 ACROSS 
Telemetry 

MUST be able to scale network telemetry services (i.e., the collector) 
on demand. 

 

Table 4-14: TC1.2b ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP M12 

Switches, routers Cloud Network Infrastructure UoP M12 

 

Table 4-15: TC1.2b ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice (OSL) ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

P4 Stratum switch P4 software switch UBI M21 

P4.org Application WG In-
band Network Telemetry 
(INT) specification v0.5 [2] 

P4 in-band network telemetry 
implementation in ETSI TFS 

UBI M21 

ETSI TeraFlowSDN (TFS) P4 controller UBI M21 

OSL-TFS integration ACDO, SDN controller UoP, UBI, CTTC M22 

 

4.1.1.6 Test Case 1.2c 

Table 4-16: TC1.2c ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.2c.01 ACROSS 
Telemetry 

MUST be able to manage telemetry services on 5G RAN elements 
through a 5G RAN controller. 

TC1.2c.02 ACDO MUST integrate RAN telemetry with state-of-the-art open-source 
industrial-grade cloud telemetry software, such as Prometheus. 

TC1.2c.03 ACROSS 
Telemetry 

MUST be able to scale RAN telemetry services (i.e., the collector) on 
demand. 

 

Table 4-17: TC1.2c ɀ List of hardware requirements. 

Name  Type Provided By Avaialble In 
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Amarisoft gNB 5G gNB UoP M12 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-18: TC1.2c ɀ List of software requirements. 

Name  Type Provided By Avaialble In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

open5GS 5G CN infrastructure service UoP M12 

5G gNB Attestation Attestation security plat. service NEC M17 

OSL-RAN Telemetry integration ACDO, Telemetry UoP M12 

 

4.1.1.7 Test Case 1.3a 

Table 4-19: TC1.3a ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.3a.01 AMSO and 
ACDO 

MUST provide a standardized northbound API for describing service 
specifications. 

TC1.3a.02 AMSO and 
ACDO 

MUST provide a standardized northbound API for describing service 
categories, where one or more service specifications may belong 
to. 

TC1.3a.03 AMSO and 
ACDO 

MUST provide a standardized northbound API for describing service 
catalogs, where one or more service categories may belong to. 

TC1.3a.04 AMSO and 
ACDO Storage 

MUST persist service specifications, categories, and catalogs to allow 
recovery in case of service downtimes. 

 

Table 4-20: TC1.3a ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-21: TC1.3a ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

Kubernetes CIM infrastructure service UoP M12 

 

4.1.1.8 Test Case 1.3b  

Table 4-22: TC1.3b ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.3b.01 AMSO and 
ACDO 

MUST provide a standardized northbound API for describing service 
orders. 

TC1.3b.02 AMSO and 
ACDO 

MUST persist service orders and their state to allow recovery in case of 
service downtimes. 
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TC1.3b.03 AMSO and 
ACDO 

MUST translate end-to-end service orders into subsequent service 
orders that prepare the underlying compute and network 
resources for the end-to-end service as well as their telemetry. 

 

Table 4-23: TC1.3b ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-24: TC1.3b ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M22 

 

4.1.1.9 Test Case 1.3c 

Table 4-25: TC1.3c ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.3c.01 AMSO and 
ACDO 

MUST provide a standardized northbound API for describing service 
updates. 

TC1.3c.02 AMSO MUST translate end-to-end service updates into subsequent service 
updates that aim to update the underlying compute and/or 
network resources. 

TC1.3c.03 AMSO and 
ACDO 

SHOULD provide a policy API for executing service operations, such as 
updates. 

 

Table 4-26: TC1.3c ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-27: TC1.3c ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 
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Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M22 

 

4.1.1.10 Test Case 1.3d  

Table 4-28: TC1.3d ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.3d.01 ACDO MUST be able to update network resources on demand. 

TC1.3d.02 ACDO MUST be able to react to events stemming from the underlying 
compute and network resources in an asynchronous way. 

TC1.3d.03 ACDO MUST be able to scale compute and network resources in/out upon 
relevant events. 

 

Table 4-29: TC1.3d ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Amarisoft gNB 5g gNB UOP M12 

Switches, routers Cloud Network Infrastructure UoP M12 

 

Table 4-30: TC1.3d ɀ List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

 

4.1.1.11Test Case 1.4a  

Table 4-31: TC1.4a ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.4a.01 AMSO MUST be able to augment end-user service graphs with additional 
services on demand. 

TC1.4a.02 AMSO MUST ensure service continuity while dynamically augmenting a 
service graph. 

 

Table 4-32: TC1.4a ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 
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Table 4-33: TC1.4a ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M22 

 

4.1.1.12 Test Case 1.4b  

Table 4-34: TC1.4b ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.4b.01 ACDO MUST be able to secure important services by 
controlling/filtering the amount of traffic that reaches 
these services. 

TC1.4b.02 ACDO MUST ensure service continuity while dynamically updating a 
service. 

 

Table 4-35: TC1.4b ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-36: TC1.4b ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

5GC Traffic filtering NF Traffic Filtering  service UoP M16 

 

4.1.1.13 Test Case 1.4c 

Table 4-37: TC1.4c - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC1.3c.01 ACROSS Secuity & Trust 
Attestation Service 

MUST Detect unhealthy node (i.e., failed node attestation) and 
trigger countermeasures (i.e., the migration of 
containers in this test case). 
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TC1.3c.02 ACROSS Security & Trust 
Migration Service 

MUST Support the migration containers from the unhealthy 
node to a healthy node (identified by the ACDO). 

TC1.3c.03 Migration Service MUST Take periodic snapshots of the containers 

TC1.3c.04 Migration Service SHOULD Maintain state of stateful containers. 

TC1.3c.05 Migration Service SHOULD Be triggered by the ACDO 

 

Table 4-38: TC1.4c - List of hardware Requirements 

Name  Type Provided By Avaialble In 

Physical Servers  Cloud Compute Infrastructure UoP M12 

Compute nodes (VMs) with 
a root of trust 

Cloud Network Infrastructure UoP M12 

 

Table 4-39: TC1.4c - List of software Requirements 

Name  Type Provided By Avaialble In 

Node attestation Attestation plat. service NEC M17 

Container migration Migration platform service (including 
migration agent for recording container 
states) 

NEC M30 

ETSI OpenSlice ACDO UoP M12 

 

4.1.2 TC2: Device-driven zero-touch orchestration 

4.1.2.1 Test Case 2.1a 

Table 4-40: TC2.1a - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC2.1a.01 ACDO MUST  be able to manage Container-based deployments through a CIM 
software.  

TC2.1a.02 ACDO MUST  be able to manage CIMs either directly or through an NFVO 
software.  

TC2.1a.03 ACDO MUST  be able to receive metrics related to the 5GS. 

TC2.1a.04 ACDO MUST  be able to reconfigure the 5GC in response to an event or a policy 
trigger. 

 

Table 4-41: TC2.1a - List of hardware Requirements 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-42: TC2.1a - List of software Requirements 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

Monitoring integration Sofrware UoP  M18 
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4.1.2.2 Test Case 2.1b  

Table 4-43: TC2.1b - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC2.1b.01 ACDO MUST  be able to manage Container-based deployments through a CIM 
software.  

TC2.1b.02 ACDO MUST  be able to manage CIMs either directly or through an NFVO 
software.  

TC2.1b.03 ACDO MUST  be able to receive metrics related to the 5GS. 

TC2.1b.04 ACDO MUST  be able to reconfigure the 5GC in response to an event or a policy 
trigger. 

 

Table 4-44: TC2.1b - List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-45: TC2.1b - List of software Requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

Monitoring integration Sofrware UoP  M18 

 

4.1.2.3 Test Case 2.2 

Table 4-46: TC2.2 ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC2.2.01 ACDO MUST be able to manage Container-based deployments through a CIM 

software.  

TC2.2.02 ACDO MUST be able to manage CIMs either directly or through NFVO 

software.  

TC2.2.03 ACDO MUST be able to subscribe to an SDN Controller to be notified about 

ŜǾŜƴǘǎ ǊŜƎŀǊŘƛƴƎ ŀ {ǿƛǘŎƘΩǎ ōŀƴŘǿƛŘǘƘΦ 

TC2.2.04 SDN Controller MUST be able to monitor {ǿƛǘŎƘΩǎ bandwidth. 

TC2.2.05 SDN Controller MUST be able to load P4 program to the underlying hardware. 

TC2.2.05 SDN Controller MUST Be able to offload 5G UPF into a programmable switch 

 

 Table 4-47: TC2.2 ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP M12 

Switches, routers Cloud Network Infrastructure UoP M12 

 

Table 4-48: TC2.2 ɀ List of software requirements. 
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Name  Type Provided By Available In 

ETSI OpenSlice (OSL) ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

2x P4 Stratum switches P4 software switch UBI M27 

P4.org Application WG In-
band Network Telemetry 
(INT) specification v0.5 [2] 

P4 in-band network telemetry 
implementation in ETSI TFS 

UBI M21 

P4-based 5G UPF P4-based 5G UPF implementation in ETSI 
TFS 

UBI M30 

ETSI TeraFlowSDN (TFS) P4 controller UBI M21 

OSL-TFS integration ACDO, SDN controller UoP, UBI, CTTC M22 

 

4.1.2.4 Test Case 2.3 

Table 4-49: TC2.3 - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC2.3.01 ACDO MUST be able to manage 5G gNBs through a Radio Controller software.  

TC2.3.02 ACDO MUST be able to subscribe to a 5GC to receive analytics. 

TC2.3.03 ACDO MUST be able to reconfigure a gNB Tx/Rx power in response to an event 

or a policy trigger. 

TC2.1a.04 Radio 

Controller 

MUST be able to manage 5G gNBs in response to a request from the 

ACDO.  

 

Table 4-50: TC2.3 - List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-51: TC2.3 - List of software requirements. 

Name  Type Provided By Available In 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

RAN Controller Software UoP  M12 

 

 

4.1.3 TC3: Intelligence-driven zero-touch orchestration 

4.1.3.1 Test Case 3.1 

Table 4-52: TC3.1 ɀ List of requirements from the ACROSS platform 

ID Fulfiller  Commitment Requirement Body 

TC3.1.01 ACROSS SHOULD be able a priori to predict the required resources in any domain to 

reduce service degradation 

TC3.1.02 NDT-aaS MUST be able to produce large volumes of synthetic data traffic 
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TC3.1.03 NDT-aaS MUST be able to generate different traffic profiles 

TC3.1.04 NDT-aaS MUST be able to emulate realistic network environments  

TC3.1.05 NDT-aaS MUST be able to emulate congestion problems in the deployed network 

environment  

TC3.1.06 NDT-aaS MUST  be able to employ tools for monitoring network metrics and 

resource utilization of virtualized functions 

TC3.1.07 AI * aaS MUST provide explainable AI decisions following the framework 

proposed in the guidance document ETSI GR SAI 002 to ensure 

transparency and interpretability 

TC3.1.08 AI * aaS SHOULD provide comprehensive documentation for each available AI 

model, including detailed descriptions of the model's purpose, 

inputs, outputs, limitations, and recommended use cases. The 

documentation should also include information on model training 

data, performance metrics, and any specific prerequisites or 

dependencies required for successful utilization of the model. 

TC3.1.09 
AI * aaS MUST 

enable a callback to trigger a potential zero-touch operation in 

response to the outcome of the AI engine. 

TC3.1.10 
AI * aaS MUST 

be able to train models that forecast congestion problems in the 

network using emulated network traffic 

TC3.1.11 
AI * aaS MUST 

be able to forecast congestion problems using stored models and 

emulated network traffic 

 

Table 4-53: TC3.1 - List of hardware requirements 

Name  Type Provided By 

Dell Intel Xeon Gold 6430 Processor UPM 

DDR4-2666 RAM UPM 

Dell Intel Xeon Silver 4410Y Controller UPM 

Dell EMC PowerEdge Switch Optical network module Ethernet network module UPM 

 

Table 4-54: TC3.1 - List of software requirements 

Name  Type Provided By Avaialble In 

Kubernetes cluster Container Orchestration Platform UPM M16 

Kubernetes Network 
Emulator 

Network Emulator OpenConfig M16 

MetalLB Load Balancer The Linux Foundation M16 

Flannel CNI plugin  Flannel-io M16 

cEOS-lab Router image Arista M16 

Docker Container run interface Docker, Inc.  M16 

MQTT Message Queuing Telemetry Transport https://mosquitto.org/ M16 

Kafka Event streaming platform https://kafka.apache.org/ M16 

Docker Probes Development for data collection UPM M18 

Docker Servers Synthetic Traffic Generator UPM M18 

 

4.1.3.2 Test Case 3.2 

Table 4-55: TC3.2 ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC3.2.01 ACROSS MUST be able to configure the network dynamically to select specific 
network paths for the traffic 
 

https://kafka.apache.org/


59 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

TC3.2.03 NDT-aaS MUST be able to produce large volumes of synthetic data traffic 

TC3.2.04 NDT-aaS MUST be able to emulate realistic network environments  

TC3.2.05 NDT-aaS MUST be able to emulate different links with different energy costs  

TC3.2.06 NDT-aaS MUST  be able to employ tools for monitoring energy efficient within 
the links  

TC3.2.07 AI * aaS MUST provide explainable AI decisions following the framework 
proposed in the guidance document ETSI GR SAI 002 to ensure 
transparency and interpretability 

TC3.2.08 AI * aaS SHOULD provide comprehensive documentation for each available AI 
model, including detailed descriptions of the model's purpose, 
inputs, outputs, limitations, and recommended use cases. The 
documentation should also include information on model 
training data, performance metrics, and any specific 
prerequisites or dependencies required for successful utilization 
of the model. 

TC3.2.09 
AI * aaS MUST 

enable a callback to trigger a potential zero-touch operation in 
response to the outcome of the AI engine. 

TC3.2.10 
AI * aaS MUST 

be able to train models that infer network node energy 
consumption in the network using emulated network traffic 

TC3.2.11 
AI * aaS MUST 

be able to select the paths with lowest energy cost using stored 
models and emulated network traffic 

 

Table 4-56: TC3.2 ɀ List of hardware requirements. 

Name  Type Provided By 

Commercial Routers Physical Network Equipment TID 

Dell Intel Xeon Gold 6430 Processor UPM 

DDR4-2666 RAM UPM 

Dell Intel Xeon Silver 4410Y Controller UPM 

Dell EMC PowerEdge Switch Optical network module Ethernet network module UPM 

 

Table 4-57: TC3.2 ɀ List of software requirements. 

Name  Type Provided By 
Availabl

e In 

Kubernetes cluster  4 nodes v1.27.3  UPM  M16  

ContainerLab/Clabernetes (c9s)  Network emulation  
containerlab.d

ev  
M16  

Vrnetlab  
VM-container 

converter  
vrnetlab  M16  

VNX  Network emulation  UPM-GIROS  M16  

CANDIL  
Context-Aware 

Network Data 

Integration Loom  

UPM-

GIROS/TID  
M16  

Ixia Breaking Point  
Generator of 

synthetic traffic  
Keysight  M16  

Spirent C1 
Generator of 

synthetic traffic 
UPM/TID M16 

Iperf 
Generator of 

synthetic traffic 
https://iperf.f

r/  
M16 

Apache Flink 
Computations over 

Data Streams 
https://flink.a

pache.org/ 
M16 

NetworkX Python library 
Network graphs for 

route calculation 

https://netwo

rkx.org/ 
M16 

https://iperf.fr/
https://iperf.fr/
https://flink.apache.org/
https://flink.apache.org/
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FRR 
Internet routing 

protocol suite for 

Linux 

https://frrouti

ng.org/ 
M16 

Apache Kafka 
Event streaming 

platform 
https://kafka.

apache.org/ 
M16 

Prometheus Node 

Exporter 

Exporter for 

hardware and OS 

metrics 

https://github

.com/prometh

eus/node_expo

rter 

M16 
 

 

4.1.3.3 Test Case 3.3 

Table 4-58: TC3.3 - List of requirements from the ACROSS platform. 

ID Fulfiller  Commitment Requirement Body 

TC3.3.01 ACROSS SHOULD be able to support any traffic evolution a priori to enhance the 

QoS requirements 

TC3.3.02 ACROSS SHOULD be able to predict the traffic required for QoS support in all 

domains 

TC3.3.03 NDT-aaS MUST be able to emulate realistic network environments  

TC3.3.04 NDT-aaS MUST be able to generate large volume of network traffic 

TC3.3.05 NDT-aaS  MUST be able to emulate different traffic profiles 

TC3.3.06 NDT-aaS MUST be able to emulate different QoS degradation variables within the 

network links such as jitter or latency  

TC3.3.07 NDT-aaS MUST  be able to employ tools for monitoring network metrics and 

resource utilization of virtualized functions 

TC3.3.08 AI * aaS MUST provide explainable AI decisions following the framework 

proposed in the guidance document ETSI GR SAI 002 to ensure 

transparency and interpretability 

TC3.3.09 AI * aaS SHOULD provide comprehensive documentation for each available AI 

model, including detailed descriptions of the model's purpose, 

inputs, outputs, limitations, and recommended use cases. The 

documentation should also include information on model training 

data, performance metrics, and any specific prerequisites or 

dependencies required for successful utilization of the model. 

TC3.3.10 
AI * aaS MUST 

enable a callback to trigger a potential zero-touch operation in 

response to the outcome of the AI engine. 

TC3.3.11 
AI * aaS MUST 

be able to train models that forecast QoS degradation in the 

network using emulated network traffic 

TC3.3.12 
AI * aaS MUST 

be able to forecast QoS degradation using stored models and 

emulated network traffic 

 

Table 4-59: TC3.3 - List of hardware requirements 

Name  Type Provided By 

Dell Intel Xeon Gold 6430 Processor UPM 

DDR4-2666 RAM UPM 

Dell Intel Xeon Silver 4410Y Controller UPM 

Dell EMC PowerEdge Switch Optical network module Ethernet network module UPM 

 

Table 4-60: TC3.3 - List of software requirements 

Name  Type Provided By Avaialble In 

Kubernetes cluster Container Orchestration Platform UPM M16 

Kubernetes Network 
Emulator 

Network Emulator OpenConfig M16 

https://frrouting.org/
https://frrouting.org/
https://kafka.apache.org/
https://kafka.apache.org/
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
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MetalLB Load Balancer The Linux Foundation M16 

Flannel CNI plugin  Flannel-io M16 

cEOS-lab Router image Arista M16 

Docker Container run interface Docker, Inc.  M16 

MQTT Message Queuing Telemetry Transport https://mosquitto.org/ M16 

Kafka Event streaming platform https://kafka.apache.org/ M16 

Docker Probes Development for data collection UPM M18 

Docker Servers Synthetic Traffic Generator UPM M18 

 

4.1.3.4 Test Case 3.4 

Table 4-16: TC3.4 ɀ List of requirements from the ACROSS platform 

ID Fulfiller  Commitment Requirement Body 

TC3.4.01 ACROSS MUST be able to predict any violation in SLA through the telemetry 

systems in order to result to reduction of service degradation. 

TC3.4.02 NDT-aaS MUST be able to emulate realistic network environments  

TC3.4.03 NDT-aaS MUST be able to generate large volume of network traffic 

TC3.4.04 NDT-aaS  MUST be able to emulate different traffic profiles 

TC3.4.05 NDT-aaS MUST be able to emulate different SLA violations variables within the 

network links such as jitter, latency or errors 

TC3.4.06 NDT-aaS MUST  be able to employ tools for monitoring network metrics and 

resource utilization of virtualized functions 

TC3.4.07 AI * aaS MUST provide explainable AI decisions following the framework 

proposed in the guidance document ETSI GR SAI 002 to ensure 

transparency and interpretability 

TC3.4.08 AI * aaS SHOULD provide comprehensive documentation for each available AI 

model, including detailed descriptions of the model's purpose, 

inputs, outputs, limitations, and recommended use cases. The 

documentation should also include information on model training 

data, performance metrics, and any specific prerequisites or 

dependencies required for successful utilization of the model. 

TC3.4.09 
AI * aaS MUST 

enable a callback to trigger a potential zero-touch operation in 

response to the outcome of the AI engine. 

TC3.4.10 
AI * aaS MUST 

be able to train models that forecast SLA violations in the 

network using emulated network traffic 

TC3.4.11 
AI * aaS MUST 

be able to forecast SLA violations using stored models and 

emulated network traffic 

 

Table 4-61: TC3.4 - List of hardware requirements 

Name  Type Provided By 

Dell Intel Xeon Gold 6430 Processor UPM 

DDR4-2666 RAM UPM 

Dell Intel Xeon Silver 4410Y Controller UPM 

Dell EMC PowerEdge Switch Optical network module Ethernet network module UPM 

 

Table 4-62: TC3.4 ɀ List of software requirements 

Name  Type Provided By Avaialble In 

Kubernetes cluster Container Orchestration Platform UPM M16 

Kubernetes Network 
Emulator 

Network Emulator OpenConfig M16 

https://kafka.apache.org/
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MetalLB Load Balancer The Linux Foundation M16 

Flannel CNI plugin  Flannel-io M16 

cEOS-lab Router image Arista M16 

Docker Container run interface Docker, Inc.  M16 

MQTT Message Queuing Telemetry Transport https://mosquitto.org/ M16 

Kafka Event streaming platform https://kafka.apache.org/ M16 

Docker Probes Development for data collection UPM M18 

Docker Servers Synthetic Traffic Generator UPM M18 

 

4.1.3.5 Test Case 3.5 

Table 4-63: TC3.5 ɀ List of requirements from the ACROSS platform. 

ID  Fulfiller  Commitment  Requirement Body  

TC3.5.01 ACROSS MUST be able to predict any DDoS attack through the telemetry 
systems in order to result to reduction of service 
degradation. 

TC3.5.02 NDT-aaS MUST be able to emulate realistic network environments  

TC3.5.03 NDT-aaS MUST be able to generate large volume of network traffic 

TC3.5.04 NDT-aaS MUST be able to emulate different traffic profiles 

TC3.5.05 NDT-aaS MUST be able to emulate different types of standard, heavy hitter 
traffic and DDoS attacks 

TC3.5.06 NDT-aaS MUST  be able to employ tools for monitoring network metrics and 
resource utilization of virtualized functions 

TC3.5.07 AI * aaS MUST provide explainable AI decisions following the framework 
proposed in the guidance document ETSI GR SAI 002 to 
ensure transparency and interpretability 

TC3.5.08 AI * aaS SHOULD provide comprehensive documentation for each available AI 
model, including detailed descriptions of the model's 
purpose, inputs, outputs, limitations, and recommended use 
cases. The documentation should also include information 
on model training data, performance metrics, and any 
specific prerequisites or dependencies required for 
successful utilization of the model. 

TC3.5.09 AI * aaS MUST enable a callback to trigger a potential zero-touch operation 
in response to the outcome of the AI engine. 

TC3.5.10 AI * aaS MUST be able to train models that predict Heavy Hitter traffic in the 
network using emulated network traffic 

TC3.5.11 AI * aaS MUST be able to train models that classify heavy hitter traffic as 
benign or a specific type of attack using emulated network 
traffic 

TC3.5.12 AI * aaS MUST be able to predict Heavy Hitter traffic using stored models 
and emulated network traffic 

TC3.5.13 AI * aaS MUST be able to classify heavy hitter traffic as benign or a specific 
type of attack using stored models and emulated network 
traffic 

TC3.5.14 S&T DDoS Detector MUST Be able to detect attacks based on inputs from AI Inference 
component and notify DDoS Mitigator 

TC3.5.15 S&T DDoS Mitigator MUST Be able to compose network Access Control List (ACL) rules 
to mitigate detected attacks, decide device where the rule 
needs to be installed, and instruct SDN Controller to carry on 
the network ACL rule installation. 

TC3.5.16 SDN Controller 
(ETSI TeraFlowSDN) 

MUST Be able to install and manage network ACL rules in network 
devices 

 

https://kafka.apache.org/
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Table 4-64: TC3.5 ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Servers Virtualized Infrastructure for the NDT TID M12 

Servers 
Virtualized Infrastructure for Security & 

Trust and TeraFlowSDN controller 
CTTC M26 

 

Table 4-65: TC3.5 ɀ List of software requirements. 

Name  Type Provided By Available In 

Kubernetes cluster Container Orchestration Platform TID M12 

Kubernetes Network 
Emulator 

Network Emulator OpenConfig M12 

MetalLB Load Balancer The Linux Foundation M12 

Flannel CNI plugin  Flannel-io M12 

cEOS-lab Router image Arista M12 

Docker Container run interface Docker, Inc.  M12 

Ansible  Automation Tool Red Hat M14 

AI Services Docker images for the AI processing of 
network data 

UPM-MMB M18 

Security & Trust DDoS 
Detector 

Distributed Denial of Service Attack 
Detector 

CTTC M18 

Security & Trust DDoS 
Mitigator 

Distributed Denial of Service Attack 
Mitigator 

CTTC M26 

OpenStack Dalmatial 
2024.2 

Cloud Resource Orchestrator OpenStack M22 

ETSI TeraFlowSDN SDN controller CTTC M26 

 

 

4.1.4 TC4: Holistic zero-touch orchestration 

4.1.4.1 Test Case 4.1 

Table 4-66: TC4.1 ɀ List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC4.1.01 ACROSS MUST provide a portal to all of its stakeholders through the AMSO. 

TC4.1.02 ACROSS portals MUST be publicly accessible. 

TC4.1.03 ACROSS portals MUST allow ACROSS stakeholders to register to the platform. 

TC4.1.04 ACROSS portals MUST associate ACROSS ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŀŎŎƻǳƴǘǎ ǿƛǘƘ ǊŜƭŜǾŀƴǘ ǊƻƭŜǎΦ 

TC4.1.05 ACROSS portals MUST offer a domain registration view to ACROSS stakeholders. This 
view will allow stakeholders to declare useful information on 
new domains that they wish to bring under the ACROSS realm. 

TC4.1.06 AMSO MUST offer client-side services that allow seamless (one touch) 
registration of a new domain to the ACROSS ZTC fabric. These 
services must be accessible through the ACROSS portal. 

TC4.1.07 ACROSS portals MUST offer a service registration view where domain owners will be 
able to declare services, they wish to expose through the ZTC 
fabric. 

 

Table 4-67: TC4.1 ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 



64 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-68: TC4.1 ɀ List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M30 

 

4.1.4.2 Test Case 4.2 

Table 4-69: TC4.2 - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC4.2.01 New ACDO instances MUST ōŜ ƛƴƛǘƛŀǘŜŘ ōȅ ŀƴ ƛƴƛǘƛŀƭ άǘǊǳǎǘŜŘέ ŘƻƳŀƛƴ 

TC4.2.02 ACDO expansion MUST be provided as a service to the AMSO 

TC4.2.03 ACDO expansion MUST be performed by a trusted ACDO instance 

TC4.2.04 AMSO MUST persist ACDO instances (aka domains) to its resource catalog 

 

Table 4-70: TC4.2 - List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

Switches, routers Cloud Network Infrastructure UoP, UBI M12 

 

Table 4-71: TC4.2 - List of software requirements. 

Name  Type Provided By Available In 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti integration AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M30 

 

 

4.1.4.3 Test Case 4.3 
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Table 4-72: TC4.3 - List of requirements from the ACROSS platform. 

ID Fulfiller Commitment Requirement Body 

TC4.3.01 ACDO MUST ƳŀƴŀƎŜ ŀ ŘƻƳŀƛƴΩǎ ŎƻƳǇǳǘŜ ǊŜǎƻǳǊŎŜǎ Ǿƛŀ ŀ /ƻƳǇǳǘŜ 
Infrastructure Manager (e.g., Kubernetes). 

TC4.3.02 ACDO MUST manage 5G core network functions via a 5G core network 
controller. 

TC4.3.03 ACDO MUST manage 5G radio access network (RAN) functions via a 5G RAN 
controller. 

TC4.3.04 ACDO MUST manage transport network resources via an SDN controller. 

TC4.3.05 ACDO SHOULD exploit an NFV orchestrator (NFVO) for managing virtual or 
physical network functions. This could be bypassed if the NFs are 
directly deployed on the compute cluster (e.g., via Kubernetes). 

 

 

The software and hardware requirements of TC4.3 are identical with the requirements of TC4.2 

provided in Section 4.1.4.2 

 

4.1.4.4 Test Case 4.4 

The requirements of TC4.4 are identical with the requirements of TC1.3a, provided in Section 

4.1.1.7. 

4.1.4.5 Test Case 4.5 

The requirements of TC4.4 are identical with the requirements of TC1.3a, provided in Section 

4.1.1.8. 

4.1.4.6 Test Case 4.6 

Table 4-73: TC4.6 ɀ List of requirements from the ACROSS platform. 

ID Fulfiller  Commitment Requirement Body 

TC4.6.01 ACROSS MUST  provide a way for SLA definition. 

TC4.6.02 ACROSS MUST provide Intelligent services (AI-based or Analytics-based) to 

forecast potential SLA violations 

TC4.6.03 ACROSS MUST provide Security & Trust services to ensure security and trust 

aspects of end usersô SLAs 

TC4.6.04 ACROSS MUST Provide Automation services to act upon potential SLA 

violations in a zero-touch manner 

TC4.6.05 Intelligent 

Platform 

Services 

MUST Throw asynchronous events to other interested services regarding 

forecasted SLA violations 

TC4.6.06 Automation 

Platform 

Services 

MUST Register to events thrown by Intelligent Platform Services and 

provide handlers for these events based on policies 

TC4.6.07 AMSO / 

ACDO 

MUST be able to accept recommendations from Automation services 

regarding service-level adaptations. 

TC4.6.08 Security & 

Trust Platform 

Services 

MUST Be able to accept requests from ACDO demanding security 

requirements for connectivity services, translate them into static 

network Access Control List (ACL) rules, and delegate their 

installation on an SDN controller 

TC4.6.09 SDN 

Controller 

MUST Dispatch requests to configure network Access Control List 

(ACL) rules on devices. 
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Table 4-74: TC4.6 ɀ List of hardware requirements. 

Name  Type Provided By Available In 

Physical Servers  Cloud Compute Infrastructure UoP, UBI M12 

vFirewall Virtual Firewall VM CTTC M30 

Physical Servers Cloud Compute Infrastructure LMI, WINGS M12 

 

Table 4-75: TC4.6 ɀ List of software requirements. 

Name  Type Provided By Available In 

Analytics Analytics K3Y M18 

Analytics Model Repository Analytics Model Repository K3Y M18 

Message Queue, Message 
& Event Bus 

Communication Platform Services K3Y M18 

SLA Manager Automation Services LMI, WINGS M18 

Maestro AMSO UBI M13 

ETSI OpenSlice ACDO UoP M12 

Kubernetes CIM infrastructure service UoP M12 

OpenZiti ACROSS Integration Fabric NOVA M13 

Maestro - OSL integration AMSO, ACDO UBI, UoP M17 

Maestro - OpenZiti 
integration 

AMSO, ZTC UBI, NOVA M14 

OSL - OpenZiti integration ACDO, ZTC UoP, NOVA M14 

Maestro portal AMSO portal UBI M30 

OpenSTO Security & Trust Sidecar CTTC M30 

ETSI TeraFlowSDN SDN Controller CTTC M30 

vFirewall Virtual Firewall VM CTTC M30 

 

4.2 Implementation Time Plan  

This section outlines the planned timeline for the implementation of test cases within the ACROSS 

project. Each test case is mapped to a structured timeline, aligning with the ACROSS development 

cycles.   

The time plan for each test case and sub-cases, where relevant, is presented in the following 

subsections, detailing the timeline and the responsible partners for execution. 

 

4.2.1 TC1: Stakeholder-driven zero-touch orchestration 

4.2.1.1 Test Case 1.1 

In TC1.1 we have created an implementation plan that covers common tasks across TC1.1a-c (see 

Figure 4-1) as well as individual implementation plans for the three sub-cases (see Figure 4-2 for 

TC1.1a, Figure 4-3 for TC1.1b, and Figure 4-4 for TC1.1c). 
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Figure 4-1: Implementation plan for common elements in TC1.1. 

 

Figure 4-2: Implementation plan for TC1.1a. 

 

Figure 4-3: Implementation plan for TC1.1b. 

 

Figure 4-4: Implementation plan for TC1.1c. 

4.2.1.2 Test Case 1.2 

In TC1.2 we have created separate implementation plans for each sub-test case, specifically for 

TC1.2a (see Figure 4-5), for TC1.2b (see Figure 4-6) and for TC1.2c (see Figure 4-7). 

 

 

Figure 4-5: Implementation plan for TC1.2a. 
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Figure 4-6: Implementation plan for TC1.2b. 

 

Figure 4-7: Implementation plan for TC1.2c. 

4.2.1.3 Test Case 1.3 

In TC1.3 we have created an implementation plan that covers common tasks across TC1.3a-d (see 

Figure 4-8) as well as individual implementation plans for the four sub-cases (see Figure 4-9 for 

TC1.3a, Figure 4-10 for TC1.3b, Figure 4-11 for TC1.3c, and Figure 4-12 for TC1.3d). 

Implementation plans for TC1.3a and for TC1.3b are repeated as TC4.4 and TC4.5 respectively. 

 

Figure 4-8: Implementation plan for common elements in TC1.3. 

 

Figure 4-9: Implementation plan for TC1.3a (repeated as TC4.4). 

 

Figure 4-10: Implementation plan for TC1.3b (repeated as TC4.5). 



69 
 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

 

Figure 4-11: Implementation plan for TC1.3c. 

 

Figure 4-12: Implementation plan for TC1.3d. 

4.2.1.4 Test Case 1.4 

In TC1.4 we have created separate implementation plans for each sub-test case, specifically for 

TC1.4a (see Figure 4-13), for TC1.4b (see Figure 4-14) and for TC1.4c (see Figure 4-15). 

 

 

Figure 4-13: Implementation plan for TC1.4a. 

 

Figure 4-14: Implementation plan for TC1.4b. 

 

Figure 4-15: Implementation plan for TC1 .4c. 

4.2.2 TC2: Device-driven zero-touch orchestration 

4.2.2.1 Test Case 2.1 

In TC2.1 we have created separate implementation plans for each sub-test case, specifically for 

TC2.1a (see Figure 4-16), and for TC2.1b (see Figure 4-17). 
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Figure 4-16: Implementation plan for TC2.1a. 

 

Figure 4-17: Implementation plan for TC2.1b. 

4.2.2.2 Test Case 2.2 

In the following figure, we are presenting the implementation plan for TC2.2 (see Figure 4-18). 

 

 

Figure 4-18: Implementation plan for TC2.2. 

4.2.2.3 Test Case 2.3  

In the following figure, we are presenting the implementation plan for TC2.3 (see Figure 4-19). 

 

Figure 4-19: Implementation plan for TC2.3. 

 

4.2.3 TC3: Intelligence-driven zero-touch orchestration 

4.2.3.1 Test Case 3.1 

In the following figures we are presenting the implementation plan for TC3.1 during the first and the 

second implementation cycles of ACROSS. (see Figure 4-20) 
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Figure 4-20: Planification for Cycle 1 and Cycle 2 of TC3.1. 

 

4.2.3.2 Test Case 3.2 

In the following figure, we are presenting the implementation plan for TC3.2 (see Figure 4-21, Figure 

4-22). 

 

Figure 4-21: Implementation plan for TC3.2 ɀ M14 to M24. 

 

Figure 4-22: Implementation plan for TC3.2 ɀ M25 to M32. 
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4.2.3.3 Test Case 3.3  

In the following figures we are presenting the implementation plan for TC3.3 during the first and the 

second implementation cycles of ACROSS. (see Figure 4-23) 

 

Figure 4-23: Planification for Cycle 1 and Cycle 2 of TC3.3. 

 

4.2.3.4 Test Case 3.4 

In the following figures we are presenting the implementation plan for TC3.4 during the first and the 

second implementation cycles of ACROSS. (see Figure 4-24) 

 

Figure 4-24: Planification for Cycle 1 and Cycle 2 of TC3.4. 

 

 

4.2.3.5 Test Case 3.5 

In TC3.5 we have created an implementation plan that covers tasks throughout the implementation 

cycles (see Figure 4-25). 

 

Figure 4-25: Implementation plan for TC3.5. 

4.2.4 TC4: Holistic Zero-Touch Orchestration 
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4.2.4.1 Test Case 4.1 

In the following figure, we are presenting the implementation plan for TC4.1 (see Figure 4-26). 

 

Figure 4-26: Implementation plan for TC4.1. 

4.2.4.2 Test Case 4.2 

In the following figure, we are presenting the implementation plan for TC4.2 (see Figure 4-27). 

 

Figure 4-27: Implementation plan for TC4.2. 

4.2.4.3 Test Case 4.3  

In the following figure, we are presenting the implementation plan for TC4.3 (see Figure 4-28). 

 

 

Figure 4-28: Implementation plan for TC4.3. 

4.2.4.4 Test Case 4.4  

TC4.4 is a repetition of TC1.3a, thus the implementation plan of TC4.4 is provided in Section 4.2.1.3 

and Figure 4-9. 

4.2.4.5 Test Case 4.5  

TC4.5 is a repetition of TC1.3b, thus the implementation plan of TC4.4 is provided in Section 4.2.1.3 

and Figure 4-10. 

4.2.4.6 Test Case 4.6 

In the following figure, we are presenting ther implementation plan for TC4.6 (see Figure 4-29). 
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Figure 4-29: Implementation plan for TC4.6. 
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5. Testbed Implementation and Deployment of Test Scenarios 

5.1 Testbed Implementation  

This section outlines how the testbeds implemented the Integration Process introduced in Section 2. 

The content is based on the initial detailed testbed descriptions. 

5.1.1 Athens (UBI, NOVA) 

The management plane of the ACROSS platform is located in a central management domain 

hosted by UBI and NOVA in Athens, Greece. As shown in Figure 5-1, this testbed is comprised 

of three modern physical servers interconnected by a switch at the premises of UBITECH in 

Chalandri, Athens. A ProxMox hypervisor is installed in these physical servers - forming a 

ProxMox cluster - that allows the deployment of multiple VMs atop the physical 

infrastructure. One VM is allocated for the deployment of the AMSO as well as its portal, 

catalog, and repository ς all installed by UBI as cloud-native services in a Kubernetes cluster. 

Another VM with Kubernetes hosts the ACDO and its portal, catalogs, and repository in a 

similar cloud-native setup provided by UoP. Finally, a third set of VMs - organized as a 

Kubernetes cluster - hosts the ACROSS Integration Fabric which has two objectives. The first 

objective is to provide a secure and trusted interconnection fabric (i.e., the ZTC fabric) 

between the Athens domain and the rest of the ACROSS domains in the cities of Patras, 

Madrid, and Barcelona as shown in Figure 5-1. The ZTC Fabric is provided by NOVA. The second 

objective is to provide automation pipelines for conducting the ACROSS test cases (those that 

require the Athens domain) in a zero-touch manner. 

 

Figure 5-1: ACROSS Central Management testbed in Athens. 

The Athens testbed has been provisioned since the beginning of year 2 (i.e., around M13) to 

comprise an early testbed for the integration of the three main pillars of the platform (i.e., the 

two orchestrators and the integration fabric). Through CI/CD pipelines, all three components 

of this testbed are continuously updated with new features stemming from the respective 

tasks, i.e., T3.1 and T3.2 for the orchestrators as well as T4.3 and T4.4 for Automation and 

Security services. These features are integrated into the testbed following the integration 

cycles introduced in Section 2. 

5.1.2 Patras (UoP) 
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The Patras5G Facility provides a private 5G network, acting as a playground for deploying 5G and 

beyond test cases and testing applications. Operating under the Network Slice as a Service (NaaS) 

model, the facility offers customized network slices tailored to the needs of different verticals. Each 

vertical utilizes these slices to conduct trials for a range of use cases, assessing and documenting KPIs 

under diverse network conditions. The latest architecture diagram of the Patras5G testbed is 

illustrated in Figure 5-2. 

 

Figure 5-2: The Patras5G facility 

 

Users and applications can access testbed resources and services via the open-source Operations 

Support System (OSS), ETSI Software Development Group (SDG) OpenSlice [3]. This platform allows 

vertical applications to manage artifacts via a user-friendly portal or programmatically access services. 

A collection of Application Programming Interfaces (APIs) following the TMForum OpenAPIs standard 

efficiently manages artifacts, covering Service Catalog, Service Order and Inventory, Partner and User 

Management, Service Orchestration, Virtual Network Functions (VNFs)/Network Service Descriptors 

(NSDs) catalog, and Network Function Virtualization Orchestrator (NFVO) endpoints via OSM 

Northbound Interface (NBI) for Service and Network Function Virtualization (NFV) Deployment 

requests.   

The Patras5G testbed includes three main site deployments, offering services within the department 

building and the University of Patras campus. These deployments consist of two indoor and one hybrid 

(indoor/outdoor) sites, ensuring comprehensive coverage and accessibility to external users. Two 

coexisting indoor radios support handover and indoor mobility scenarios, with the main indoor site 

providing wider coverage and capacity. An AW2S radio unit-based site also serves as an outdoor setup, 

offering 5G connectivity to UEs in adjacent outdoor areas in the campus parking lot. In summary, 

Patras 5G facility:   

¶ Offers a private 5G Network for testing and experimentation, working on licensed and unlicensed 

spectrum, with its own SIM cards.  

¶ Provides 5G standard-conformant components and Core Network infrastructure.  
























































