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ExecutiveSummary

Subject of the Deliverable

Deliverable D3.2 presents the final release of the ACROSSddm&in Orchestration Platform, a

zerotouch, crosdayer provisioning framework for 5G and beyond vertical services. It details the
architecture and implementation of two core orchestratorthe ACROSS Mulliomain Service
hNOKSAGNI §2NJ 6! a{ hX &a l-BomaiM@chestr t 3 @ 'K/S5H T wdH LISy
alongside the Zerdrust Connectivity (ZTC) Fabric that underpins securedtterain integration. The

deliverable also documents a comprehensive set of platform services (compute, storage,
communication, network, telemetry, and alytics) that extend the orchestration capabilities to

vertical service providers and infrastructure owners.

Summary of Work Carried Out

1. Common Orchestration ServicePeveloped a unified portal, catalog, and repository layer
enabling consistergervice and resource management across domains (Section 3.1).

2. la{ h 0 daiISpemnénd a)cloudative endto-end service orchestrator exposing
TM Forungcompliant APls for service cataloging, ordering, activation, and inventory, backed
by a scalable microservices architecture with Kafka, Prometheus/Grafana, and
OpenTelemetry (Siion 3.2).

3. 1 / 5h 6 d&h LIBehifered Oddeaitevel orchestrator offering full TMEompatible
product, service, and resource management, including lifecycle rule definitions and third
party VNF/NSD integration (Section 3.3).

4. Secure Integration FabridDeployed an OpenZitiased ZTC Fabric providing m§e8ured
control, link, edge, and servidevel tunnels, with programmable APIs for identity,
configuration, and service policy management (Section 3.4).

5. Platform Services Realized a portfolio of services: Kubernesiss-Service on OpenStack
(Section 4.1), Minl®@ased block/object/file storage (Section 4.2), Elasticseaadked data
ingestion and search (Section 4.2), Apache Kafka messaging and ZTC client connectivity
(Section 4.3), 5G/UPF network functions and traffic tools (Section 4.4), advanced telemetry
(Section 4.5), and enb-end analytics pipelines including model training, inference, and drift
detection (Section 4.6).

Main Conclusions

1 The ACROSS platform achiezesotouch, multi-domain orchestrationby harmonizing TMF
standards with modern cloudative technologies.
1 Security and trustare ensured via the programmable ZTC Fabric, eliminating exposure of
management interfaces and encrypting all intlymain traffic.
1 The modular architecture supportextensibility: new domains, services, and analytics
capabilities can be integrated with minimal effort.
1 Platform Services empower verticals to deploy, monitor, and optimize compleen&fded
applications across disparate administrative domains seamlessly.
Purpose of the Deliverable
This document serves as the definitive technical reference for the ACROSS Orchestration Platform,
supporting replication, adoption, and further research. It captures the final system design,
implementation choices, API specifications, and validation reswdhsuring transparency and
facilitating industrial uptake under the Horizon Europe SN$rogramme.
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1 Introduction

¢tKAAd RSt ADGSNI 0f S3-dénaid@rchésttakiod Platfbory8 i Y e dav8 A S| Sz ¢ |
the completed design, implementation and validation of the ACROSS orchestration platform
developed in WP3 of the ACROSS project. It builds on the initiateztcines defined in D2.1 and

refined in D2.2, as well as on the prototype release documented in D3.1, to deliver a fully functional,
zerotouch, multtrdomain service orchestration framework for 5G and beyond vertical services.

1.1 Objectives

The primary objectives of D3.2 are to:

1. Deliver the final version of the ACROSS Mudtimain Service Orchestrator (AMSO), providing
endto-end service lifecycle management across multiple administrative domains.

2. Deliver the final version of the ACROSS cbagrain Orchestrator (ACD@)abling domain
level resource and service orchestration with standardized APIs.

3. Finalize and integrate the Zefiust Connectivity (ZTC) Fabric to secure all idtanain
control and data flows.

4. Document and validate the suite of platform servicempute, storage, communication,
network, telemetry and analyticssupporting vertical service deployment and operation.

5. Demonstrate full compliance with ACROSS Grant Agreement commitments and Task
descriptions for T34T3.4

1.2 Mapping ACROSS Outputs

The mrpose of this section is to ma&CROSSrant Agreement commitments, both within the formal
5St AGSNIofS YR ¢l &1 RSAONALIIA2Y T F3AFAyad GKS LN

Tablel1 Adherence to ACROSS GA Deliverable & Tasks Descriptions.

ACROSS GA Respective

Component G ENOERC Document Justification

Title Component Outline Chapter(s)

DELIVERABLE
D3.2: The ACROSS Multimain Orchestration Platforng Final Release
"The deliverable D3.2 provides tfigal implementation of the ACROSS orchestration platforr
This includes the Muidomain Endo-End Service Orchestrator, the ACROSS-Daomsain
Orchestrator, and other core components.

TASKS

i q

Task 3.1 - Prov_lde the ACR(.)‘ Implements and integrate

. . Multi-Domain  Serviceé .

Multi-domain AMSO  with a scalabl
Orchestrator (AMSO . .

end-to-end microservices backend and th

orchestrator & and integrate the Zero| § 3.2 (AMSO) & 5 3. ZTC Fabric for zettouch,

. Trust Connectivity (ZT( (ZTC Fabric) L
crossdomain . . secure provisioning  acrog
Fabric to secure inter

integration domain  control  and multiple administrative

fabric data flows domains.

Task 3.2 - | Develop the ACROS Realises ACDO with full T™

o . 8§ 3.3 (ACDO) & § 3. . .

Distributed CrossDomain (Common Services compatible product, servicg

domain Orchestrator  (ACDGC and resource managemen
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orchestrators | and tie it into the and integrates it with the
& domain| common orchestration shared
integration services (portal portal/catalog/repository layer
fabric catalogs, repository for per-domain orchestration.
through TMFcompliant
APIs.
, Implements MinlGbased
Provide storage .
platform services ;torag_e, Elasticsearc
Task 3.3 - ingestion/search, and {

(block, object, file) anc

Storage and | O
analytics pipelines fo

§ 4.2 (Storage) & §| complete  analytics  suit¢

reaktime . k 4.6 (Analytics) (model repo, training
. data ingestion, mode . . .
Analytics L inference, drift detection) to
training/inference, and support realtime  vertical
drift detection. pp
services.
Deliver a suite o
telemetry services Implements compute
) i telemetry, 5G and SDN-and
Task 3.4 - | covering compute

telemetry, and an intelligen
8 4.5 (Telemetry) | monitoring componernt
ensuring comprehensive, en(

Deep endo- | (Kubernetes), 5G, SD
end telemetry| (P4 INT), and intelligern

engine monitoring for deep i -
visibility across the tsc;rf/?:esws'bmty of deploye
platform. '

1.3 Relation with Other Deliverables and Tasks

D3.2 builds directly on:
9 D2166902aeaiGSY 5STAYAGA2Y S wSl dzA BE2SY davh{ YR !
tEFGF2NY | NOKAGSOGdzZNE ' yR ¢SOKYyAOFt {LISOATFAOI
9 D3166a!/ wh{{ hNOKSEUNARGARY w6t SFE&RNXE Wdzy HAHN!I
prototype.

1 D4.16 & Y Tohid®, Intelligent and Secure Orchestration Enalgérs/ A G A € wSf S| 4S5 ¢
for complementary security and intelligence components.
It also provides the basis for subsequent WP5 exploitation and dissemination agtivitie

1.4 Document Structure

CKAd RStEAGSNIoOfS Aa 2NHFYAT SR (G2 3dzARS (GKS NBI |
detailed design and implementation, ending with an examination of broader impact:

1 Section 1¢ Introduction: Establishes the scomnd goals of D3.2, summarizes how it builds
on previous deliverables, maps objectives to tasks, and explains the layout of the document.

1 Section 2¢ Architectural Overview Presents the finalized ACROSS platform architecture,
showing component relationships across layers and domains. Revisits thievedldesign
from WP2 and highlights key design decisions for the final release.

1 Section 3¢ Multi-Domain Orchestration Describes the two core orchestratorsAMSO
0Gdal SaidNREDY RF 2803 MFAROS ft AFSO0e0fS YIyl3aSYSyd
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domain resource orchestratianalong with the shared Common Services (portal, catalog,
repository) and the Zerdrust Connectivity Fabric that secures all idemain interactions.

1 Section 4 Platform ServicesDetails the ordemand services exposed by the platform:

Compute as a Servic&Kubernetesas-a-Service on OpenStack

Storage Service®lock, object, and file storage

Messaging & Data Ingestiomspache Kafka and Elasticsearch

5G Network Functions &raffic Tools

Telemetry Enginetn-band P4 INT, Kubernetes metrics, and 5G monitoring
Analytics PipelinesModel training, inference, and drift detection

O O O O O ©

1 Section 5¢ Impact on OperSource Projects and Standards Development Organizations
Examines how WP3 outputs have influencexhd been integrated into relevant open
source communities (e.g., OpenStack, OpenZiti) and standards bodies (e.g., TM Forum, ETSI
NFV). Highlights contributions, adopted specifications, and collaboration outcomés tha
SEGSYR '/ wh{{Q&a NBIOK o0S&82yR G(G(KS LINRB2SOi®

1 Sectbn 6¢ Condudes this deliverable
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2 Alignment with the Final Version of the ACROSS Architecture

This section demonstrates the alignment of WP3 activities with the final ACROSS architecture (see
Section2.1) as well as the mapping of logical architecture componémteduced in D2.1J1] and
updated in D2.72] with actual software components that are designed and developed in WP3 (see
Section2.2).

2.1 Mapping of theAnal ACROSA&rchitecture with W3

The final version of the ACROSS architecture is introduced if2)2This section realizes a mapping
of WP3 activities with key blocks of the final version of the ACROSS architestsinewn irFigure
2-1. The focus of T3.1s to provide theACROSS Mullomain Service Orchestrator (AMS®3.2
mainly focuses othe ACROSS Cred@smain Orchestrator (ACDQARB.3 provides Analytics, Storage,
and Communication platform servigeshile T3.4rovidesTelemetry platform service$3.1 and T3.2
also jointly contribute to (i)the ACROSS Portal, Catalogs, and Reposirdy(ii) the ZeroTrust
Integration FabricFinally, T3.2 providesome keyCompute and\etwork Functionservicesto the
AMSQ as shownn the top part inFigure2-1.

Stakeholders ACROSS Repository ACROSS Catalogs Data Generation and
. and Artefacts ) VWP 3+4 _Platform Service Specs Service Validation Domain (&
-» §_End user Ser\{t&fi.. Network | Security T3.3 ] T3.4 Digital Twin Services

e Analytics] j Telemetry!
WP3+4 platform |

S | & Trust

Train & validate -+
User-created  [| s | om0 e 1 ew® ! 1 |l - iIESET Ty
Al'and Analytics "%

2 i | oCog
open-source Senvices Users service categories and I_.l'l | | Tnedels ‘_,@ .‘@
communities cl/co ; Servic.e service specifications || compute | FStorage; Automation [Communication]
. Services {Providers 5 S
g \ Y ‘e
| Role-based’, = ] e gl - &
i portal for e rry [t
, istakeholders " T : ' Network operators,
: . Platform service  service developers,
End-to-End Common providers, open-  data scientists,
Service Orchestration |15 o5 5T source communities  ragearchers
i ..
Orchestration  SErvices Central Management Domain
Layer (ESO-L)

Secure Integration
Fabric Layer (SIF-L)
Domain

Orchestration

Layer (DO-L) l

Infrastructure
Mgmt. Services

Infrastructure © - I l
Layer {INFRA-L) T s - o

RAN  Fronthaul TN Edge Backhaul TN Core Core Cloud

Figure2-1 Mapping of WR activities to the various parts of the final version of thACROS&rchitecture.

2.2 Mapping ofLogicalComponents toSoftware Components

Table2-1 displays a mapping of the abstract WP2 component names dintePACROSS architecture
- asdefinedin D21[1] and finalized in D2.R2] - to concrete software names that realize the functional
and nonfunctional specifications of these components in WP3.
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Table2-1: Mapping of ACROSS logical components (WP2) to software components (WP3).

ACROSS Logical Component Name (WP2) ACROSS Softwar Provider
Component Name (WP3
ACROSS Portabection3.1.1 Maestro  Portal and| UBI, UoP
OpenSlice Portal
ACROSS CatalagSection3.1.1 Maestro Catalogs an¢ UBI, UoP
OpenSlice Catalogs
ACROSS Repositargection3.1.2 Maestro Repository ang UBI, UoP
OpenSlice Repository
ACROSS Multiomain Service Orchestrator (AMSgC8ection3.2.1 Maestro[1] UBI
ACROSS CreBsmain Orchestrator (ACDQJPection3.3.1 OpenSlicg40] UoP
ACROSS Zefwust Connectivity (ZTC) FalriSection3.4.1 OpenZiti[35] NOVA
Kubernetesas-a-Service Compute Servigesectiond.1.1 OpenSlice K8aag40] p-NET UoP
Block Object and File Storage Serdi&ectiord.2.1 Minio K3Y
Data Ingestion and Search Sericgectiord.2.2 ElasticSearch K3Y
ZTC Client Communication Sengcgectiord.3.1 ZTC Clier{85] NOVA
Message Queue, Message & Event Bus Communication SeBectiord.3.2 | Apache Kafka K3Y
5Gasa-Service Network ServiegSectiorét.4.1 OpenSlice 5@ag40] p-NETUoP
Traffic Generation Network Servigesectiord.4.2 TG UBI, UoP
Traffic Filtering Network ServigeSectiord.4.3 TF UoP UBI
5G UPPffloadingNetwork Servicg Sectiond.4.4 UP4 UBI
HeavyHitter Detection Network ServicgSectiord4.4.5 HHD UBI
Compute Telemetry ServigeSectiord.5.1 K8sT UoP
5G Telemetry ServiggSectiord.5.2 5GT UoP
SDN Telemetry ServigeSectiord.5.3 P41 [ UBI
Intelligent Telemetry ServiagSectiord.5.4 ITS UPM
Data Aggregator Analytics Servig8ectiord.6.1 DA K3Y
Analytics Model Repository Servig&ectiord.6.2 AMR K3Y
Analytics Training ServiceSection0 ATS K3Y
Analytics Inference ServiceSectiord.6.4 AlS K3Y
Data Drift Detection Analytics Servic&ectiord.6.5 D3 K3Y
&Z‘g’:iep‘i:x i SGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
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3 ACROSS Orchestration Platform

19

This section details thi®ur main pieces of the ACROSS Orchestration platfSaation3.2 describes
the final version of the ACROSS Mdtimain Service Orchestrator (AMSO). SecB@&describes the

final

version

of

the ACROSS Cidesain Orchestrator

Finally, SectioB8.4covers the final version of the ACR@®&8 Trust Integration Fabric

3.1 Common Orchestration Services

(ACDQO)while Section 3.1

The final version of the ACROSS architecture introduces a nice abstraction in the way the ACROSS
platform interacts with the stakeholders. This abstraction exploits the fact that both ACROSS

orchestrators (i.e., AMSO and ACDO) rely on the same open and standardized APIs for product, service,
and resource management, thus this allows to design a common frorggsigm (i.e., the ACROSS
Portal) that visualizes both domasgpecific and multdomain products, services, and resources in
catalogs (i.e., the ACROSS Catalogs) with identical look and feel.

2S NBFTSN G2
exact same API to interface with the Portal, Catalogs, and the Repositories where services get stored.
Figure3-1 visualizes these common services and the way they interact with each other through open

industry standards.
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Figure3-I Common ACROSS orchestration services.
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In the rest of this section, we provide additional details on these common orchestration services.
Section3.1.1introduces the ACROSS Portal and Catalogs, while S8cti@friefly introduces how

ACROSS interfaces with popular software repositories and registries.

3.1.1 ACROSS Portal and Catalogs
This section presents the useriented side of ACROSS, which supports services beyond 5G and
facilitates interaction with numerous stakeholders via its powerful frontend User Interface (Ul). All

ACROSS services (i.e., both user and platform servicgs)aR S NIi A & SR ¢

0 e

iKS

relevant catalogs, which allow (i) grouping of these services to different categories and {ixselt
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3.1.1.1 Architecture

20

The architectural design of thACROS®ortal stems from the need to support the numerous
standardised interfaces thdtoth multi-domain anddomain-specificorchestration layes support.

Domainlevel Portal

The domaidevel ACROS&chestration portalt 2 f f 2 g a

SI OK

I aLISOoi

27

|.
0§KS Sy@rairizySR R2YlIAY

GRADARS

FyYyR O2yIlj dz
F RYAYA &GN

designated Uls that vertically cover all layers within an administrative domain from products to
servicedo resources. Although the product layer is not primarily targeted at a portakaxposable

to the vertical customer, it is referenced for completeness. To that matter, each layer can serve as a
standalone, only encapsulating the lagdoeneath it, as illustrated iRigure3-2.

Multi -domain-level Portal

The multidomain portal inherits the same hierarchy of administrative domains (peducts,

services, resources) from the domdével portal, but provides additional views required for end

end product, service, and resource management across multiple doifsgeSigure3-2). Specifically,

A f  mmadésNte fo&ation of thERAMSG Hdll@s thel LI G K |
locations of theACDO instancabat exhibit an active peering session with the AM3@e platform
administrator can hover on these icons in the map to see more information about an orchestrator,

such as theexposed endpoint wher@ne could access its services, as well as the active compute
clusters under the vicinity of each ACDO instafides platform view not only allows the platform
administrator to see the current state of the platform (i.e., the available AMSO and ACDO instances)

but also establish peeringith new ACDO instances (to bring new domains under ACROSS) or stop an
active peering on demand.
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Figure3-2: Hierarchicalarchitecture of the ACROSS Portal.

Interfaceqand Results)

This section contains indicative figures from the ACR@IBE, covering both mukdomain and
domainlevel views.The ACROSS portal is a user interface, thus the interfamdsesults for this
component can be merged by showing screenshots from the user interface.
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ACROSS Domalevel Portal

Domain Portal encompassing all the vertical layers. Specifieajlyre3-3 displays a platform Network
Service (see Sectigh4) exposed as a product in the respective catalog, wWridgire3-4 illustrates

the deployable service specification associated with the aforementioned productFande 3-5
outlines the management Ul which enables the service specification design. Mor&ayeire 3-6

shows the process which transmutes a service specification (referring to a Compute Platform Service
¢ see sectiont.) into a tangible service instance, i.e. the service ordering procedure, whEiga®

3-7 presents the associated resource with the latter service instance.

(e} ~OpenSlice  Marketplace

Product Catalog Fxplorer
visiAvaable roducts Welcome to the Patras5G OpenSlice by ETSI Products Marketplace
wired Connectrty Browse available products and sign in to order the respective services
of Wireless Connectivity category
nternet Connectivity
Bro, h lo [s
J \ |
=1 T
Figure3-3: ACROSS Domain PortaProduct exposure through catalogs.
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calions of 5G Services calegory
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5G Connectivity (CRD deployment) 5G Connectivity and Internet Access Manitoring 5G slice

£ Last updated a1 27 Feb 2025, 21:48:21 (Local Time) £ Last updated at 14 May 2025, 16:14:44 (Local Time) £ Last updated at 28 Feb 2024, 73:76:34 (Local Tima)

Figure3-4: ACROSS Domain PortalService specification exposure through catalogs.
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Figure3-5: ACROSS Domain PortalService specification design.
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Figure3-6: ACROSS Domain PortalService order and service instance management.
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Figure3-7: ACROSS Domain PortaResource instance management.

ACROSS Muldomain-level Portal
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platform administrators, service providers, and infrastructure providenst, a map vieseeFigure

3-8) allows platform administrators to see the locationtbe AMSO (black Maestro icoahd ACDO
instances\(Vhite OpenSlice icopthat comprise the ACROSS orchestration platfakmabstract tree

view is also made available as showifrigure3-9.
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Figure3-9: ACROSS Multdomain Portalz Platform view as a tree.
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Next, AMSO users are offered a Marketplashere users can manage (i.e., create, update, delete,

and read) service catalogs, service categories within a catalog, as well as service specifications within
a service categoryrigure3-10 showsan example Marketplace view of the AMSO with 2 catalogs, i.e.,

End User Service and Platform Services. The Platform Services catalog hosts Kubernetes Services
(Compute) and 5G Services (Network) as exposed by the underlying ACDO instances, while the End
UserServices catalog hosts a Web Services category with an example web service.

Marketplace

End User Services

Platform Services

Kuber

ONET S

Figure3-10 ACROSS Multlomain Portalz Service specification exposure through catalogs.

A user may select a desired specification from the Marketplace and place it intodh& 2 LILJA y 3 O N.
to initiate a service ordefrigure3-11 depicts an example service order of a web service on top of an

existing Kubernetes clustérA (4 f SR @A LG&ENI { SNDAOSE D ¢2 FAEE Ay |
to input start and end date for the order (to define its duration), the Kubernetes service on which the

SYR dza SN & & S Nielsédee padkdge mam&er Ksdital bbild fhe service (i.e., helm is
GKAa SEFYLX S0 (GKS dzyRSNI &Ay3I Ot dzaGSNI Yyl 3SNJ
Kubernetes is also supportetl) 4§ KS aSNIBAOS I NIAFIOGQa ARSYUGATFASN.
that hosts the helm charas well as the service registry URL where the helm chart is stored. When all
GKAA AYTF2NXYIGAZ2Y A& YIFIRS FTOFAfTlI0fSY (KShaddi SN YI &
side inFigure3-11, to initiate the service order.

Co-funded by : BGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakindJjSt



D3.2: The ACROSS Mtibmain Orchestrabn Platform¢ Final Release

25

Select duration 06/02,/2025 06/02,/2025
Duration will be applied to all services S'ﬁmng Endmg
10 v 00 v 17~ 00 -
Configure your
Default values will f inputs left empty
service spec-end-user-efs-ocm Kubemetes OCM-Cluster-Service ~ 0
© v120 Display Name servicespec-end-user cfs-oom o o
Service package manager helm v 9
Cluster Metadata ]
Cluster Manager ocm v e
Service artifact identifier in service registry/repository dbms o o
Service name Data Base Management System (DBMS) o o
Kubernetes Service ID 500706ce-9be5-4e46-021f-52cc37elf4cf [ -] [ ]
Helm Package Configuration
Service artifact versian v1.20 o o
Base service registry/repository URL hitps-//gitlab.com o o
Figure3-11 ACROSS Multlomain Portalz Service order management.
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as shown irFigure3-12. This view displayisistances of deployed servicasd their corresponding

state (e.g., ACTIVE, INACTIVE, TERMINATED). The user ntay'agpen2 ¥ (1 K S
to see additional information about a particular service instaasshown irFigure3-13.
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Figure3-12 ACROSS Multlomain Portalz Service instance management.
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Figure3-13 ACROSS Muldomain Portalz Service instance management details.

Once a service is up and running, the AMSO o#iesst of dashboardseeFigure3-14) that visualize
key metrics of running service instances, such as the @Rid,memory, disk utilization as well as the
transmittedand receivechumber of packets per service component.

M\ 0322d006-c833-40d0-904d-6d3f42bc05a8

ACTIONS -~ CLOSE

a
=

CPU Usage

Figure3-14 ACROSS Multlomain Portalz Service telemetry management.

Apart from realtime monitoring, AMSOoffers reaftime service reconfiguratiorcapabilities. We
demonstrate a glimpse of these capabilities using two indicative exargies,Figure3-15 shows a
view of an active Kubernetessa-Service instancetaken from the AMSO TMF Service Inventory
Management API. The user can modifiyee service characteristics, namely (i) the name of the

service, (ii) the duration of the service (i.e., for how long it will remain active), and (iii) the number of

worker nodeghat comprise this Kubernetes clustérhe latter characteristic allowke user to scale
cluster on demand, by adding/removing worker nodes. AMSO offers a similar view alscdeabG
Service reatime re-configuration where the user may change thame, duration, and 5G RAN profile
of the deployed 5G system.
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Figure3-
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15 ACROSS Muitomain Portalz Reakltime reconfiguration of Kubernetes clustergvia OpenSlice
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enduser side, AMSO offers additional rdiahe re-configuration capabilitiesFigure 3-16
es the service cart of a mwdbmain end user servictat is deployed on top of an OCM
As OCM is built for muttiuster services, the user may associségvice components with

OCM labels, based on which the OCM scheduler may place these service components across different

cluster

1.

2.
3.
4

Figure

(and potentially different domaing)ccording tarigure3-16, the end usecanchange:

The service name of the active service instance

The duration of the servicg.e., start and end dates)

The Kubernetes Service ID that hosts this service (if modified, this initiates service migration)
Thebase service registry URL and service artifact version. These two characteristics denote
the location of the service package; if modified, AMSO will deplajiffarent version
(upgraded/downgraded) of this service, even if this verssoina different registry.

¢KS Of dzZaiSNJ YSGFRFGI YFYyAFSads gKAOK |tf2g4a
GAUK RAFFSNBY O dafplad@dntiottie dépkydzhconpanemsTaérosditiieS
managed cluster under OCM. This feature allows AMSO to managedomigin services.
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3-16 ACROSS Muldomain Portalz Realime reconfiguration of mult-domain and/or multicluster
end-user services.
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Service providers have a dedicated view where they mamageservice registries and secrets related

to their services. For instance, if a service provider uses a private service registry to store his/her
service components (e.g., docker images, helm charts, gtey can insert this registry into the table

shown inFigure3-17¢ ! a{h ¢Aff GF1S OFNB 2F &aSOdz2NBfe aiz2NR
of Vault[42], which ensures thagensitive user information, such as passwords, is encrypted and kept

safe. Apart from usernames and passwords, the AMSO service registry management vidiowatso

usto store any Kubernetes secrets that a service providay have linked to his/her services.

My Registries

= ADD NEW

https:/repo.iquadrat.coma084 admin i @

Figure3-17 ACROSS Muidlomain Portalz Service registry management.

3.1.2 ACROSS Repository

Complex platforms, such as ACROSS, typically comprise of multiple components, each maintained by
a different development team/partner. In some cases, such components are-sm@ge projects

that involve multiple contributors across Europe or even worldwitlhis means that every software
development team may choose a different repository (e.g., Gitl8bvs. GitLalj47]) to maintain

their software, while in some cases these repositories may be public or private, depending on the
licences behind the software.

For these reasons, ACROSS requires connection with multiple software repositories and registries as
shown inFigure3-1. To do so, we rely on wedktablished platforms for maintaining software across

the whole software development and release lifecycle, such as GalZalsitHukj48], jFrog[49] etc.,

which offer outof-the-box tools for:

9 Hosting source code.

1 Maintaining history of development activities (i.e., commit history).

1 Running automation pipelines for Continuous Integration (Cl), which ultimately produces
GiSadlroftSé az2Fdol NBS | NISTIOGao

9 Hosting these artefacts in software registries (e.g., for container images, helm charts, etc.).

1 Running automation pipelines for Continuous Delivery (CD) of software artefacts and
integration with the ACROSS orchestration platform for deployment on certain infrastructure.

Fortunately, these platforms converge into a common open industry standard for container formats
and runtimes titled Open Container Initiative (Of2g] maintained under the umbrella of the Linux
Foundation[45]. Using this standard, one could consume various types of service artefacts (e.g.,
container images, helm charts, maven archetypes, etc.) using the OCI protocol. This is the standard
interface of the ACROSS Repository with the ACROSS Catalogs.

3.2 Multi-Domain Orchestraion Layer

3.2.1 ACROSS Muidomain Service Orchestrator (AMSO)
This section presents the internal design of the AMB©features of whiclareimplementedas part
of the Maestro eneto-end service orchestrator platforib].
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3.2.1.1 Architecture

¢t2RIF&8Qa&a AYFNI a0NHOGdzNBE SELI yR (261 NRa G(KS SyR
and/or user equipment (UE) devices require connectivity with local (extreme edge) or remote (far in

the cloud) services. This connectivity may be often provided via cellular (5G and beyond) networks or
low-power [0T networks integrated with multiple getistributed (edge and core) cloud
infrastructures.

Such complex ecosystems pose several challenges in the way service onboarding, deployment, and
lifecycle management (LCM) is performed in an-enend fashion, mainly because modern services:

9 arestructured as collections of independently deployable and loosely coupled microservices.

1 may span across multiple administrative domainsanaged by different ownersvho often
do not trust each other.

9 are often associated with service level agreements (SLAs), which pose strict compute (i.e.,
CPU, main memory, storage) and network (i.e., latency, throughput, packet loss)
requirements.

Maestro is a holistic entb-end service orchestration platform that aims to bridge these gaps by
offering zeretrust multi-domain service orchestration abstractions to various stakeholders.
Specifically, Maestro represents the ACROSS AMSO, addressiitgmeqts for the stakeholders
shown inTable3-1.

Table3-1 Maestro ecosystem and relevance with stakeholders.

Infrastructure Owners ! manages services across multiple ded & (i N o dziNEA (i & R 2
acting as root of trust.
Service providers 1 allows service providers to package distributed services as if they

centralized, thus moving complexity to the platform.

I offers a single set of service management APIsmatter how many
domains your application expands to.

1 supports stateof-the-art service packaging tools (i.e., Kubernetes, he
and dockercompose).

1 provides programmable connectivity services across clusters/dom
giving a singleluster illusion to the users.

1 providesarealil AYS @ASg 2F GKS RSLX 2&SR

1 LNROARSE l1yz2o0a G2 OKIy3aS | &SN
update API and/or redime policies.

Relevant Platform Providers 1 decouples service and resource management via integration

operations support systems (OSS) using open standardized APIs.

1 deals with service management.

1 delegates resource management to OSS (e.g., ETSI OpenSilice).

1 manages multiple OSS instances.

T integrates with vanilla containesrchestration platforms (i.e., Kubernetes

Maestrois basedn a servicebased architecturef multiple looselycoupledmicroservices, as shown
in Figure3-18.
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Figure3-18 Abstract architecture of the ACROSS Mulliomain Eneto-End Service Orchestrator (Maestro).
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version of the abstractMaestro architectureshown in Figure 3-18, annotated with specific
technologies that correspond to the Maestbbocks. This technologyriented Maestro architecture

is depicted irFigure3-19.
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Figure3-19 Technical architecture of the ACROSS Milibmain Endto-End Service Orchestrator

(Maestro).

3.2.1.1.1 Maestro Component #1: Identity Manager
Maestro is a usedriven orchestration platfornthat currently supports users with three distinct roles
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1 Role #1- Admin: The patform administratoris a user with domastevel knowledge iservice
orchestration and practical experience in managing amchestration platformand its
ecosystem. This role is responsible for the continuous integration and delivery of the platform
as a servicerollout of new Maestro versions, management of the users, taeccontinuous
inspection of theplatformQ &  ith FegaBils to the integration with the underlying domains,
the integration with the ZTC fabric, efs Maestro admin has full permissions on the platform,
thus can oversee all of the underlying infrastructures secvices.

1 Role #2- Infrastructure providerTypicallythe owner of a new domain that wishes to see
his/her domain under the realm of Maeststall obtain an infrastructure provider role. This
role allows thesecureattachment of domaingn the Maestro ecosystem and offers visibility
into the services deployed in every domakn infrastructure provider can onlyave a view
of his/her own domain (or set of domaiysthus Maestro can accommodate multiple
infrastructure owners (or tenants), withoutskingleakinginformation acrosst O2 Y LIS G A y 3 ¢
stakeholders.

1 Role #3- Service provider:The main role in the Maestro ecosystem covarest of the
al SaidNR a, Qazihdse Wwhs pidvide (vertical) services and wish to see these services
onboarded, provisioned, and managed by Maes&aervice provideuser is typically in an
agreement with a certain infrastructure provideo, deploy his/her services on a designated
domain.If such an agreement does nexist, Maestro offers own cloud resources to service
providers who wish to experiment with the platform amdeate a digital space for their
services. Finally, a service provi@egi & LJr OS gAGKAY al SAGNR- A& | f:
protected), thusno other usercan see sensitive information such as secrets, service
components, etc.

It is also possible that a user has dual role, lasthn infrastructure anéservice provider, thuke/she
can manage (set of}domain(s)with its/their services through a single Maestro user.

To accommodate these users atiekir roles, Maestro relies onnaopen commerciagrade ldentity
Management platform titled KeyclogR6], that works in tandem with the Maestro backeadd portal
to manage the capabilities of the various users.

3.2.1.1.2 Maestro Component2¢NorthboundAPI

The Maestro ecosystem is built around nmusliakeholder and multiole principles. Each stakeholder

role is associated with relevant Maestro services, which are made accessible to the stakeholder
through a standardsompliant (based on TMF) RE®Eed Norbound Interface (NBI). This
subsection introduces the various APIs provided by the AMSO.

TMF AH

Table3-2 summarizes th& MFAPIs offered by Maestro and how they relate to various stakeholders
and their roles.

Table3-2. Maestro TMF API families mapped to relevastakeholders and their roles.

Maestro APl Objective

TMF620 Product Catalog Managemef@] | Allows customersto manage products organized in catalogs 4
categories.
TME @2 Product Ordering Managemefif] | Allowscustomergto order products from the product catalog(s).
TME 87 Product Inventory Managemefi8] | Allowscustomergo manage ordered products.

TME 633 Service Catalog Manageni®ht| Allows service providers to manage services organized in cat
and categories.

TMFE 641 Service Orderift0] | Allows service providers to order services from the service catalo

TMFE 640 Service Activation Managemftt] | Allows service providers to activate/deactivate services
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TMF 638 Service Inventory Managem§t] | Allows service providers to manage the runtime of ordered ser
instances.

TMF 653 Service Test ManagemEl8] | Allows service providers to test servic@his API is nget supported
by the Maestro portal

TMFE 634 Resource Catalog Managenj&4} | Allows infrastructure owners to manage resources organize(
catalogs and categories.
TMF 652 Resource Orderifib] | Allows infrastructure owners to order resources from the serv
catalog(s).

TME 639 Resource Inventory Managemii@] | Allows infrastructure owners to manage the runtime of order
resources instances.

TMFE 632 Party Managemefit7] | Allows platform administrators to manage Maestro stakeholde
either individuals or organizations.

TMF 669 Party Role Managemgh8] | Allows platform administrators to assign role(s) to certain party.
TMF 674 Geographic Site Managem®] | ! £ t 2 6a AYTNI ad NUzOG dzNB 2 6y SN&
Presence (PoPs) by means of abstract sites.

TME 673 Geographic Address Managenj20} | Allows infrastructure owners to associate an abstract geographic
with specific geographic addresses.

Peering API

Maestro may need to interact with multiple OSS systems (i.e., domains), where different types of
resources could be ordered. For this reason, it is important for Maestro to develop a peering
mechanism that allows dynamic interaction with every OSS instan@gverify the availability of the

peered OSS (is it alive or not?), (ii) dynamically cherry pick the desired services from an underlying OSS
and import them to the Maestro catalog, while (iii) remove these services from the Maestro catalog
once the umlerlying OSS becomes unavailable or the Maestro administrator desires to stop the
peering process.

Maestro implements this Peering API via TMF's Party ManagemenT IPEB82[17]). Every OSS is
encoded as an organization with specific party characteristics. The following exahtpls how
Maestro peers with an ETSI OpenSlice OSS:

EXTERNAL_TMF_API_BASE_URL: "http://portal.openslice.eu”

EXTERNAL_TMF_API_CLIENT REGISTRATION ID: "authOpensliceProvider”
EXTERNAL_TMF_APT_OAUTH2_CLIENT_ID: "osapillebClientId"”

EXTERNAL_TMF_API_OAUTH2_CLIENT_SECRET: "secret™

EXTERNAL_TMF_API_OAUTH2_SCOPES: "admin;read"

EXTERNAL_TMF_API_OAUTH2_TOKEN_URI: "http://portal.openslice.io/osapi-oauth-server/ocauth/token™
EXTERNAL_TMF_API_USERNAME: "admin"

EXTERNAL_TMF_API_PASSWORD: “openslice”

EXTERNAL_TMF_API_SERVICE_CATALOG_URL: "/tmf-api/serviceCatalogManagement/v4/serviceSpecification?type=CustomerFacingService
EXTERNAL_TMF_API_SERVICE_CATEGORY_URL: "/tmf-api/serviceCatalogManagement/v4/serviceCategory”
EXTERNAL_TMF_API_SERVICE_SPEC_ID: "K8aaS"

PEERED_ORGANIZATION: "true"

Figure3-20: AMSOrequirements for peering with underlying ACDOs
Registry API

Maestro integrates with thireparty service registries (e.g., GitHub, GitLab, Harbor, jFrog) to pull
service images (e.g., docker containers) and descriptors (e.g., helm charts). To do so, Maestro may
require authenticating against these registries, inectsey are kept private. For this reason, Maestro
leverageddashiCorp's Vau[42] to manage the credentials for these service registries. This service is
also used by Maestro to manage Kubernetes secrets and sensitive configuration (e.g., kubeconfig)
during service deployment as well as Vault groups, policies, and policy groups.
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3.2.1.1.3 Maestro Component3#¢Service Order Management Ser¢®@®NATA)

SONATA is the heart of Maestro; this microservice uses Business Process Model and Notation (BPMN)
workflow diagrams to encode the lifecycle of a service order based on the TMF service order lifecycle
diagram. SONATA leverages the Kogito Business Autonfiadiplibrary by RedHat to encode service
orders into BPMN processes following the service order state machine suggested by TMF as shown in

Figure3-21.
Initial
YES j : NO ~ [ Rejected \
Accept
Acknowledged Order

start order processing
missing order data -~ [ Pending \
l ) incomplete order

Cancelled \
order data supplied
lnProgros:\If £L )
e problem solved
I order fall-out Held blocking issue

=

5

.éw

¢

partial processing

processing finished

processing failed

Figure3-21 TMF service order lifecycle.

Every node in this state machine corresponds to a BPMN task, where SONATA integrates with other
microservices to conduct the necessary operations for the service order to complete.

Northbound SONATA listens to a Kafka topic where new service order requests are produced by the
TMF service. When a message on this topic is published by the TMF service, SONATA reads the input
data froma Kafka topic and bootstraps a BPMN flow diagram to accommoda&adhvice order. At

the southbound, every state of the BPMN diagram requires services frofdbleage Manage©SS

Client, and ZTC Client services.

Runtime capabilities

Apart from executing service order workflows, SONATA introduces knobs that allow to modify existing
services bynanipulating certain runtime service characteristics. Specifically, SONATA offers runtime
service adaptation capabilities for the following set of services:

9 Platform services catalog
o Compute services category
A Kubernets-as-a-Serviceserviceallows tomodify the number of worker nodes
within a Kubernetes cluster
A 5Gasa-Service service allows to modify the 5G RAN profile of a gjizen
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1 Enduser services catalog
0 Any category
A Any serviceallows to modify the parameters within the service manifest
These parameters includgbut are not limited tog the compute(e.g., CPU,
memory)requests and limits of a service compondhe number of replicas
of a service componer(for scaling purposesthe version of the service
packagedeployed (for hotplug updates of a servjas.

To manipulate the characteristics of platform services (i.e., KuberreasService and 5@sa-
Service) SONATA relies on the underlgiomain orchestratoras these services are ordered thyg

ACDO. However, for the end user services, Al@Ctake control and directly manipulate any end

user service as explained above. Apart from the above runtime characteristics, SONATA can also
manipulate tme-related aspects of a service, such as set a different start/end date for a given service.

3.2.1.1.4 Maestro Component4¢Package Manager
Maestro supports services packaged using the three (3) most prevalent package managers to date:

1 Kubernetesative services packaged via Kubernd®d manifest descriptors.
1 Dockerbased services using the doclampose22] package manager.
1 Kubernetesnative services packaged via HgRB] manifest descriptors.

No matter how service providers have packaged their applications, Maestro uses Helm as basic
abstraction to manage user services in its core. To do so, the Package Maaageeleverages
services from three Gbased libraries:

1 Helm clienf36] for managing helm services.
1 Native Helm library37] for splitting helm charts into multiple sutharts.
1 Kompose library38] for managing docketo-helm and k8d4o-helm conversions.

Northbound thePackage Managdistens to various Kafka topics where SONATA requests several
service package operationg/hen a message on such a topic is published by SONATRatkage
Managetrreads the input data from the Kafka topic and invokes the respective handler to provide the
requested service. At the southbound, every such handler calls services of the two Helm libraries (i.e.,
Helm client and native helm library) or the Kompose lifprar

Supported Package Manager operations
To date, the Package Manager service supports the following operations on service packages:

1 repo: Manage the package repositories

pull: Download a package fromrapository to local disk

package: Create a package archive from a local package directory

lint: check package for syntax issues or commaon errors

dry-run operation:Simulate an install or upgrade without making changes

install operationRequests the provisioning afservice packageom a compute scheduler
upgrade: Update an existing release with a new package version or updated values (runtime)
uninstall: Remove a package release and all associated compute resources

1 delete: Alias of uninstall

=A =4 =4 4 -8 -4 4

3.2.1.1.5 Maestro Componentz# Service Monitor

Maestro employs a Service Monitor daemon that oversees every deployed service instance in a
cluster,to deterministically assess whether the service is healthy and stabis.is a hard task to
achieve asthis service tries to model human behavioar especially the behaviour of a
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(knowledgeable)system administrator- while examining a service deploymento do so in a

successful manner, one needs to account for all possible statsa service may reach during its

lifetime, & ¢Sttt & aa20AlF0S SI OK A& Biguie®22gshaliz&sthe a KS| f
possible states of a servi¢modelled as a pod in the Kubernetes languatig)ng its lifetime

1 Pending:A serviceemairsin this stateuntil all its containers are started.

1 Running:At least one of the containeiia the service pod is in Running state

1 Succeded: All container in the service pod have terminated successfully (graceful
termination).

9 Failed:One or more containers in the service pod has terminated unsuccessfaitprinal
termination).

1 Unknown:The Kubernetes agent (kubelet) stopped reporting to the API server.

Pod is in the Pending At least one of the All containers in the pod have
phase until its containers containers defined in the terminated successfully.

are started, \ pod is (still) running.
unning

o T
o—— Pending ]—» R Succeeded ——(®
One or more
- —_— containers in the

pod has terminated
unsuccessfully.
The state of the pod is shown as ¥
R
Unknown when the Kubelet Unknown

Failed //
stops reporting to the APl server. J /

Figure3-22 Service lifecyclestate machine

-

As the reason for aervice pod to transition to the failed state are multipleble3-3 classifiesome
possible errofamiliesas well as the reasarfor causinghis transition

Table3-3: Posible reasons that cause service state changes

Error type Reason

Image andtontainerstartup issues| { Image pulling: Slow or failed image pulls can keep the pod
ContainerCreating.

1 Container startup time:Slow init containers or app containers affe
transition to Running.

1 CrashLoopBackOfRepeated failures during startup due to app errq
or bad config.

Health check issue{ 1 Readiness probe failurePod remains Running but is removed frg
service endpoints.

1 Liveness probe failureContainer is restarted, can cause state flappi

Scheduling and resource availability issy  Node selectionPod starts in Pending until scheduled to a node.

1 Insufficient resourcestack of CPU/memory can delay scheduling.

1 Node constraints: Taints, node selectors, affinity rules may affe
scheduling.

Configuration changey 1 Deployment or ConfigMap changestriggers pod termination an
recreation.

1 Rolling updates Causes old pods to terminate and new ones to staf

1 Secret rotation:May also require pod restarts.

Resource pressure and node issy 9§ Out Of Memory Kill.Container exits if memory limits are exceeded.

1 CPU throttling:May not cause statehange bugffects performance.

1 Node pressureKubelet may evict pods due to disk, memory, or §
pressure.

Manual or automated interventions q User deletes/restarts pod: Triggers recreation by ReplicaSet @
StatefulSet.

1 Horizontal Pod Autoscaler (HPABcales pods up or down based
load.
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1 Cluster upgrades or node maintenanceCauses pod eviction an
rescheduling.

Cluster bugs or misconfiguratio| 9§ Misconfigured YAML filednvalid syntax or parameters cause failure

9 Clusterversion mismatchesNew features used on older clusters m
behave unexpectedly.

Other errors and failurey { Application crashesContainer exits with nozero code.

1 Persistent Volume issuesStorage mount failures keep pod fro
running.

1 Network problems:May cause readiness/liveness probe failures.

Objective of Service MonitorConsideringhe above aspects, the Maestro Service Monittempts

G2 Ol LJi dzNB | a-8enlnin€lSireawindoivd afidSnake 2 sidplelbldsification decision

on whether a service is health{ye., in Running state within a time windoahd stable i¢s state
persists across one or more windgwko obtain thisinformationfor every running service, the service
provider would need to connect to multip{geo-distributed)clusters most ofthe time using a secure

VPN connection, and observe the state of each service for a period of time. This is now all done by
Maestro and the service provider simply consults the Maestro portal to see the state of his/her
services.

3.2.1.1.6 Maestro Component&OSS Client

Maestro integrates with ETSI OpenSl4@]; a standardized Operations Support System (OSS) that
provides compute and network resources as a service. Maestro usebddédl APIs to consume two
important services of ETSI OpenSlice to satisfy service providers:

1 A Kubernetesasa-Service (K8aaS) service specification.
1 ab5Gasa-Service (5GaaS) service specification.

Both services are ordered by Maestising an OSS Client service. At the northbound, the OSS Client
listens to various Kafka topics where SONATA makes K8aa$S or 5GaaS requests. When a such message
is received, the OSS Client reads the input data from the Kafka topic and creates a corresponding
service order to OpenSilice.

3.2.1.1.7 Maestro ComponentZZTC Client

Maestro uses a client service to integrate with Open|Af]; an opersource secure networking
platform that provides both zertrust security and overlay networking as pure opsurce software.

This client is titled Zerdrust Connectivity client, also abbreviated as ZTC Client. With this client,
Maestro establibes a programmable link with the ACROSS ZTC Fabric (see Sektpras it is
allowed to manage connections going through this fabric.

Northbound the ZTC Client listens to various Kafka topics where SONATA makes connectivity requests.
When a such message is received, the ZTC Client reads the input data from the Kafka topic and creates
a corresponding connectivity service.

3.2.1.1.8 Maestro Component& Telemetry Clign

Maestro lives in a centrahanagementcluster alongside with a Prometheu®7] service used to
monitor the state of this cluster. Maestro leverages this central Prometheus service to gather
telemetry data across athanaged clusterashere Maestro deploys user services.

To do so, Maestré S@S NI IS A& h-adsseivite seh@pcifidayod that can be ordered
together with a local Prometheus instanicestalled in the Kubernetes clustédnce Maestro orders a
new Kubernetes cluster from OShen Maestro uses th& elemetry Clienservice to configure the
Prometheus instance on thmanaged clusteso as for the latter to publish service metrics to the
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centralMaestroPrometheus instance. This way, all Maesieployed services report their telemetry
to a central Prometheus instance.

Upon the availability of a service's telemetry data, Maestro visualizes the monitoring data that is
aggregated at the centrahanagement clusteilo do sethe MaestroTelemetry Client integrates with

the Grafana APto create new graphs oacentral Grafana instance, based alefault list oservice
metrics. In the future, the Telemetry Client will allow Maestro users to define custom metrics of their
choice to be visualized on the dashboard.

3.2.1.1.9 AuxiliaryMaestroServices

Maestro is a cloughative service that lives in managementKubernetes cluster. In this cluster,
popular opensource services are installed alongside Maestro offering importaaturesto the
orchestrator. These services are summarized in the rest of this sedale 3-4 summarizes
important services that surround Maestro in theanagement cluster

Table3-4: Auxiliary opensource services to Maestro.

Service Name Objective

PostgreSQ[24] | A cloudnative relational database management system used to persist data acro
Maestro microservices (e.g., the TMF scheReckage Manage©SS Client, etc.)
Apache Kafkf25] | Serves as a message and event bus among all Maestro microservices.

Keycloal26] | Authenticates usersgainst Maestro, before allowing these users to access the Mae

Northbound APIsCorresponds to the Identity Manager servicdrigure3-18.

Prometheus Operatol A cloudnative version of the PrometheuR7] monitoring and alerting system with
[28] | timeseries database backend.
Grafang29] | An external dashboard that integrates with (i) Loki for visualizing service logs, (ii) Tem
visualizing service traces, and (iii) Mimir for visualizing SLAs.

Grafana Mimi[30] | Enhances the Prometheus operator with letegm persistence and higavailability features.
Grafana Temp§31] | A central component that integrates with popular opeaurce tracing protocols, such g
OpenTelemetry32], to collect and persist traces from every Maestro microservice.
Grafana LoK33] | A central component that aggregates, stores, and queries log entries from every Mg
microservice.
OpenTelemetry32] | A protocol used to instrument, generate, collect, and export telemetry data (metrics, logs
NI OSa0 F2NJ Iyl teaAaydbehavicug Fli gl NBQa LISNJH

3.2.1.2 Interfaces
This section introduces the final set of interfaces offered by the AM®MX across variousPlI
categories.

3.2.1.2.1 TMF Product Management APls

Maestro leverages TMF620 Product Catalog Managemen{6j\Rpecification to encode
products into abstract product specifications, which can be then organized in various product
catalogs, each with one or more product categories as showialie3-5.

Table3-5: Maestro TMF product catalog management API description.

Endpoint Version \ Description

/tmf -api/productCatalogManagement/v4/ 4.1.0 Provides a catalog of products

/tmf -api/productCategoryManagement/v4/ 41.0 Provides a category of products that belongs t
certain catalog

Itmf -api/productCandidateManagement/v4/ 41.0 Provides a candidate of products that belongs t
certain category

/tmf -api/productSpecificationManagement/v4/ 41.0 Provides a specification of products that maps t
certain candidate
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Once a product is stored into a product catalog, users can order it using TMF622 Product

Ordering Management ARY] specification as shown ifable 3-6. A product order may
comprise one or mor@roduct specifications, thus users may request compogpiteducts
Consequently, a product may be mapped to one or more servigeiEh are also mapped to
one or more resources as explained in the rest of thissedtion.

Table3-6: Maestro TMF product order management API description.

Endpoint Version \ Description
/tmf -api/productOrderingManagement/v4/ 4.0.0 Provides the ability to manage product orders t
comprise of one or more product specifications

Upon a successful product order, a (set of) product(s) is/are available. These products are

kept in a database that follows TMF637 Product Inventory Management [ARI
specification, as shown ifable3-7. This APl makes runtime information about products
available to the end users.

Table3-7: Maestro TMF product inventory management API description.

Endpoint Version Description
/tmf -api/productinventory/v4/ 4.0.0 Provides the ability to query and manipulate acti
products

3.2.1.2.2 TMF Service Management APls

Maestro leveragesTMF633Service Catalog Management AP] specification to encode

ASNIAOS LINPJARSNEQ aSNIAOSa Ayd2 FoaAGNI OO a
various service catalogs, each with one or more service categories as shoalries-8.
Table3-8: Maestro TMF service catalog management API description.
Endpoint Version \ Description
/tmf -api/serviceCatalogManagement/v4 4.0.0 Provides a catalog of services
/tmf -api/serviceCategoryManagement/v4 4.0.0 Provides a category of services that belongs f
certain catalog
/tmf -api/serviceCandidateManagement/v4 4.0.0 Provides acandidate of services that belongs to
certain category
Itmf -api/servicedecificationManagement/v4 4.0.0 Provides a specification of services that maps t|
certain candidate
Once a service is stored into the service catalog, usarsorder it using TM641 Service
Ordering APJ10] specificationas shown inTable3-9. A service order may comprise one or
more service specifications, thus users may request composite services.
Table3-9: Maestro TMF service order management API description.
Endpoint Version \ Description
/tmf -api/serviceOrderingManagement/v4 4.1.0 Provides the ability to manage service orders t
comprise of one or more service specifications
Ordered services are provisioned inttaaget infrastructure but remain inactiviEeonsuming
no resourcesjill an explicitserviceactivation This is done via an explicit API call to G8F
Service ActivatioManagementAPI[11] as shown imrable3-10.
Table3-10 Maestro TMF service activatiomanagementAPI description.
Endpoint Version \ Description
Co-funded by SGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
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Itmf -api/serviceActivatiorManagementv4/ 4.0.0 Provides the ability toactivate/deactivate and
configureservices in the service inventory

Upon service activatiom, (set of)service instandg) is/are available in a target infrastructure

These instances are kept in a database that follows6@@Bervice Inventory Management

API[12] specificaton, as shown inTable3-11. This API makes runtime information about
service instances available to the end users.

Table3-11Maestro TMF service inventory management API description.

Endpoint Version \ Description
Itmf -api/servicelnventory/v4/ 4.0.0 Provides the ability to query amdanipulate active
service instances

To facilitate service testing, Maestro implements (currently in betesion)TMF653 Service
Test Management AP13] specificationas shown imable3-12.

Table3-12 Maestro TMF service test management API description.

Endpoint Version \ Description
/tmf -api/serviceTestManagement/v4/ 4.1.0 Provides the ability to test services

3.2.1.2.3 TMF Resource Management APIs

Maestro leverages TMiB4 Resource Catalog Management AR1] specification to encode
resources into abstract resource specifications, which can be then organized in various
resource catalogs, each with one or more resource categories, as shdwablgB-13.

Table3-13 Maestro TMF resource catalog management API description.

Endpoint Version \ Description

/tmf -api/resourceCatalogManagement/v4 4.1.0 Provides a catalog of resources

Itmf -api/resourceCategoryManagement/v4 4.1.0 Provides a category of resources that belongs {
certain catalog

/tmf -api/resourceCandidateManagement/v4 4.1.0 Provides a candidate of resources theiongs to
a certain category

Itmf -api/resourceJecificationManagement/v4 4.1.0 Provides a specification of resources that mapsg
a certain candidate

Once aresource is stored into the resource catalog, usarerder it using TM652Resource
Ordering AP]15] specificatim, as shown irTable3-14. A resource order may comprise one
or more resource specifications, thus users may request composite resources.

Table3-14 TMF resource order management API description.

Endpoint Version \ Description

/tmf -api/resourceOrderingManagement/v4 4.0.0 Provides the ability to manage resource ordg
that comprise of one or more resourc
specifications

A completed resource order results inavailable resource instance. These instances are kept
in a database that follows TMBO9Resource Inventory Management AP8] specification, as
shown inTable3-15. This APl makes runtime information about resource instances available
to the end users.

Table3-15 Maestro TMF resource inventory management API description.
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" Description
Provides the ability to query andanipulate active
resource instances

Endpoint Version

/tmf -api/resourcénventoryManagement/v4

3.2.1.2.4 TMF Party Management APIs

Party is an abstract concept that represents an individual (person) or an organization that has
any kind of relation with the enterprise. Maestro leverages &BWParty Management API

[17] to encode parties and their characteristics, while BdgParty Role Managememi\PI

[18] is used to associate a party with one or more roles. Both APl endpoints are shown in

Table3-16.
Table3-16 Maestro TMF party and party role management APIs description.
Endpoint Version Description
/tmf -api/party/individual/v 4/ 4.0.0 Manage individual parties
Itmf -api/party/organization/v 4/ 4.0.0 Manage corporate parties (i.e., organizations)
/tmf -api/party/role / v4/ 4.0.0 Manage party roles

3.2.1.2.5 TMF Location Management APIs

al SAGNR ySSRa (2 0SS | gl MéatioasTas ieK& thdzagsoBded & A y 3
offered by these domains. To do so, Maestro leverages6MiGeographic Site Management

API[19] to encode the abstract location of a domain along with specific addre@sasg

TMF673 Geographic Address Management[A®]) where this domain offers resources, as

shown inTable3-17. The later API is part of the TMF 674, as the geographic site data model
encloses a list of geographic address data models.

Table3-17 Maestro TMF geographic site and address management API description.

Endpoint Version Description

/tmf -api/geographicSteManagement/vy 5.0.0 Manage resource locations at abstract sitg
where each site may contain a list of geograp
addresses

3.2.1.2.6 Peering API
Table3-18displays the endpoint of the Peering API, which allows to Create, Read, Update, and Delete
(CRUD) peered organizations.

Table3-18 Maestro Peering API description.

Endpoint Version \ Description

/peering latest Manage (Create, Read, Update, and Del¢
peered organizations via TMF Party Managem
API.

3.2.1.2.7 Registry API
Table3-19visualizes the Maestro Registry APl endpoints, which appear as a wrapper atop HashiCorp
Vault.
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Table3-19 Maestro Registry API description.

[reqistry-api/secret latest Manage service registries via Vault secrets in a secure and trusted
[registry-apifimage-pull latest Manage image pull secrets in a secure and trusted way
[reqistry-api/group latest ManageVault groups in a secure and trusted way
[registry-api/policy latest Manage Vault policies in a secure and trusted way
[registry-api/policy-group-flow latest Manage Vault policy groups in a secure and trusted way

3.2.1.3 Results

Extensiveesults of the AMSO are demonstrated via the AMSO Portal in 88clid..2 These results
demonstrate the capabilities of the AMSO to manage multiple ACDO doaminell as manage the
run-time capabilities of services deployed across multiple domains.

3.3 DomainOrchestration Layer

This section introduces the main component of the ACROSS Domain Orchestration Lalgr (DO
namely the ACDO.

3.3.1 ACROSS CreB®mmain Orchestrator (ACDO)
This section comprises the architectural design, i.e. internal structure and interfaces, of the ACDO,
which undertakes the role of an erid-end service orchestrator at the level of a management domain.

3.3.1.1 Architecture

The ACDO is based on the opmurce project OpenSlidd0] further supporting its development to

meet the ACROSS project requirements. OpenSlice is a Software Development Group (SDG) under
ETSI, which employs a servizased architecture to deliver Network as a Service (NaaS). To support

the latter, its design icorporates several widely utilised industry standards from 3GPP and ETSI, along

with a vast adoption of TMF Open APIs. Also, it offers afusedly Ul, multitenancy, and an Open

API based on the TMF family of APIs to achieve the aforementioned fualitiies) making it a perfect
OFYRARFGS F2NJ FILOATAGIGAYT (GKS LINRP2SOGQa R2YIl A\
interfacing with the AMSO.

hLISy{ft A0S A& OdaNNBydafte FfA3aySR ¢Afinksuppoat GfchsethQa LINI
2F hLISNIGA2ylt 52YFAya SELRAaAAYI YR YIylF3iay3a (K
only covers the functionalities required by Operational Domains to interwork with Operational
Support Systems/Business Support Systems/B3S$ applications and/or other domains from service

providers or 3 parties, but it also accommodates one of the key requirements of OpenSlice, that is

the reusability of API functionality rather than using a large set of specific APIs. Furthermore,
hLISy{ftA0SUa NBOSYyld @Ararzy Aa (zmb2Atdalofoperatdrk (G KS L
to expose and monetise telco capabilities to thpdrty service providers in a programmatic manner
OKNRdzZZK !tLa&® C2NJ GKIG YFGGSNE Ad FfNBFR& RSAONAR
Generic Slice Templafg3] properlytransformed to enable exposing through the TMF NaaS API Suite.

Consequently, the described functionalities inevitably placed OpenSlice at the top of the candidacy
list for the endto-end service orchestration solution in a single management domain, holistically
FRRNBaaAy3a GKS NBALISOIA GowrinTableR 2t RSNAQ NBIj dzA NB Y

Table3-20: OpenSlice ecosystem and relevance with stakeholders
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Stakeholder Why OpenSilicas useful to a stakeholder

Infrastructure Owners 9 allows the abstraction ofnfrastructure resources through the design
reusable and highly configurable services (e.g. 5GaaS, Kubeassgs

7 adzZlL2 NI a O2yidSYLRNINEBE 2LISNI {2NB
and orchestration platforms (i.e. OSM, Kubernetes)

1 offers unmatched orchestration capabilities by offering dynar
2NOKS&AGNI GAZ2Y LIALISEAYSaQ RSairdy

1 promotes resource efficiency by supporting their dynamic utilisat
0KNRdzAK2dzi GKS aSNBAOSQa tAFTSOe

1 enables the dynamic provision/dgrovision of services, based on polici
and external triggers

External Services (e.g. AMSO) 9 offers the industryready TMF family of APIs for service/resource orde

and management APIs

promotes interoperability across telco OSS/BSS and 3rd party systems

providesareali A YS @A S¢g 2F (GKS RSLX 2&8SR

actively supports the programmability, control and reconfiguration in ev

FaLSot 2F GKS aSNBAOSQa tAFTSOe

requirements

= —a —a

OpenSilice follows the principles of a serfi@esed architecture, as depictedkigure3-23, employing
a message bus system, thus offering modularity towards potential system extensions and updates.
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Figure3-23 Architecture of the ACROSS CroB®omain Service Orchestrator (OpensSlice)

In summary, OpenSlice comprisdglte following services:

=

Web portal

TMF APIs service

Thirdparty VNF/NSD Management API service

Kroki service

Authentication service

Issue Management service

Central Logging service

CRIDGE service

Service Orchestration and Order Management service

= =4 =4 -4 -4 -4 -8 -9
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T MANO client API service
1 METRICO Service

Following the previous section, which concisely mentioned the internal components of OpenSlice
architecture, all these services are introduced and further presented below.

3.3.1.1.1 Web portal

The web portal provides a singbatry point to relevant actors. Its mission is to add an abstraction
layer on top of the interconnected individual administrative zones within a single domain. It hides the
mechanisms, protocols and technologies adoptedcewery site, exposing the facility as a unified
platform through a usefriendly User Interface (Ul). As it has been reproducegdnre3-24, the Ul
consists of the following:

1 Services portal

Resource portal

Testing portal

Product portal

NFV Catalog Management portal

O O O O
QYD AN AYATavs

5G Vertical Customers
Service Providers/Admins

= =4 =8 A

portal portal portal portal portal

1
1
1
: Services Resource Testing Product NFV Catalog Management
1
1
1
1
1

Figure324d, / PAT 31 EAA6 O 7AA DI O0OAI AT i bl OEOQEIT 1
The NFV catalog management portal allows userntmard and manage NFV packages, i.e. Virtual
Network Function/Network Service (VNF/NS) artefacts. Subsequently, the packages are assembled in
corresponding catalogs. Also, the domain administrator is provided with a management interface of

the underlying3GPP administrative domains, thus allowing the incorporation of the individual
exposed services per domain to the unified facility.

Moreover, the rest of the portals, i.e. Services, Resource, Testing, Product, follovdi RA @A RS |y
O2y1ljdzSNE I LILIN2IF OKX 2FFSNAY3I K2fA&a0A0 &dzLJL2 NI |
exclusively designed Ul. Specificatlye Services portal allows respective actors to leverage the
constructed Resource Facing Service Specifications (RFSSs), out of the onboarded resources,
combining them to design new Customer Facing Service Specifications (CFSSs), as per TMF Service
CatalogManagement9] guidelines. These CFSSs are then exposed to relevant catalogs constituting
severaldomainsoriented ACROSS Platform Services, as seen in the next section. Subsequently, the
Product portal enables the design of product bundles out of available services, primarily incorporating

the aspect of monetization, based on TMF Product Catalog Managd@iesgiecifications. Similarly,

the Testing portal enables the outlining of the Service Test specificdfi@hthat would supplement

designed CFSS bundles, accommodating the runtime testing needs of services, if applicable and
supported by the infrastructure with the incorporation of an appropriate testing agent entity. Finally,

the available onboarded resourceshich are used for the construction of the RFSSs, are managed
through the respective Resource portal based on TMF Resource Catalog Manaffethent
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3.3.1.1.2 TMF APIs service

¢tKS ¢aC !'tLa aSNIBBAOS 2FFSNE ¢a C2NYzYQénappetdSy !t L
exposed capabilities of each domain. An extensive list of the employed Open APIs is presented in the
following section (see Sectid®i2.1.29. Evidently, this service supports the ThHsSed portals, as

described in the previous section, but also simultaneously enables external services and stakeholders

to interact directly with TMF domain resources through REST API calls. Within the coft€ROES,

AMSO leverages this capability by directly ordering and managing domain Platform Services and the
subsequent resources via the respective API calls.

3.3.1.1.3 Thirdparty VNF/NSManagement API service

The thirdparty VNF/NSD management API service is charged with the support of actions performed
in the NFV catalog management side of the portal. Specifically, it supports the NFV infrastructure
definition, as well as the NFVD/NSD artefact management reauints. Also, it maintains the
respective VNF/NS artefact catalog.

3.3.1.1.4 Kroki service

The complexity of the designed service bundles (CFFSs) severely escalates with the incorporation of
an increasing number of associated services, rendering them difficult to comprehend without a native
visual representation. For that reason, OpenSlice eftintegrates Krokj54] as an opersource
standalone service to provide a comprehensible view of the design service bundles. Kroki generates
digestible diagrams that can be used to overview relationships among services and/or service order
fulfilment flows, as seen iRigure3-25.

5G Connectivity and .
Internet Access Connect Radio

openbgs-upf_ns@OSM
TEN

openbgs-upf_ns

openbgs-core_ns

Figure3-25. Kroki representation of serviceelationships

3.3.1.1.5 Authentication service

This service provides authentication and authorization management capabilities, which enable the
management of users and roles that are allowed to have access both to the portal and the
Representational State Transfer (REST) APIs. This allows an adiirnsttafine which users belong

to particular roles and, hence, assign permissions to allow access to specific resources and actions. All
APls (except the grant token request) require a Bearer token in the request header, indicating an
authorized user. Athentication is based on oAuths5] which is implemented by employing a
Keycloak servgp6].
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3.3.1.1.6 Issue Management service

For issue management support, OpenSilice relies on By§&]laugzilla is a ticketing tool that allows
issue reporting and tracking via tickets to all relevant stakehold€ggire3-26 displays the overall

issue management service architecture integrating Bugzilla as its core and how this tool interacts with
other OpenSilice services presenting some distinctive scenarios. It should be noted that Bugzilla tickets
are not only used for bugjerrors, but also for general requests and natifications, e.g. Service
Orchestration and Order management procedures.

Issue Mgmt service

notification

Bugzilla client /C-) ‘
ugzilia clien - s . _'--'h.___
API L _ _\_ L @BUng"a [ Service Ordering | »

i als

4
I

Service Order
processing
1

Service Orchestration
and Order Services portal
Management service

Figure3-26. Issue management service architecture

3.3.1.1.7 Service Orchestration and Order Management service

The OpenSlice Service Orchestration and Order Management (OSOM) service is the principal
component of the overall architecture. It is engaged as soon as an issued Service Deployment Order
is captured, through the respective Ul or the REST API. Hence&d@MM is tasked with the support

of the orchestration process, i.e. delegating the deployment decisions to the underlying domain
components, along with the choreography and dependency compliance between employed
components of the deployment circle.

OSOM uses the opesource Flowable business process endivg to outline multiple orchestration

cases. For example, as depictedHigure 3-27, the Order fulfilment process, among others, is
expressed in the form of a BPMN diagram which is consumed by the process engine. In short, the
process first checks which tasks can be automatically orchestrated by an NFVO, a continuous delivery
tool for Kiwbernetes, or which require human interaction, if any. Consequently, a local service
orchestration process is comprised of intlsmain and crosslomain orchestration requests, which
concludes the order fulfilment process, upon its completion.
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Figure3-27. Order Fulfilment process diagram

The above example, along with the remaining cases described by the Flowable engine offers a sturdy
foundation to support several fundamental orchestration schemes, but it is evident that these designs
are static. As OpenSlice needs to support dynamic atchiion patterns as well, e.g. specific REST

API calls towards ACROSS platform services must be executed only after the successful deployment of
a core service, the concept of the -demand orchestration designing is also adopted. Specifically,
multiple landmark phases are introduced within the Network Slice Instance lifecycle, as $égarin

3-28, i.e. preprovision, activation, afteactivation, supervision, and afteleactivation phases.

Co-funded by
the European Union

GGSNS

ACROSS project heaceived funding from the European Union's Horizon Europe research and innovation program
under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirJjSt



D3.2: The ACROSS Mtibmain Orchestrabn Platform¢ Final Release

1
1
1
"""""""" teaaaaas, I === ===. e : '\‘ t"""'t".- '
e Preparation N |£ Commissioning} ¢ ______ Operation \ J/ Decommissioning®, |
' ' " ' H ' ' ' ' '
E Desian I:> On- ' " , ' E Sygervision Reporting | 1 E i . H
' & boarding | | " ' E>: ey, e .+ | De-activation | ! ermination | ¢ E
: q e v @ . '
H Network environment ' - ' ' ' ‘ HH
. preparation ' " . ' . Modification ' ! [
\ i " ' . ‘' \ L
. ‘ i ' N } . i
- . T B e e e T T, Ll
L} L
L . P 1
SUPERVISION
PRE_PROVISION | AFTER_ACTIVATION | AFTER_DEACTIVATION
CREATION

Figure3-28. Landmark phases in relation to the lifecycle of a Network Slice Instance (image edited from
[50].

Accordingly, dynamic orchestration is achieved by incorporating lifecycle management (LCM) rules,
that execute a specific logic, into the aforementioned phases. These rules are designed in a particular
user interface using Blockly librgy8], which generates syntactically correct code from interlocking
blocks, and then forwards the output code into the orchestration pipeline, as depicteidume3-29.
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Figure3-29. LCM rule design and output code

3.3.1.1.8 CentralLogging service

OpenSlice embraces the centralized log management concept, i.e. a type of logging solution system
that consolidates the log data from different services and pushes it to a central, accessible and easy
to-use solution. The solution is based on Elasticsg&@}for collecting, parsing and storing logs.

3.3.1.1.9 CRIDGE service

This service allows OpenSlice to create and manage Custom Resources (CRs) based on Custom
wSa2dz2NOS 5STFAYAGA2Yya 6/ w5a0 AyadadltftSR 2y | Ydzo SN
CHD to TMF bdge, which wraps Kubernetes APIs as TMF APIs and models. This severely fosters loose
coupling among implementatiotechnologies, therefore enabling even more complex service design
scenarios. Specifically, a developer may construct a CRD in any programming language of choice
or/and reuse the broad ecosystem of Kubernetes, in regard to operators. The latter is thelateah

to TMF resources, which subsequently can be used to design composite service bdadiesf the

ACROSS Orchestration Platform Services, asisake following sectionsare based on CRIDGE for
deployment and overview.
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3.3.1.1.10 MANO client API service

The MANO Client API service is an intermediate component that facilitates the communication
between OpenSlice and the underlying Management and Orchestration (MANO) components, which
reside in the engaged management domains. Specifically, the onboardihgankaging model
followed is based on the YANG mof&f] the information that needs to be exchanged relies on the
ETSI SOLOO0S interfdéd] and thus, a corresponding plugin charged with the translation of resource
requirements into lifecycle actions in the MANO domain is provided.

3.3.1.1.11 Metrico

Services and Resources created through OpenSlice potentially provide a vast amount of data and
metrics during their runtime. These data could be leveraged to perform actions upon the said services.
METRICO is a component designed to create an inherent mechanism that initiates customizable
metricsretrieval jobs and associate the data with services under scope. To address the challenge of
data retrieval across multiple and heterogeneous environmedpensSlice is not coupling tightly with

a monitoring solutin, but is able to integrate with any monitoring stack that provides a programmable
API, e.gPrometheuq27]. Prometheus is considered a wideiflized monitoring solution and many
alternative monitoring tools converge towards its data model via implementation of Prometheus
Exporters. On the other hand, OpenSlice remains technology agnostic by capturing the monitoring
requirements (e.g., data source, queries, interval, etc) throuple fTMF628 Performance
Management model and AR32].

3.3.1.2 Interfaces

OpenSlice provides service, service test, product, resource, alarm, party and location management
APIs based on the designated open TMF API specificatamthermore, it supports LCM rule
management (see sectio®.3.1.1.7 via a custom defined API. The&PlIs are directly exposed to
external stakeholders or indirectly available via the OpenSlice web portal (see s&&ibri.). The

latest supported APIs can be found online at the respective swagggd]stnd are also summarised

in Table3-21.
Table3-21/ DAT 31 EAA8O 4-& 1 AT ACAT AT O 10) 06 AAOAOE

Endpoint Specification  Version ‘ Description ‘

/tmf -api/productCatalogManagement/v4/ TMF 620 4.0.0 Provides and manages produ
catalogs, categories, candidate
offerings and specifications

/tmf -api/productOrderingManagement/v4/ TMF 622 4.0.0 Manages product orders constructe
out of product specifications and
offerings

/tmf -api/serviceCatalogManagement/v4/ TMF 633 4.0.0 Provides and manages servil
catalogs, categories, candidates al
specifications

Itmf -api/servicelnventory/v4/ TMF 638 4.0.0 Manages service instances based
ordered service specifications

Itmf -api/serviceActivationAndConfiguration/v4/ | TMF 640 4.0.0 Manages the activation an(
configuration of service instances

Itmf -api/serviceOrderingManagement/v4/ TMF 641 4.0.0 Manages service orders constructg
out of service specifications

Itmf -api/serviceTestManagement/v4/ TMF 653 4.0.0 Manages service tests that
validate the functionality of
service instances
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/tmf -api/resourceCatalogManagement/v4 TMF 634 4.0.0 Provides and manages resouri
catalogs, categories, candidates al
specifications

/tmf -api/resourcelnventoryManagement/v4/ TMF 639 4.0.0 Manages  standalone  resourg
instances or based on resourc
specifications

tmf -api/resourceActivationAndConfiguration/v4| TMF 70764] | 4.01 Manages thea (i | Y RI £ 2y §
activation and configuration

/tmf -api/resourceOrderingManagement/v4/ TMF 652 4.0.0 Manages resource order|
constructed out of resource
specifications

/tmf -api/resourcePoolManagement/vl/ TMF 685 1.0.0 Manages resource pools an
reservations of resources

/tmf -api/alarmManagement/v4 TMF 642 4.0.0 Manages alarms regardin
provisioned services

/tmf -api/party/v4/ TMF 632 4.0.0 Manages individuals an\
organizations interacting with the
TMF resources

/tmf -api/geographicSiteManagement/v5/ TMF 674 5.0.0 Manages sites that can be associat|
with entities and resources

/tmf -api/performance/v5 TMF 628 5.0.0 Manages measuraent collection

jobs with a recurring scheduleg
interval

3.3.1.3 Results

The results of the ACDO are demonstrated via the ACDO Portal in Settiba

3.4 Secure Integration Fabric Layer

In the heart of the ACROSBcSEre Integration Fabric layer, a Zerdrust ConnectivitfZTC)rabric

ensures that no packet flowing within ACRO%goesunencryptedover the network and/or (ii)

reachesan undesired recipient

3.4.1 ZeroTrust Connectivity (ZTC) Fabric

To securely manage multiple geastributed domains, ACROSS employs a programmableTZesbd

Connectivity (ZTC) fabric as showFRigure3-30. The idea is based on the concept of softwdedined
LISNAYSGSN) 60{5t0X gKAOK o06dzAfRa | R2YIAYyQ&

FIONROQA FRYAYAAUGNI G2NJ OFy NBIAAGSNI I YR

domain infrastructure resources and services through the fabric.

3.4.1.1 Architecture

To materialize this serviceACROS&mploys OpenZit{35]; an opersource secure networking
platform that provides both zertrust security and overlay networking as pure opsurce software.

Two key services comprise the ACROSS ZTC network; the ZTC Fabriseatézkin a central public
domain, where ACROSS stakeholders register and authenticate against a central authority. To join this

7

ySisg
I dzii K S

fabric,distributedZTC Client servisa@re deployed across the testbeds that wish to register resources

and services to the ACROSS fabric, as shofxigume3-30.

tne Europesn union BBSINS

2 N
y U

ACROSS project heaceived funding from the European Union's Horizon Europe research and innovation program
under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirJjSt

J
7



50
D3.2: The ACROSS Mtibmain Orchestrabn Platform¢ Final Release
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Figure3-30: Secure & trusted integration of domains vithe ACROSZTC.

The ZTC Fabric service establishes a programmable encrypted sdfiiase@ overlay network
backbone over the Internet, where various domain resources and services may register, thus
rendering themselves accessible from other members of the fabric. ThEabFIC is comprised of two

core componentsi.e., the ZTC Controller and the ZTC Router@sxibed below.

3.4.1.1.1 ZTC Controller
¢tKS %e¢e/ [ 2yGNREESNI OGa a F O2yFA3IAdz2NI GAzy St S
add/remove nodes and admit/discard services via APigese APIs are described in SecBeghl.2

3.4.1.1.2 ZTC Router

One or more ZTC routers act as forwarding elements of the ZTC network as sheigare8-30.

{2YS 2F (KS&S NRdAziSNR o6St2y3 (42 GKS %t/ ClFoNROQa
on the managed domains (i.e., edge routers).

3.4.1.1.3 ZTC Fabric Domain

One or more core ZTC routers along with the ZTC controller are deployed on a public domain (e.g., the
ztceuprojects.ewshown inFigure3-30). This domain is the root of trust of the ZTC network, thus must

be accessible from every managed domain.

3.4.1.1.4 ZTC Managed Domains

Every managed domain that wishes to join the ZTC network must employ one or more instances of
the ZTC Client servigeee Sectio.3.1). Figure3-30 shows an example deployment with a central
management domain (wher&MSOQOis deployed) and several underlying managed domains, where
multiple ACDQOnstances manage the domalixssources and expose them through the ZTC network.

In this setup each of the domainsesa ZTC client service to connect to the ZTC Fabric service located
in the trusted ZTC domain shown in grey.

3.4.1.1.5 ZTC Security

ZTOnetworks use robust modern cryptography and security mechanisms. Each component within a
ZTCnetwork uses security technology that fits its role and-uasesHere are the different types of
connections:
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1 control- connections between a controller and a router that manage network state. Secured
via mTLS 1.2+

1 link- connections between routers to form a mesh network. Secured via mTLS 1.2+

1 edge- multiplexed connections between an SDK and an Edge Router that carries service
connections. Secured via mTLS 1.2+

9 controller APIs connections between a controller and an SDK (or other software) via HTTPS
and/or secure websockets. Secured via TLS, mTLS 1.2+

9 service- connections carried by an edge connection and establish communication between a
client and host. Application data is etalend encrypted via libsodium public private key

cryptography.

Figure3-31shows thecontrol, link, edge andcontroller APtonnections. Theerviceconnections exist
within an edge connection and are pictured in more detaifigure3-32.
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Figure3-31 ZTC control, link, edge, and controller API connections (taken by Opena#i).

Connections between SDKs and Edge Routers are alpElconnections.edge connections are
multiplexed and carry multipleserviceconnections. Each connection is for a specific service and
secured with endo-end encryptionto transport application/service data securely between the two
intended parties only.
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Figure3-32 ZTC service connections (taken by OpenZ8b]).
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3.4.1.2 Interfaces

The ZTC Fabric offers a programmable API to manage services flowing through the ACROES fabric
do so, various endpoints ac#fered; in the rest of thisection,we group the APIs in various categories
and present their endpoints.

3.4.1.2.1 Authentication API
¢tKS SYRLRAY(O 2F GKS ¢/ Cl 0aN@3ONE ! dzi KSYGAOF A2y

Table3-22 ZTC Fabri@uthentication API description.

Endpoint Version  Description

/edge/management/v1/authenticate?method=password 1.0.0 Authenticate a user against the ZTC Fabsing
a POST HTTP messade successful call wi
return a token in the response. We need to tal
its value and add it as session' in the Header
in all the following requests.

3.4.1.2.2 Identity Management API
¢KS SYRLRAY(G 2F (GKS %¢/ ClIoNATaR23L RSy dAiGe al yl 3¢

Table3-23 ZTC Fabritdentity ManagementAPI| description.

Endpoint Version  Description

/ledge/management/v1/identities 1.0.0 ZTC is built on the foundation of zero trust.
solid pillar of that foundation requires that a
connections in a ZFéhabled network are
authenticated. Identities are the basis for Z
authentication. This API allewthe full set of
Create Read Update Delete (CRUD) operatio

3.4.1.2.3 ConfiguratiorManagement API
¢KS SYyRLRAYyGa 2F (GKS %¢/ ClLONROQIableRL TAIdzNF GA2Y

Table3-24: ZTC Fabri€onfiguration Management API description.

Endpoint Version  Description
/ledge/management/v1/configtypes 1.0.0 Allows to get the available configuration type
Two types can be used: (i) host config type g
(i) intercept config type. Hostbased
configuration tells ZTCwhere to forward
connection to. Intercepbased configuration
tells ZTC which protocol:iplhosthame:port
combinations to intercept and proxy for th
associated ZTC service.

/edge/management/v1/configs 1.0.0 Manage either host or intercegiased
configurations. Allows the full set of CRU
operations.

3.4.1.2.4 Service Management API
¢tKS SyRLRAYyGa 2F GKS w%¢/ CIl o NRATGREA25{ SNIDAOS al yI 3¢

Table3-25. ZTC Fabric Service Management API description.

Endpoint Version  Description

/edge/management/vl/services 1.0.0 A service encapsulates the definition of aj
resource that could be accessed by a client
traditional network. This API allowise full set of
CRUD operations.
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/edge/management/vl/servicepolicies 1.0.0 Service policies control which identities ¢
access or host which serviceBhere are two
types of service policies (i) Dial service polig
which control who can use a serviaed (ii) Bind
service policies which control who can providg
service This API allows the full set of CR
operations.

3.4.1.3 Results

This section visualizes sorservices of the ZTC portal that allow usergteract with the ZTC fabric
in a useffriendly mannerFirst Figure3-33 demonstrates the landing page of the ZTC porta (i.e., the
ZTC dashboajdThis view shes ar overview of themain ZTC entities, such as the total number of
ZTC identitiessonfigurations, services, and policies created over this ZTC fabric instance.

ZITTCORSOLE, DASHBOARD

Figure3-33. ZTC dashboard with a menu of views dime left-hand side.

When the platform administrator wishes to droard a new domain, he/she must first create a
security identity for this stakeholder. To do so, one may use the ZTC identity management view shown
in Figure3-34.
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Figure3-34: ZTC identity management view.
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When the ZTC identity is created, the owner of this identity shall usestues JWT token with a ZTC

Client (see Sectiof.3.]) to authenticate against the ZTC fabR@ure3-34 displays areen light icon
aside every identity that is currently connected on the fabric via a ZTC client.

Once a stakeholderonnectsto the ZTCfabric, then the process to create new security tunnels in
his/her domain is as follows:

1 The platform administrator must create 2 ZTC configurations (host and intercept) via the ZTC
configuration management view shown kigure3-35.

MANAGE CONFIGURATIONS e

Sokees Corfgubra Lot Tipes

Figure3-35: ZTConfiguration management view.

1 These configurations will be bound to a ZTC service that can be created via the ZTC service
management view shown iRigure3-36.

ZITICONSOLE MANAGE EDGE SERVICES
= S G Coy e
i

s

BiaRNE 23T

Figure3-36: ZTC service management view.

1 Finally, this service must be bound with 2 policiegnd and diadl via the ZTC policy
management view shown iRigure3-37.
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Figure3-37. ZTC policy management view.
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4 ACROSOrchestrationPlatform Services

This section introduces a list of importalatform Services that enhance the ACROSS Orchestration
tfFGF2NYVQa OF LI acrods Aeliekabcategériesia& folldws: (i dzNB &

Computeplatform services (see Sectidnl)
Storage platform services (see Sectibp)
Communication platform services (see Sectdd)
Network platform services (see Sectibd)
Telemetry platform services (see SectiBb)

1 Analytics platform services (see Secib6)

= =4 =4 -4 =4

D4.1 introduces a complementary list of Platform serviftegising on Al, Security & Trust, and
Automaton. All these services cover key tasks of WP3 and WP4 offering subsextéakions to
AMSQand ACDO.

4.1 ComputePlatform Services

This section of the ACROSS platform documentation focuses on the Compute Services. It explains the
components required to provide compute resources to a vertical application to run on the ACROSS
platform.

4.1.1 Kubernetesas-a-Service

The industry standard to run applications nowadays is the Kubernetes platfarhat extentthe
compute resources in ACRO&8 a Kubernetes cluster managed by the related ACD®.ACDO
offerscomputeservices, namelyKubernetesasa-Servicg K8SaaS)yhich will provision a Kubernetes
cluster in a domain and give full administrative access to the vertical cons&ughermore, to
facilitate Al-enabled workloadsACDQanalso provision Kubernetes clusters, whoeedesrely on
Graphics Processing Units (GRUS)

4.1.1.1 Architecture

ACDO offers a TMF API which can be consumé&dMsOor even the ACDO Ul to ordek&Saas
the manageddomain. Figure4-1 is ahighlevel figure which illustratesthe components needed to
provision aKubernetesluster inan OpenStaclrivate cloud as a service to the vertical consumer.
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(i N

ACDO ArgoCD J

Harbor

Gitlab
Qubemetes /

C Openstack API_\
EE
open—stack

Figure4-1 Kubernetesaa$S provisioning atop OpenStack VMs

ACDO runs inside lubernetescluster Management Clustéralong with the needed components

ArgoCD and Flux TF controllers. ArgoCD is used to deploychitsiwhichreside withnl y  F NI A F I O ¢
repository, such as HarbofThe TF controller is responsibli®r executingTerraform code which

resides within &it repository, by reconciling Terraforrdubernetegesources.

A common workflow used in ACROSS is to ordé@ntzernetescluster through the AMSO. AMSO will
place an order by consuming the TMF641 API. Once ACDO sgheiweder, it starts its fulfilment by
deploying an ArgoCD applicatioin sequence, theéArgoCD application specification points to an
artifact repository (Harborwhichholdsthe respectiveHelmchart to deploy. Thélelm chart includes
the neededKubernetegesourcesi.e. Terraform, Gitrepository, etc., which will be reconciled by the
Terraform contoller to executethe Terraformcode.Respectively, th&erraform code consumdke
OpenStackPI by using the terraforrapenstackprovider[65]to manage théOpenStackrivate cloud

in the domain. Terraform habiree main operationsi) terraform-init, where the initialization of the
terraform-providers takes placedpenStackkKubernetesetc), ii) terraform-plan, which calculates the
needed actiondo provision what is described in the cadend finallyiii) terraform-apply, which
kickstartsthe provisioning phase. Aftethis last phaseconcludessuccessfullya new workload
Kubernete<luster is formed in th®©penStaclprivate cloud. Athe employedKubernetegesources
e.g.secrets are provisioned in theManagement Clustethus making themavailable toACDOThe
latter canparseall the resources and select which ones should be further exposed to the ANISO.
this scenarig AMSO, as the initiator of tH€8SaaS process,expeting to acquirethe kubeconfidile,
which provides ecess to the provisioned cluste©nce acquired AMSO can deplow vertical
applicationwithin the workload cluster in this domain.
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Interfaces

Table4-1 provides the APl endpoints which can be consumed to pld¢@Saasrder butalso query
ACDdor the created resources

Table4-1 KubernetesaaS TMF interfaces

Endpoint Type Description
Get the K8SaaS Specification
Itmf -api/serviceSpecification/:id PATCH Update the K8SaaS Specification
/tmf -api/serviceOrder POST Ordercreation forthe K8SaaS
Itmf -api/serviceOrder/:id GET/PATCH Order query/alter the K8SaaS
/tmf -api/servicelnventory/:id GET/PATCH Query/alter the K8Saas$ service instance
/tmf -api/resourcelnventory/:id GET/PATCH Query/alter the K8SaaS resource instance

Furthermore when ordering this service, the consumer can define the following parameters:

1 Attached networks
Availability zone

Flavor of worker nodes
Number ofworker nodes

= =4 =4

4.1.1.2 Results

As already describeid the previous sections, the K8SaaS provisioning can offeramahled flavoy
offering Kubernetes clusters that utiligPUs. Thus, to differentiate betwetrese discrete offerings,
ACDO exposes two Specificatipas seen irFigure4-2 and Figure4-3, in the Network Services
Catalog.

Co-funded by : SGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirtijSt



59
D3.2: The ACROSS Mtibmain Orchestrabn Platform¢ Final Release

K8aas

( “h OpenSlice
by 0.1.0
You must be logged in to place an order

Description

This service creates a Kubernetes Cluster and provides its kube.conf file. The user can select:

* Number of worker nodes
* Flavor of worker nodes

e Attached networks

* Availability zone

Service Characteristics

& User Defined Service Characteristics
Characteristic's Name Default Values
Attached networks adminnet (Admin network)

Availability Zone NFV-AZ2 (NFV-AZ2)

Cancel

Figure4-2: Kubernetesaa$ in the ACDO Catalog

K8aas (Al-enabled)

.
( ? OpenSI ICe Version Bundle
01.0 true
by ETSI
You must be logged in to place an order

Description

This service creates a Kubernetes Cluster and provides its kube.conf file. Each worker node accommodates an RTX A6000 GPU,
suitable for Al workloads. The user can select:

* Number of worker nodes
* [lavor of worker nodes

¢ Artached networks

* Availability zone

Service Characteristics

& User Defined Service Characteristics
Characteristic's Name # Default Values
Attached networks ext_net (External network)

Availability Zone compute-ai (compute-ai)

Cancel

Figure4-3: KubernetesaaS (Alenabled) in the ACDO Catalog
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Respectively, the user can select the preferred Specification and proceed to the Service Order
preparation/checkout view, as seen Iigure4-4. This phase enablethe manipulation of the

configurable characteristicso 6 S& G OF G SNJ F2NJ 6KS dzaSNR& oy6rSRad a:
can also be set during the checkout phase.

Q‘DpenSlice Services Marketplace Manage Services ¥ Manage Entities ¥ Monitoring ~ B ™ Order List admin~

Service Order Checkout

Order Item List
Selected Service Configuration o

K8aaS (Al-enabled) K8aas (Al-enabled)

o 0.1.0 x
© Attached networks External network -
© Availability Zone compute-ai -
© Flavor of Nodes 1gpu, .8 v.cpusJ 24gh RAM, 80gb di... =
© Number of worker nodes 2 v
Service Order Preferences
Notes about the order
3./@}202‘5 ‘1 515;1. B 4./52202‘5 16:54 ‘. B

Date is displayed in Local Time (UTC: 03/06/25, 13:5

Figure4-4: KubernetesaaS(Al-enabled) ServiceOrder checkoutthrough the ACDO Portal

Once the Service Order is issued, thilment process initiatesresultingin the provisioningof the

requested Kubernetes cluster, as shownFigure4-5. Theessence of thelza SN & O2y T A 3 dzNJ
captured in the Customefacing Service (CF&hd thecreated resources fall under the Resource

Facing Service (RFS). Partidylahe RFS contains the provisioned Kubernetsources with the

kubeconf file being among them, as illustratedrigure4-6.
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Q‘ﬂpenslioe Services Marketplace Manage Services ¥ Manage Entities ¥ Monitoring ~ B ™ Order List  admin~
o

Service Order Overview And Management

Overview and Manage Service Order #e5abb82¢c-516d-4ea0-bf5c-5e2f36d64b8d

Main Order Properties
Order Item's Service main properties

Related Parties

D Name State
2d4e26e4-3ce5-4977-3a%-¢50a01310671 K8aaS (Al-enabled) [ active |
Service Type Category

@ You may select Order
Item(s) to edit or terminate

Service Specification Characteristics allocated with Order Item's Service

Characteristic Value (Alias)
Flavor of Nodes gpul.cpuB.m24.d80
Number of worker nodes 1

Supporting Services allocated with Service

) K8aaSs (Al-enabled) StartMode: AUTOMATICALLY_MANAGED, StartDate: 13 May 2025, 4:34 pm (Local Time)
CustomerFacingService

D K8aasrfs StartMode: AUTOMATICALLY_MANAGED, StartDate: 13 May 2025, 4:34 pm (Local Time)
ResourceFacingService

Service relationships overview v

Figure4-5: KubernetesaaS (Alenabled) Service Order féilment through the ACDO Portal

Q‘Openslice Services Marketplace Manage Services ¥ Manage Entities ¥ Monitoring ¥ € ™ Order List admin~

Service Overview And Management

Overview and Manage K8aas-rfs service
ResourceFacingService

@ Service created at 13/05/2025, 16:34 (Local Time)

Main Properties

Service Characteristics
Supporting Services Characteristic Value (Alias)
Supporting Resources AdditionPropertiesAsjson {"spec"{"destination":{"namespace":"e5abb82c-516d-4eal
Contexiial heatiips apiGroup generickubernetesresources
apiVersion argoproj.io/vialphal
appliedNetworks ext_net
org.etsi.osl.statusCheckValueUnknown Missing
Secret.kubeconf.data - kubeconf: "YXBpVmVyc2lvbjogdjEKY2x1c3RIcnM6Ci0gY2
Secret.kubeconf.json {"apiVersion":"v1","kind":"Secret","metadata"{"creationTime
o ANBg
Secret.kubeconf.kubeconf YXBpVmVyc2lvbjogdjEKY2x1c3RIcnM6Ci0gY2x1c3RIcjoKICA

Secret.ssh-key-pair.data - ssh-privatekey: "LSOtLS1CRUd|TiBFQyBQUKIWQVRFIEtFV

ConfigMap.scripts.argocd.argoproj.io/instance cr5c56afbl

ConfigMap.scripts.data --- remove_tfstate_from_application.sh: | #!/bin/sh search_

Figure4-6: Acquisition ofthe kubeconffile (Alenabled KubernetesaaS) through the ACDO Portal
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4.2 StoragePlatform Services

This sectionoutlines the Storageservicesin the ACROSS platform, detailisgmponents and
interfacesfor datamanagement. Th&torage Servicdsmandletwo types of datadata at rest and data

in motion. Therefore, the services include the Block, Object, and File Storage Service and the Data
Ingestion, Storage, and Search Service, described as follows

1. Block, Object, and File Storage Servigenages/ariousfiletypes, accessible via a REST API
2. Datalngestion, Storage, and Search Servioenagegeattime dataingestionfrom diverse
sources.

4.2.1 Block Object and File Storage Service

The Block, Object, and File Storage Service has two main functions in the ACROSS architecture. First,
it archives network flow statistics captured in raw PCAP files and processed by data aggregators.
Second, it facilitates the storage of trained Analyéind Al models, as detailed in the Analytics Model
Repository section.

4.2.1.1 Background/Tools

The core software tool for this service is MinlO, which manages files and runs on a single instance
within a Docker container. Interaction with data is provided through a REST API, a web Ul, and the
Swagger specification for testing functionalities.

4.2.1.2 Architecture

The architecture includes three layers and is illustrated in the Figure below. The lowest layer comprises
the available buckets managed by the host environment. The intermediate layer features the
operating Docker instance of MinlO, which handles interfacg management functions like access
rights, replication, and versioning. MinlO is configured for high availability and data replication-in fault
tolerant setups.

The top layer is a lightweight REST API developed with the FastAPI framework, which abstracts MinlO
operations and groups buckets by aggregator name. To ensure future cloud migration interoperability,

the API adheres to the S3 API interface and uses thigoRyMinlO Client SDK for a persistent
connection with MinlO's ACCESS_KEY. The API extends the HTTP response timeout to handle large
PCAP files, supporting HTTP POST for file receipt, and DELETE and GET methods for file management
and retrieval.
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Figure4-7: Block Object and File Storage architecture

4.2.1.3 Interfaces
The followingTable4-2 presents the endpoints provided by the Block, Object and File Storage service.

The functions of these endpoints provide the core methods POST, GET and DELETE, each with the
required parameters.

Table4-2: Interfacesof Block Object and File Storage

Endpoint

Type

Parameters

Response

Description

/healthcheck GET None *String” Checks if the API @perational.
Returns a simple statu
message.

/pcap GET None “Array of PCAP] Lists all available PCAP files
rebroadcasting.

/pcap POST 1) File “String” Allows uploading a PCAP fi

(required) along with optional metadata
2) Metadata Returns a confirmation
(optional) message.
Ipcap/{filename} GET 1) Filename "PCAP Downloads the specified PCA
(required) file, if available.
Ipcap/{filename}/metadata GET 1) Filename "JSON Retrieves metadata associate
(required) with a specified PCAP file i
JSON format.
Ipcap/{filename} DELETE | 1) Filename *String” Deletes the specified PCAP fi
(required) if it exists. Returns &
confirmation message.

4.2.1.4 Results

Co-funded by
the European Union

In Figure4-8 it is highlighted the management dashboard that is provided by MinlO and the existing
buckets available foboth the Block Object and File Storage component and the Analytics Model
Repository. Botlservicesshare the same underlyirgpplication but have isolated operations of that
they can access via different REST APIs.

GGSNS

ACROSS project heaceived funding from the European Union's Horizon Europe research and innovation program
under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirJjSt



64
D3.2: The ACROSS Mtibmain Orchestrabn Platform¢ Final Release

OBJECTSTORE  Bucksts
[t

Figure4-8 Block Object and File Storage Management Dashboard

4.2.2 Data Ingestion and Search Service

The Data Ingestion and Search Service manages and stores incoming data from various data
aggregators, publishing them to distinct topics on the message bussditvise organizes data into
separate indexes for efficient retrieval, ensuring that incoming data is parsed and compartmentalized
to further maintain data integrity.

4.2.2.1 Background/Tools

The service is built on Elasticsearch, an epeunrce search engine used for réi@he search, data
collection, and log parsing. It is containerized for easy deployment across environments and currently
operates on a single Elasticsearch instance to hahdléad from the Message Queue and Event Bus.

A multicluster setup is considered for potential increases in ingestion traffic. A connector between
the Message Queue and Event Bus allows asynchronous data ingestion. Kibana provides an interactive
dashboad for realtime data visibility, user management, and data filtering.

4.2.2.2 Architecture

The following Figure illustrates the higgvel architecture of the Datingestionand Search service.

The architecture features Elasticsearch in a single Docker container, exposing two ports: one for the
Elasticsearch API and one for node communication in a cluster if needed. Incoming messages are
handled by a custom connector develap@n Python using the Confluent Library. This connector
establishes a persistent connection to the message topics, authenticating with the required
certificates and credentla.

Upon receiving new payloads, the connector converts them into a format compatible with
Elasticsearch. Using the Elasticsearch Python library, the connector establishes a persistent
connection with Elasticsearch during its boot phase, ensuring secure adgtegsovided credentials.

It then initiates a POST request to the Elasticsearch API to index the payload.

Similarly, the Analytics Training service is also developed using the same python library, with different
credentials. This service provided the necessary parameters for filtering can retrieve data from all
available indexes in a JSON format.
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Message queue,
message and event Connector —>
bus
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Analytics Training J‘
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Figure4-9 Data Ingestion and Search Service architecture

4.2.2.3 Interfaces

Table 4-3 presents all endpoints provided by the Data Ingestion, Storage and Search s&orice.
differentiate between data used for Analytics and that used for Al services, different endpoints have
been created to ensure a clear separation between these functions.

Table4-3: Data Ingestion and Searchterfaces.

Endpoint Type Parameters Response Description
[tstat/_search/ GET 1) Username “Array of Retrieves entries from the tstat
(required) indexes index
2) Password
(required)
Ipfcpflowmeter/_search/ GET 1) Username “Array of Retrieves entries from the
(required) indexes’ pfcpflowmeterindex
2) Password
(required)
[cicflowmeter/_search/ GET 1) Username “Array of Retrieves  entries  from  the
(required) indexes’ cicflowmeter index
2) Password
(required)

4.2.2.4 Results

Figure4-10 illustrates the Kibana dashboard displayintisa of Elasticsearch indices, each ingesting
and storing reatime data streams. Data is first received via the ingestion pipeline before being routed
to the appropriate index.

Index selection is driven by the origin and schema of each incoming payload: for exsstgile,
network flows are mapped to the tstat idnex, cicflowmeterthe relevant index and pfcpflowmeter

in the pfcpflowmeter index respectively. This is dém@ptimize both indexing throughput and query
performance. Payloads with heterogeneous structures are dynamically transformed into a unified
JSON document model

Once indexed, data becomes available for qezati A YS |y f @8aAad YAOlI Yyl f SO
built-in aggregations queries to render dashboards of tgeées visualizations.
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Figure4-10Data Ingestion and Searcih Management dashboard

4.3 CommunicationPlatform Services

This section outlines the Communication services in the ACROSS platform, detailing components and
interfaces for efficient messagexchange within the platform

4.3.1 ZeroTrust Connectivity (ZTC) Client

The ZTC Client service is a software package that new domain infrastructure owners obtain upon
successful registration of their domain(s) to (hR€ ROS$ortal. This piece of software is deployed with

a single command and uses an authentication token (also obtained during registration) to authenticate
against the public ZTC Fabric service. At this point the new domain becomes part of the ZTC network

(i.e. part of theACROSS8atform), however, no services of this domain are exposed through the fabric

yet. To do so, the domain infrastructure owner needs to issue another call to the ZTC Fabric service,
FAl1Ay3a F2N ALISOATAO aSNBAOSa G2 06S FRRSR Ayid2 (K
accessible by other parties of the fabric (e.g., thmote AMSQinstance).

4.3.1.1 Architecture
Three ZTC Client service flavours are availablalite4-4, depending on the needs or technological
preferences of the domain owner.

Table4-4: ZTC Client service options.

Host tunneller Docker Exposes available resources of a physical and/or virtual host.
Edge router tunneller Docker Exposes available resources of multiple physical/virtual hosts in a
Area Network (LAN).

K8s tunneller Exposesvailable resources (e.g., pods) within a Kubernetes cluster.
deployed as a pod.

4.3.1.2 Interfaces
The ZTC clients leverageK S % ¢ /  Qded SEktiOB41. ltotidsue identity management,
configuration management, and service management commands to the ZTC controller.
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4.3.1.3 Results
The ZTC client demonstrates no results. This is just adifiware componen{clientside software)
that binds to the ZTC fabric server. The results of the ZTC fabric are demonstrated in $écti@n

4.3.2 MessageQueue,MessageX BEvent Bus
The Message queue, message and event bus facilitates data transfer from the available data
aggregators by employing separate message topics to ensure payload isolation

4.3.2.1 Background/Tools

Apache Kafka, along with Zookeeper faainaging broker instances, is used for this service. Apache

Kafka is an opesource distributed event streaming platform capable of handlingtiea data feeds

and serves as the core message bus for transferring data from data aggregators to other ACROSS
ASNIAOSaAd %221 SSLISNI YIylF3Sa FyR O22NRAYIFGSa YI ¥
and prevent marn-the-middle attacks, Kafka is configured with TLS, requiring each client to use
provided certificates and credentials for a persistent mection. Kafka handles the creation,

validation, and rollout of these certificates.

4.3.2.2 Architecture

The architecture uses a unified message bus for data transfer between services, facilitating the
RSO2dzLX Ay3a 2F ff aSNBAOSad 2KSy | LI efz2FR A& LI
in an appenebnly manner. Each data aggregator pugds different network flow statistics, so there

are three topics available for individual use:

 Tstat
1 Pfcpflowmeter
M Cicflowmeter

Each data aggregator is provided with certificates and credentials to establish a persistent connection
to a topic. Payloads are publish@mh topics as new records in an append mode. The connector
processes these topics by marshalling the raw data into a standardized format, such as JSON, for
efficient storage in the Data Ingestion and Search service.

The payloads are also consumed by the Analytics Inference Service. When a new payload is received,
it is processed, and the inferred result is added to the original payload as a new data field, creating a
new inference payload. This inference payload entpublished to one of the three available topics,
depending on its source:

9 Tstat_inference: This topic receives payloads from the Tstat source and contains inference
results related to Tstaspecific data.

1 Pfcpflowmeter_inference: This topic receives payloads from the Pfcpflowmeter source and
contains inference results related to Pfcpflowmetspecific data.

91 Cicflowmeter_infernence: This topic receives payloads from the Cicflowmeter source and
contains inference results related to Cicflowmetspecific data.
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Figure4-11Message queue, message and event bus atelsture.

4.3.2.3 Interfaces

This servicallowsother ACROSS servidescreatetopics that serve as integration points between
producers (writers of the topic) and consumers (readers of the topig).example, an Intelligent
service (e.g., Analytics Inference) may create a topic for publishing Analytics predictions that an
Automation service may consume @andle this eventln the rest of this section we detail how one
can createread, and delete a topigsing the API shown iFable4-5.

Table4-5: Admin endpoints forApache Kafka to create antist topics.

Endpoint Type Parameters Response Description

/ kafka/topics POST 1) Name “String” Creates a topic given the specifie
(required) name

/ kafka/topics GET N/A “Array oftopics | Retrievesa list of all available topic

/kafka/topics/{topic_name} DELETE | 1) topic_name: “string” Delete a topic given thespecified

string

name

4.3.2.4 Results

The Message queue, message and event bus components is not directly managed but a Management

REST API is exposed that wraps the admin functionality of topic managefigeme4-12 shows the
available endpoints forequesting a list of the available topics (via GET request). The creation of new
topicsrequiresspecifying the name of the topic as T TRparameter (via POST request). And last,
the deletion ofanexisting topic (via DELETE request)ere the exact name of the topic is provided.
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FastAP| €2 &2

lopenapi.json

default A
‘. m / Healthcheck N ‘
kafka A

‘m /kafka/topics List Topics A4 ‘
‘m /kafka/topics Create Topic v ‘

‘ /kafka/topics/{topic_name} Delete Topic N ‘

Figure4-12Management REST API for Message queue, message and event bus

For the development and managemeéifecycle an opesrsource Ul dashboard is used thataches
with the runningbrokerand visualizetelemetry data for the brokerall topics and connected clients
from ACROS&mponents Figured-13 highlights the running instance of the broker.

, Ul for Apache Kafka 8355260 .~
Dashboard Brokers
Across - ~
Brokers Uptime
Topics Broker Count Active Controller Version
Consumers 1 1001 3.4-IV0
Partitions
online = URP s In Sync Replicas » Out Of Sync Replicas
55 55 0
Broker ID Disk usage Partitions skew Leaders Leader skew Online partitions Port Host
1001 & 4.04 MB, 55 segment(s) - 55 - 55 9091 localhost

Figure4-13Management dashboard for Message queue, messagad event bus
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4.4 Network Platform Services

This section introduces useful network functions that are packagesemsces in thed b S 4 2 NJ
{ SNBAOSa¢ OF (SPain{ SNPVELERQSa! / wHE {28 @

4.4.1 5Gasa-Service

This sectioriocuses on the 5@sa-Servicd5GaaSas part othe ACROSSetwork Ratform Services

It describeghe components required to providen endto-end5G service in aACROS&main. The
purpose of this service is to gi%& networkaccess to users mspecific domainNaturally, apart from
the software components, the respective hardware must be present so esatize the enedo-end
5G serviceSpecifically, ithe Patras domainthe Patras5G testbepossesses the computing capacity
to host the 5G software components, as well as the thamed components, which comprise several
indoor and outdoor gNB nodesjanagecby theR2 Y Ay Qa ! / 5h o

4.4.1.1 Architecture

ACDO makes thgervice available over the TMF641 Service OrdertAid expsed to theAMSOTo
provide this serviceACDOnteracts with theOSM MANver the standardSOLO005 interface. OSM
will then sequentiallydeploythe User Plane Function (UPF) and the rest ofS@ecorefunctionsin a
target Kubernetes clustetOnce theoverall5G core service is running, and the deployment IPs of the
employed components are acquired, the selectedlio nodes(gNB9 are connected The 5GaaS
specification offers the following configurable characteristas seen iTable4-6.

Table4-6: 5GaasS specificatiooonfigurable characteristics

Characteristic Indicative Values
5G Radio Nodes Museum West, Museum East, Outdoor
RAN Profile Low Latency, Maximum UL, Maximum, Diefault

Figure4-14: 5GaaS deploymertitustrates the higHevelarchitectureof a 5G deployment workflow
initiated by AMSO and deliverday the ACDO within a target Kubernetes Clysaéso connecting all
the 5G componentto allow 5G devices to access the internet.

AMSO

4 " o

TMF API
ACDO

- R

internet

Figure4-14 5GaaS deployment
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4.4.1.2 Interfaces
Tabled-7: 5GaaSTMFinterfacesprovides the APl endpoints which can be consumed to place a 5GaaS
order but also query ACDO for the created resources.

Table4-7: 5GaaSTMFinterfaces.

Endpoint Type Description
Get the 5GaaS Specification
Itmf -api/service Specification/:id PATCH Update the 5GaaS Specification
/tmf -api/serviceOrder POST Order creation for the 5GaaS
Itmf -api/serviceOrder/:id GET/PATCH Order query/alter the 5GaaS
/tmf -api/servicelnventory/:id GET/PATCH Query/alter the 5Gaa$ service instance
/tmf -api/resourcelnventory/:id GET/PATCH Query/alter the 5Gaas resource instance

4.4.1.3 Results

The 5GaaSpecificationis available in the ACDO catalog, as sieRigure4-15. The interested

stakeholder can select the exposed specification and proceed to the Service Order
preparation/checkout view, as illustrated Figure4-16. The latter enables the configuration of the
characteristics offerel g KA OK GF Af 2N&R (KS a S NEetworiScoverage an S dza S N
Quiality of Service (QaS)

Figure4-15 5Gaas in the ACDO Catalog

Co-funded by : SGSNS ACROSS project hesceived funding from the European Union's Horizon Europe research and innovation program
the European Union under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint UndertakirtijSt









































































































































































