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Executive Summary 

Subject of the Deliverable 

Deliverable D3.2 presents the final release of the ACROSS Multi-domain Orchestration Platform, a 
zero-touch, cross-layer provisioning framework for 5G and beyond vertical services. It details the 
architecture and implementation of two core orchestratorsτthe ACROSS Multi-Domain Service 
hǊŎƘŜǎǘǊŀǘƻǊ ό!a{hΣ άaŀŜǎǘǊƻέύ ŀƴŘ ǘƘŜ !/wh{{ /Ǌƻǎǎ-Domain OrchestrŀǘƻǊ ό!/5hΣ άhǇŜƴ{ƭƛŎŜέύτ
alongside the Zero-Trust Connectivity (ZTC) Fabric that underpins secure inter-domain integration. The 
deliverable also documents a comprehensive set of platform services (compute, storage, 
communication, network, telemetry, and analytics) that extend the orchestration capabilities to 
vertical service providers and infrastructure owners. 

Summary of Work Carried Out 

1. Common Orchestration Services: Developed a unified portal, catalog, and repository layer 
enabling consistent service and resource management across domains (Section 3.1). 

2. !a{h όάaŀŜǎǘǊƻέύ: Implemented a cloud-native end-to-end service orchestrator exposing 
TM Forumςcompliant APIs for service cataloging, ordering, activation, and inventory, backed 
by a scalable microservices architecture with Kafka, Prometheus/Grafana, and 
OpenTelemetry (Section 3.2). 

3. !/5h όάhǇŜƴ{ƭƛŎŜέύ: Delivered a domain-level orchestrator offering full TMF-compatible 
product, service, and resource management, including lifecycle rule definitions and third-
party VNF/NSD integration (Section 3.3). 

4. Secure Integration Fabric: Deployed an OpenZiti-based ZTC Fabric providing mTLS-secured 
control, link, edge, and service-level tunnels, with programmable APIs for identity, 
configuration, and service policy management (Section 3.4). 

5. Platform Services: Realized a portfolio of services: Kubernetes-as-a-Service on OpenStack 
(Section 4.1), MinIO-based block/object/file storage (Section 4.2), Elasticsearch-backed data 
ingestion and search (Section 4.2), Apache Kafka messaging and ZTC client connectivity 
(Section 4.3), 5G/UPF network functions and traffic tools (Section 4.4), advanced telemetry 
(Section 4.5), and end-to-end analytics pipelines including model training, inference, and drift 
detection (Section 4.6). 

Main Conclusions 

¶ The ACROSS platform achieves zero-touch, multi-domain orchestration by harmonizing TMF 
standards with modern cloud-native technologies. 

¶ Security and trust are ensured via the programmable ZTC Fabric, eliminating exposure of 
management interfaces and encrypting all inter-domain traffic. 

¶ The modular architecture supports extensibility: new domains, services, and analytics 
capabilities can be integrated with minimal effort. 

¶ Platform Services empower verticals to deploy, monitor, and optimize complex 5G-enabled 
applications across disparate administrative domains seamlessly. 

Purpose of the Deliverable 

This document serves as the definitive technical reference for the ACROSS Orchestration Platform, 
supporting replication, adoption, and further research. It captures the final system design, 
implementation choices, API specifications, and validation results, ensuring transparency and 
facilitating industrial uptake under the Horizon Europe SNS-JU programme. 
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1 Introduction 

¢Ƙƛǎ ŘŜƭƛǾŜǊŀōƭŜΣ 5оΦн ά¢ƘŜ !/wh{{ aǳƭǘƛ-domain Orchestration Platform ς Cƛƴŀƭ wŜƭŜŀǎŜΣέ ǇǊŜǎŜƴǘǎ 

the completed design, implementation and validation of the ACROSS orchestration platform 

developed in WP3 of the ACROSS project. It builds on the initial architectures defined in D2.1 and 

refined in D2.2, as well as on the prototype release documented in D3.1, to deliver a fully functional, 

zero-touch, multi-domain service orchestration framework for 5G and beyond vertical services. 

1.1 Objectives 

The primary objectives of D3.2 are to: 

1. Deliver the final version of the ACROSS Multi-Domain Service Orchestrator (AMSO), providing 
end-to-end service lifecycle management across multiple administrative domains. 

2. Deliver the final version of the ACROSS Cross-Domain Orchestrator (ACDO), enabling domain-
level resource and service orchestration with standardized APIs. 

3. Finalize and integrate the Zero-Trust Connectivity (ZTC) Fabric to secure all inter-domain 
control and data flows. 

4. Document and validate the suite of platform servicesτcompute, storage, communication, 
network, telemetry and analyticsτsupporting vertical service deployment and operation. 

5. Demonstrate full compliance with ACROSS Grant Agreement commitments and Task 
descriptions for T3.1ςT3.4  

1.2 Mapping ACROSS Outputs 

The purpose of this section is to map ACROSS Grant Agreement commitments, both within the formal 

5ŜƭƛǾŜǊŀōƭŜ ŀƴŘ ¢ŀǎƪ ŘŜǎŎǊƛǇǘƛƻƴΣ ŀƎŀƛƴǎǘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǊŜǎǇŜŎǘƛǾŜ ƻǳǘǇǳǘǎ ŀƴŘ ǿƻǊƪ ǇŜǊŦƻǊƳŜŘΦ 

Table 1-1: Adherence to ACROSS GA Deliverable & Tasks Descriptions. 

ACROSS GA 
Component 

Title 

ACROSS GA 
Component Outline 

Respective 
Document 
Chapter(s) 

Justification 

DELIVERABLE 

D3.2: The ACROSS Multi-domain Orchestration Platform ς Final Release 
"The deliverable D3.2 provides the final implementation of the ACROSS orchestration platform. 

This includes the Multi-domain End-to-End Service Orchestrator, the ACROSS Cross-Domain 
Orchestrator, and other core components. 

TASKS 

Task 3.1 - 
Multi-domain 
end-to-end 
orchestrator & 
cross-domain 
integration 
fabric 

Provide the ACROSS 
Multi-Domain Service 
Orchestrator (AMSO) 
and integrate the Zero-
Trust Connectivity (ZTC) 
Fabric to secure inter-
domain control and 
data flows. 

§ 3.2 (AMSO) & § 3.4 
(ZTC Fabric) 

Implements and integrates 
AMSO with a scalable 
microservices backend and the 
ZTC Fabric for zero-touch, 
secure provisioning across 
multiple administrative 
domains. 

Task 3.2 - 
Distributed 
domain 

Develop the ACROSS 
Cross-Domain 
Orchestrator (ACDO) 

§ 3.3 (ACDO) & § 3.1 
(Common Services) 

Realises ACDO with full TMF-
compatible product, service 
and resource management, 
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orchestrators 
& domain 
integration 
fabric 

and tie it into the 
common orchestration 
services (portal, 
catalogs, repository) 
through TMF-compliant 
APIs. 

and integrates it with the 
shared 
portal/catalog/repository layer 
for per-domain orchestration. 

Task 3.3 - 
Storage and 
real-time 
Analytics 

Provide storage 
platform services 
(block, object, file) and 
analytics pipelines for 
data ingestion, model 
training/inference, and 
drift detection. 

§ 4.2 (Storage) & § 
4.6 (Analytics) 

Implements MinIO-based 
storage, Elasticsearch 
ingestion/search, and a 
complete analytics suite 
(model repo, training, 
inference, drift detection) to 
support real-time vertical 
services. 

Task 3.4 - 
Deep end-to-
end telemetry 
engine 

Deliver a suite of 
telemetry services 
covering compute 
(Kubernetes), 5G, SDN 
(P4 INT), and intelligent 
monitoring for deep 
visibility across the 
platform. 

§ 4.5 (Telemetry) 

Implements compute 
telemetry, 5G and SDN in-band 
telemetry, and an intelligent 
monitoring componentτ
ensuring comprehensive, end-
to-end visibility of deployed 
services. 

 

1.3 Relation with Other Deliverables and Tasks 

D3.2 builds directly on: 

¶ D2.1 όά9ŎƻǎȅǎǘŜƳ 5ŜŦƛƴƛǘƛƻƴΣ wŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ¦ǎŜ /ŀǎŜǎΣέ 5ŜŎ нлноύ ŀƴŘ D2.2 όά!/wh{{ 

tƭŀǘŦƻǊƳ !ǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ¢ŜŎƘƴƛŎŀƭ {ǇŜŎƛŦƛŎŀǘƛƻƴǎΣέ Wǳƴ нлнпύ ŦƻǊ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ŦƻǳƴŘŀǘƛƻƴǎΦ 

¶ D3.1 όά!/wh{{ hǊŎƘŜǎǘǊŀǘƛƻƴ tƭŀǘŦƻǊƳ ς Lƴƛǘƛŀƭ wŜƭŜŀǎŜΣέ Wǳƴ нлнпύ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǎƻŦǘǿŀǊŜ 

prototype. 

¶ D4.1 όά½ŜǊƻ-Touch, Intelligent and Secure Orchestration Enablers ς Lƴƛǘƛŀƭ wŜƭŜŀǎŜΣέ Wǳƴ нлнпύ 

for complementary security and intelligence components. 

It also provides the basis for subsequent WP5 exploitation and dissemination activities. 

1.4 Document Structure 

¢Ƙƛǎ ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ƻǊƎŀƴƛȊŜŘ ǘƻ ƎǳƛŘŜ ǘƘŜ ǊŜŀŘŜǊ ŦǊƻƳ ƘƛƎƘπƭŜǾŜƭ ƻōƧŜŎǘƛǾŜǎ ŀƴŘ ŎƻƴǘŜȄǘ ǘƘǊƻǳƎƘ 

detailed design and implementation, ending with an examination of broader impact: 

¶ Section 1 ς Introduction: Establishes the scope and goals of D3.2, summarizes how it builds 

on previous deliverables, maps objectives to tasks, and explains the layout of the document. 

¶ Section 2 ς Architectural Overview: Presents the finalized ACROSS platform architecture, 

showing component relationships across layers and domains. Revisits the high-level design 

from WP2 and highlights key design decisions for the final release. 

¶ Section 3 ς Multi -Domain Orchestration: Describes the two core orchestratorsτAMSO 

όάaŀŜǎǘǊƻέύ ŦƻǊ ŜƴŘ-to-ŜƴŘ ǎŜǊǾƛŎŜ ƭƛŦŜŎȅŎƭŜ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ !/5h όάhǇŜƴ{ƭƛŎŜέύ ŦƻǊ ǇŜǊ-
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domain resource orchestrationτalong with the shared Common Services (portal, catalog, 

repository) and the Zero-Trust Connectivity Fabric that secures all inter-domain interactions. 

¶ Section 4 ς Platform Services: Details the on-demand services exposed by the platform: 

o Compute as a Service: Kubernetes-as-a-Service on OpenStack 

o Storage Services: Block, object, and file storage 

o Messaging & Data Ingestion: Apache Kafka and Elasticsearch 

o 5G Network Functions & Traffic Tools 

o Telemetry Engine: In-band P4 INT, Kubernetes metrics, and 5G monitoring 

o Analytics Pipelines: Model training, inference, and drift detection 

¶ Section 5 ς Impact on Open-Source Projects and Standards Development Organizations 

Examines how WP3 outputs have influencedτand been integrated intoτrelevant open-

source communities (e.g., OpenStack, OpenZiti) and standards bodies (e.g., TM Forum, ETSI 

NFV). Highlights contributions, adopted specifications, and collaboration outcomes that 

ŜȄǘŜƴŘ !/wh{{Ωǎ ǊŜŀŎƘ ōŜȅƻƴŘ ǘƘŜ ǇǊƻƧŜŎǘΦ 

¶ Section 6 ς Concludes this deliverable  
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2 Alignment with the Final Version of the ACROSS Architecture 

This section demonstrates the alignment of WP3 activities with the final ACROSS architecture (see 

Section 2.1) as well as the mapping of logical architecture components introduced in D2.1 [1] and 

updated in D2.2 [2] with actual software components that are designed and developed in WP3 (see 

Section 2.2). 

2.1 Mapping of the Final ACROSS Architecture with WP3 

The final version of the ACROSS architecture is introduced in D2.2 [2]. This section realizes a mapping 

of WP3 activities with key blocks of the final version of the ACROSS architecture as shown in Figure 

2-1. The focus of T3.1 is to provide the ACROSS Multi-Domain Service Orchestrator (AMSO). T3.2 

mainly focuses on the ACROSS Cross-Domain Orchestrator (ACDO). T3.3 provides Analytics, Storage, 

and Communication platform services, while T3.4 provides Telemetry platform services. T3.1 and T3.2 

also jointly contribute to (i) the ACROSS Portal, Catalogs, and Repository and (ii) the Zero-Trust 

Integration Fabric. Finally, T3.2 provides some key Compute and Network Function services to the 

AMSO, as shown in the top part in Figure 2-1. 

 

Figure 2-1: Mapping of WP3 activities to the various parts of the final version of the ACROSS architecture. 

2.2 Mapping of Logical Components to Software Components 

Table 2-1 displays a mapping of the abstract WP2 component names of the final ACROSS architecture 

- as defined in D2.1 [1] and finalized in D2.2 [2] - to concrete software names that realize the functional 

and non-functional specifications of these components in WP3. 
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Table 2-1: Mapping of ACROSS logical components (WP2) to software components (WP3). 

ACROSS Logical Component Name (WP2) ACROSS Software 
Component Name (WP3) 

Provider 

ACROSS Portal ς Section 3.1.1 Maestro Portal and 
OpenSlice Portal 

UBI, UoP 

ACROSS Catalogs ς Section 3.1.1 Maestro Catalogs and 
OpenSlice Catalogs 

UBI, UoP 

ACROSS Repository ς Section 3.1.2 Maestro Repository and 
OpenSlice Repository 

UBI, UoP 

ACROSS Multi-domain Service Orchestrator (AMSO) ς Section 3.2.1 Maestro [1] UBI 

ACROSS Cross-Domain Orchestrator (ACDO) ς Section 3.3.1 OpenSlice [40] UoP 

ACROSS Zero-Trust Connectivity (ZTC) Fabric ς Section 3.4.1 OpenZiti [35] NOVA 

Kubernetes-as-a-Service Compute Service ς Section 4.1.1 OpenSlice K8s-aaS [40] p-NET, UoP 

Block Object and File Storage Service ς Section 4.2.1 Minio K3Y 

Data Ingestion and Search Service ς Section 4.2.2 ElasticSearch K3Y 

ZTC Client Communication Service ς Section 4.3.1 ZTC Client [35] NOVA 

Message Queue, Message & Event Bus Communication Service ς Section 4.3.2 Apache Kafka K3Y 

5G-as-a-Service Network Service ς Section 4.4.1 OpenSlice 5G-aaS [40] p-NET, UoP 

Traffic Generation Network Service ς Section 4.4.2 TG UBI, UoP 

Traffic Filtering Network Service ς Section 4.4.3 TF UoP, UBI 

5G UPF Offloading Network Service ς Section 4.4.4 UP4 UBI 

Heavy-Hitter Detection Network Service ς Section 4.4.5 HHD UBI 

Compute Telemetry Service ς Section 4.5.1 K8sT UoP 

5G Telemetry Service ς Section 4.5.2 5GT UoP 

SDN Telemetry Service ς Section 4.5.3 P4 ɹɿʆ UBI 

Intelligent Telemetry Service ς Section 4.5.4 ITS UPM 

Data Aggregator Analytics Service ς Section 4.6.1 DA K3Y 

Analytics Model Repository Service ς Section 4.6.2 AMR K3Y 

Analytics Training Service ς Section 0 ATS K3Y 

Analytics Inference Service ς Section 4.6.4 AIS K3Y 

Data Drift Detection Analytics Service ς Section 4.6.5 D3 K3Y 
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3 ACROSS Orchestration Platform 

This section details the four main pieces of the ACROSS Orchestration platform. Section 3.2 describes 

the final version of the ACROSS Multi-domain Service Orchestrator (AMSO). Section 3.3 describes the 

final version of the ACROSS Cross-domain Orchestrator (ACDO), while Section 3.1  

Finally, Section 3.4 covers the final version of the ACROSS Zero-Trust Integration Fabric 

3.1 Common Orchestration Services 

The final version of the ACROSS architecture introduces a nice abstraction in the way the ACROSS 

platform interacts with the stakeholders. This abstraction exploits the fact that both ACROSS 

orchestrators (i.e., AMSO and ACDO) rely on the same open and standardized APIs for product, service, 

and resource management, thus this allows to design a common frontend system (i.e., the ACROSS 

Portal) that visualizes both domain-specific and multi-domain products, services, and resources in 

catalogs (i.e., the ACROSS Catalogs) with identical look and feel. 

²Ŝ ǊŜŦŜǊ ǘƻ ǘƘŜǎŜ ŀǎǎŜǘǎ ŀǎ ά/ƻƳƳƻƴ hǊŎƘŜǎǘǊŀǘƛƻƴ {ŜǊǾƛŎŜǎέ ōŜŎŀǳǎŜ ōƻǘƘ ƻǊŎƘŜǎǘǊŀǘƻǊǎ ǳǎŜ ǘƘŜ 

exact same API to interface with the Portal, Catalogs, and the Repositories where services get stored. 

Figure 3-1 visualizes these common services and the way they interact with each other through open 

industry standards. 

 

Figure 3-1: Common ACROSS orchestration services. 

In the rest of this section, we provide additional details on these common orchestration services. 

Section 3.1.1 introduces the ACROSS Portal and Catalogs, while Section 3.1.2 briefly introduces how 

ACROSS interfaces with popular software repositories and registries. 

3.1.1 ACROSS Portal and Catalogs 
This section presents the user-oriented side of ACROSS, which supports services beyond 5G and 

facilitates interaction with numerous stakeholders via its powerful frontend User Interface (UI). All 

ACROSS services (i.e., both user and platform services) are άŀŘǾŜǊǘƛǎŜŘέ ōȅ ǘƘŜ !/wh{{ tƻǊǘŀƭ ǘƘǊƻǳƎƘ 

relevant catalogs, which allow (i) grouping of these services to different categories and (ii) role-based 

ŜȄǇƻǎǳǊŜ ƻŦ ǘƘŜǎŜ ŎŀǘŀƭƻƎǎ ǘƻ ŘƛŦŦŜǊŜƴǘ ǎǘŀƪŜƘƻƭŘŜǊǎ όƛΦŜΦΣ ŜƴŘ ǳǎŜǊǎ ƻƴƭȅ ǎŜŜ ǘƘŜ ά¦ǎŜǊ {ŜǊǾƛŎŜ 

/ŀǘŀƭƻƎǎέΣ ǿƘƛƭŜ tƭŀǘŦƻǊƳ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ ǎŜŜ ƻƴƭȅ άtƭŀǘŦƻǊƳ {ŜǊǾƛŎŜ /ŀǘŀƭƻƎǎέύΦ 
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3.1.1.1 Architecture 

The architectural design of the ACROSS portal stems from the need to support the numerous 

standardised interfaces that both multi-domain and domain-specific orchestration layers support. 

Domain-level Portal 

The domain-level ACROSS orchestration portal Ŧƻƭƭƻǿǎ ŀ άŘƛǾƛŘŜ ŀƴŘ ŎƻƴǉǳŜǊέ ŀǇǇǊƻŀŎƘΣ ŎƻǾŜǊƛƴƎ 

ŜŀŎƘ ŀǎǇŜŎǘ ƻŦ ǘƘŜ ŜƴǾƛǎƛƻƴŜŘ ŘƻƳŀƛƴ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ƴŜŜŘǎΦ {ǇŜŎƛŦƛŎŀƭƭȅΣ ǘƘŜ ǇƻǊǘŀƭ ƛƴŎƻǊǇƻǊŀǘŜǎ 

designated UIs that vertically cover all layers within an administrative domain from products to 

services to resources. Although the product layer is not primarily targeted at a portal, non-exposable 

to the vertical customer, it is referenced for completeness. To that matter, each layer can serve as a 

standalone, only encapsulating the layers beneath it, as illustrated in Figure 3-2. 

Multi -domain-level Portal 

The multi-domain portal inherits the same hierarchy of administrative domains (i.e., products, 

services, resources) from the domain-level portal, but provides additional views required for end-to-

end product, service, and resource management across multiple domains (see Figure 3-2). Specifically, 

ŀ άǇƭŀǘŦƻǊƳέ ǾƛŜǿ ƛƭƭǳǎǘǊŀǘŜǎ ŀ ŘȅƴŀƳƛŎ ƳŀǇ ǘƘŀǘ Ǉrovides the location of the AMSO as well as the 

locations of the ACDO instances that exhibit an active peering session with the AMSO. The platform 

administrator can hover on these icons in the map to see more information about an orchestrator, 

such as the exposed endpoint where one could access its services, as well as the active compute 

clusters under the vicinity of each ACDO instance. This platform view not only allows the platform 

administrator to see the current state of the platform (i.e., the available AMSO and ACDO instances) 

but also establish peering with new ACDO instances (to bring new domains under ACROSS) or stop an 

active peering on demand. 

 

Figure 3-2: Hierarchical architecture of the ACROSS Portal. 

3.1.1.2 Interfaces (and Results) 

This section contains indicative figures from the ACROSS Portals, covering both multi-domain and 

domain-level views. The ACROSS portal is a user interface, thus the interfaces and results for this 

component can be merged by showing screenshots from the user interface. 
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ACROSS Domain-level Portal 

Domain Portal encompassing all the vertical layers. Specifically, Figure 3-3 displays a platform Network 

Service (see Section 4.4) exposed as a product in the respective catalog, while Figure 3-4 illustrates 

the deployable service specification associated with the aforementioned product and Figure 3-5 

outlines the management UI which enables the service specification design. Moreover, Figure 3-6 

shows the process which transmutes a service specification (referring to a Compute Platform Service 

ς see section 4.1) into a tangible service instance, i.e. the service ordering procedure, whereas Figure 

3-7 presents the associated resource with the latter service instance. 

 

Figure 3-3: ACROSS Domain Portal ɀ Product exposure through catalogs. 

 

 

Figure 3-4: ACROSS Domain Portal ɀ Service specification exposure through catalogs. 
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Figure 3-5: ACROSS Domain Portal ɀ Service specification design. 

 

Figure 3-6: ACROSS Domain Portal ɀ Service order and service instance management. 
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Figure 3-7: ACROSS Domain Portal ɀ Resource instance management. 

 

ACROSS Multi-domain-level Portal 

The ACROSS End-to-9ƴŘ {ŜǊǾƛŎŜ hǊŎƘŜǎǘǊŀǘƻǊΩǎ tƻǊǘŀƭ ƻŦŦŜǊǎ ŀ ǎŜǘ ƻŦ ƳƻŘŜǊƴ ¦ǎŜǊ LƴǘŜǊŦŀŎŜ ǾƛŜǿǎ ŦƻǊ 

platform administrators, service providers, and infrastructure providers. First, a map view (see Figure 

3-8) allows platform administrators to see the location of the AMSO (black Maestro icon) and ACDO 

instances (White OpenSlice icons) that comprise the ACROSS orchestration platform. An abstract tree 

view is also made available as shown in Figure 3-9. 

 

Figure 3-8: ACROSS Multi-domain Portal ɀ Platform view as a map. 

 

Figure 3-9: ACROSS Multi-domain Portal ɀ Platform view as a tree. 
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Next, AMSO users are offered a Marketplace, where users can manage (i.e., create, update, delete, 

and read) service catalogs, service categories within a catalog, as well as service specifications within 

a service category. Figure 3-10 shows an example Marketplace view of the AMSO with 2 catalogs, i.e., 

End User Service and Platform Services. The Platform Services catalog hosts Kubernetes Services 

(Compute) and 5G Services (Network) as exposed by the underlying ACDO instances, while the End 

User Services catalog hosts a Web Services category with an example web service. 

 

Figure 3-10: ACROSS Multi-domain Portal ɀ Service specification exposure through catalogs. 

A user may select a desired specification from the Marketplace and place it into the άǎƘƻǇǇƛƴƎ ŎŀǊǘέ 

to initiate a service order. Figure 3-11 depicts an example service order of a web service on top of an 

existing Kubernetes cluster ǘƛǘƭŜŘ άh/a-/ƭǳǎǘŜǊ {ŜǊǾƛŎŜέΦ ¢ƻ Ŧƛƭƭ ƛƴ ŀ ǎŜǊǾƛŎŜ ƻǊŘŜǊΣ ǘƘŜ ǳǎŜǊ ƛǎ ǊŜǉǳƛǊŜŘ 

to input start and end date for the order (to define its duration), the Kubernetes service on which the 

ŜƴŘ ǳǎŜǊΩǎ ǎŜǊǾƛŎŜ ǿƛƭƭ ōŜ ƘƻǎǘŜŘΣ the service package manager used to build the service (i.e., helm is 

ǘƘƛǎ ŜȄŀƳǇƭŜύΣ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ŎƭǳǎǘŜǊ ƳŀƴŀƎŜǊ όƛΦŜΦΣ wŜŘIŀǘΩǎ h/a ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ōǳǘ Ǿŀƴƛƭƭŀ 

Kubernetes is also supported)Σ ǘƘŜ ǎŜǊǾƛŎŜ ŀǊǘƛŦŀŎǘΩǎ ƛŘŜƴǘƛŦƛŜǊ ŀƴŘ ǾŜǊǎƛƻƴ ǘŀƎ ƛƴ ǘƘŜ ǎŜǊǾƛŎŜ ǊŜƎƛǎǘǊȅ 

that hosts the helm chart, as well as the service registry URL where the helm chart is stored. When all 

ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ƳŀŘŜ ŀǾŀƛƭŀōƭŜΣ ǘƘŜ ǳǎŜǊ Ƴŀȅ ǇǊŜǎǎ ǘƘŜ άtƭŀŎŜ ƻǊŘŜǊέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ǘƻǇ ǊƛƎƘǘ-hand 

side in Figure 3-11, to initiate the service order. 
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Figure 3-11: ACROSS Multi-domain Portal ɀ Service order management. 

After the successful ƻǊŘŜǊ ƻŦ ƻƴŜ ƻǊ ƳƻǊŜ ǎŜǊǾƛŎŜǎΣ ǘƘŜ !a{h ǳǎŜǊ Ŏŀƴ ōǊƻǿǎŜ ǘƘŜ άaȅ {ŜǊǾƛŎŜǎέ ǾƛŜǿ 

as shown in Figure 3-12. This view displays instances of deployed services and their corresponding 

state (e.g., ACTIVE, INACTIVE, TERMINATED). The user may open ŀƴȅ ƻŦ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎŜǊǾƛŎŜ άŎŀǊŘǎέ 

to see additional information about a particular service instance as shown in Figure 3-13. 

 

Figure 3-12: ACROSS Multi-domain Portal ɀ Service instance management. 
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Figure 3-13: ACROSS Multi-domain Portal ɀ Service instance management details. 

Once a service is up and running, the AMSO offers a set of dashboards (see Figure 3-14) that visualize 

key metrics of running service instances, such as the CPU, main memory, disk utilization as well as the 

transmitted and received number of packets per service component. 

 

Figure 3-14: ACROSS Multi-domain Portal ɀ Service telemetry management. 

Apart from real-time monitoring, AMSO offers real-time service reconfiguration capabilities. We 

demonstrate a glimpse of these capabilities using two indicative examples. First, Figure 3-15 shows a 

view of an active Kubernetes-as-a-Service instance, taken from the AMSO TMF Service Inventory 

Management API. The user can modify three service characteristics, namely (i) the name of the 

service, (ii) the duration of the service (i.e., for how long it will remain active), and (iii) the number of 

worker nodes that comprise this Kubernetes cluster. The latter characteristic allows the user to scale 

cluster on demand, by adding/removing worker nodes. AMSO offers a similar view also for 5G-as-a-

Service real-time re-configuration, where the user may change the name, duration, and 5G RAN profile 

of the deployed 5G system. 
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Figure 3-15: ACROSS Multi-domain Portal ɀ Real-time reconfiguration of Kubernetes clusters (via OpenSlice - 
ACDO). 

On the end-user side, AMSO offers additional real-time re-configuration capabilities. Figure 3-16 

visualizes the service cart of a multi-domain end user service that is deployed on top of an OCM 

cluster. As OCM is built for multi-cluster services, the user may associate service components with 

OCM labels, based on which the OCM scheduler may place these service components across different 

cluster (and potentially different domains). According to Figure 3-16, the end user can change: 

1. The service name of the active service instance 

2. The duration of the service (i.e., start and end dates) 

3. The Kubernetes Service ID that hosts this service (if modified, this initiates service migration) 

4. The base service registry URL and service artifact version. These two characteristics denote 

the location of the service package; if modified, AMSO will deploy a different version 

(upgraded/downgraded) of this service, even if this version is in a different registry. 

5. ¢ƘŜ ŎƭǳǎǘŜǊ ƳŜǘŀŘŀǘŀ ƳŀƴƛŦŜǎǘΣ ǿƘƛŎƘ ŀƭƭƻǿǎ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ǘƻ άǘŀƎέ ǎŜǊǾƛŎŜ ŎƻƳǇƻƴŜƴǘǎ 

ǿƛǘƘ ŘƛŦŦŜǊŜƴǘ άƭŀōŜƭǎέΣ ǘƘǳǎ ƳƻŘƛŦȅ ǘƘŜ placement of the deployed components across the 

managed cluster under OCM. This feature allows AMSO to manage multi-domain services. 

 

Figure 3-16: ACROSS Multi-domain Portal ɀ Real-time reconfiguration of multi-domain and/or multi-cluster 
end-user services. 
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Service providers have a dedicated view where they can manage service registries and secrets related 

to their services. For instance, if a service provider uses a private service registry to store his/her 

service components (e.g., docker images, helm charts, etc.), they can insert this registry into the table 

shown in Figure 3-17Φ !a{h ǿƛƭƭ ǘŀƪŜ ŎŀǊŜ ƻŦ ǎŜŎǳǊŜƭȅ ǎǘƻǊƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ŎǊŜŘŜƴǘƛŀƭǎ ƛƴǘƻ ŀƴ ƛƴǎǘŀƴŎŜ 

of Vault [42], which ensures that sensitive user information, such as passwords, is encrypted and kept 

safe. Apart from usernames and passwords, the AMSO service registry management view also allows 

us to store any Kubernetes secrets that a service provider may have linked to his/her services. 

 

Figure 3-17: ACROSS Multi-domain Portal ɀ Service registry management. 

3.1.2 ACROSS Repository 
Complex platforms, such as ACROSS, typically comprise of multiple components, each maintained by 

a different development team/partner. In some cases, such components are open-source projects 

that involve multiple contributors across Europe or even worldwide. This means that every software 

development team may choose a different repository (e.g., GitHub [48] vs. GitLab [47]) to maintain 

their software, while in some cases these repositories may be public or private, depending on the 

licences behind the software. 

For these reasons, ACROSS requires connection with multiple software repositories and registries as 

shown in Figure 3-1. To do so, we rely on well-established platforms for maintaining software across 

the whole software development and release lifecycle, such as GitLab [47], GitHub [48], jFrog [49] etc., 

which offer out-of-the-box tools for: 

¶ Hosting source code. 

¶ Maintaining history of development activities (i.e., commit history). 

¶ Running automation pipelines for Continuous Integration (CI), which ultimately produces 

άǘŜǎǘŀōƭŜέ ǎƻŦǘǿŀǊŜ ŀǊǘŜŦŀŎǘǎΦ 

¶ Hosting these artefacts in software registries (e.g., for container images, helm charts, etc.). 

¶ Running automation pipelines for Continuous Delivery (CD) of software artefacts and 

integration with the ACROSS orchestration platform for deployment on certain infrastructure. 

Fortunately, these platforms converge into a common open industry standard for container formats 

and runtimes titled Open Container Initiative (OCI) [46] maintained under the umbrella of the Linux 

Foundation [45]. Using this standard, one could consume various types of service artefacts (e.g., 

container images, helm charts, maven archetypes, etc.) using the OCI protocol. This is the standard 

interface of the ACROSS Repository with the ACROSS Catalogs. 

3.2 Multi -Domain Orchestration Layer 

3.2.1 ACROSS Multi-Domain Service Orchestrator (AMSO) 
This section presents the internal design of the AMSO, the features of which are implemented as part 

of the Maestro end-to-end service orchestrator platform [5]. 
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3.2.1.1 Architecture 

¢ƻŘŀȅΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŜȄǇŀƴŘ ǘƻǿŀǊŘǎ ǘƘŜ ŜƴŘ ǳǎŜǊǎΣ ǿƘŜǊŜ ƴǳƳŜǊƻǳǎ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όLƻ¢ύ 

and/or user equipment (UE) devices require connectivity with local (extreme edge) or remote (far in 

the cloud) services. This connectivity may be often provided via cellular (5G and beyond) networks or 

low-power IoT networks integrated with multiple geo-distributed (edge and core) cloud 

infrastructures. 

Such complex ecosystems pose several challenges in the way service onboarding, deployment, and 

lifecycle management (LCM) is performed in an end-to-end fashion, mainly because modern services: 

¶ are structured as collections of independently deployable and loosely coupled microservices. 

¶ may span across multiple administrative domains - managed by different owners - who often 

do not trust each other. 

¶ are often associated with service level agreements (SLAs), which pose strict compute (i.e., 

CPU, main memory, storage) and network (i.e., latency, throughput, packet loss) 

requirements. 

Maestro is a holistic end-to-end service orchestration platform that aims to bridge these gaps by 

offering zero-trust multi-domain service orchestration abstractions to various stakeholders. 

Specifically, Maestro represents the ACROSS AMSO, addressing requirements for the stakeholders 

shown in Table 3-1. 

Table 3-1: Maestro ecosystem and relevance with stakeholders. 

Stakeholder Why Maestro is useful to a stakeholder 

Infrastructure Owners ¶ manages services across multiple geo-ŘƛǎǘǊƛōǳǘŜŘ άƴƻƴ-ǘǊǳǎǘŜŘέ ŘƻƳŀƛƴǎ 
acting as root of trust. 

Service providers ¶ allows service providers to package distributed services as if they are 
centralized, thus moving complexity to the platform. 

¶ offers a single set of service management APIs, no matter how many 
domains your application expands to. 

¶ supports state-of-the-art service packaging tools (i.e., Kubernetes, helm, 
and docker-compose). 

¶ provides programmable connectivity services across clusters/domains, 
giving a single-cluster illusion to the users. 

¶ provides a real-ǘƛƳŜ ǾƛŜǿ ƻŦ ǘƘŜ ŘŜǇƭƻȅŜŘ ǎŜǊǾƛŎŜ ƛƴǎǘŀƴŎŜǎΩ ǎǘŀǘŜΦ 

¶ ǇǊƻǾƛŘŜǎ ƪƴƻōǎ ǘƻ ŎƘŀƴƎŜ ŀ ǎŜǊǾƛŎŜ ƛƴǎǘŀƴŎŜΩǎ ǊǳƴǘƛƳŜ ǎǘŀǘŜ Ǿƛŀ ŀ ǎŜǊǾƛŎŜ 
update API and/or real-time policies. 

Relevant Platform Providers ¶ decouples service and resource management via integration with 
operations support systems (OSS) using open standardized APIs. 

¶ deals with service management. 

¶ delegates resource management to OSS (e.g., ETSI OpenSlice). 

¶ manages multiple OSS instances. 

¶ integrates with vanilla container orchestration platforms (i.e., Kubernetes). 

 

Maestro is based on a service-based architecture of multiple loosely coupled microservices, as shown 

in Figure 3-18. 
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Figure 3-18: Abstract architecture of the ACROSS Multi-Domain End-to-End Service Orchestrator (Maestro). 

To ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ǊŜŀŘŜǊΩǎ ǳƴŘŜǊǎǘŀƴŘƛƴƎ of how Maestro works in practice, we also provide another 

version of the abstract Maestro architecture shown in Figure 3-18, annotated with specific 

technologies that correspond to the Maestro blocks. This technology-oriented Maestro architecture 

is depicted in Figure 3-19. 

 

Figure 3-19: Technical architecture of the ACROSS Multi-Domain End-to-End Service Orchestrator 
(Maestro). 

3.2.1.1.1 Maestro Component #1: Identity Manager 

Maestro is a user-driven orchestration platform that currently supports users with three distinct roles: 
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¶ Role #1 - Admin: The platform administrator is a user with domain-level knowledge in service 

orchestration and practical experience in managing an orchestration platform and its 

ecosystem. This role is responsible for the continuous integration and delivery of the platform 

as a service, rollout of new Maestro versions, management of the users, and the continuous 

inspection of the platformΩǎ ǎǘŀǘŜ with regards to the integration with the underlying domains, 

the integration with the ZTC fabric, etc. A Maestro admin has full permissions on the platform, 

thus can oversee all of the underlying infrastructures and services. 

¶ Role #2 - Infrastructure provider: Typically, the owner of a new domain that wishes to see 

his/her domain under the realm of Maestro shall obtain an infrastructure provider role. This 

role allows the secure attachment of domains in the Maestro ecosystem and offers visibility 

into the services deployed in every domain. An infrastructure provider can only have a view 

of his/her own domain (or set of domains); thus Maestro can accommodate multiple 

infrastructure owners (or tenants), without risking leaking information across άŎƻƳǇŜǘƛƴƎέ 

stakeholders. 

¶ Role #3 - Service provider: The main role in the Maestro ecosystem covers most of the 

aŀŜǎǘǊƻ άŎǳǎǘƻƳŜǊǎέ, i.e., those who provide (vertical) services and wish to see these services 

onboarded, provisioned, and managed by Maestro. A service provider user is typically in an 

agreement with a certain infrastructure provider, to deploy his/her services on a designated 

domain. If such an agreement does not exist, Maestro offers own cloud resources to service 

providers who wish to experiment with the platform and create a digital space for their 

services. Finally, a service providerΩǎ ǎǇŀŎŜ ǿƛǘƘƛƴ aŀŜǎǘǊƻ ƛǎ ŀƭǎƻ ǎŀƴŘōƻȄŜŘ όƛΦŜΦΣ ǇǊƛǾŀŎȅ-

protected), thus no other user can see sensitive information such as secrets, service 

components, etc.  

It is also possible that a user has dual role, both as an infrastructure and a service provider, thus he/she 

can manage a (set of) domain(s) with its/their  services through a single Maestro user. 

To accommodate these users and their roles, Maestro relies on an open commercial-grade Identity 

Management platform titled Keycloak [26], that works in tandem with the Maestro backend and portal 

to manage the capabilities of the various users. 

3.2.1.1.2 Maestro Component #2: Northbound API 

The Maestro ecosystem is built around multi-stakeholder and multi-role principles. Each stakeholder 

role is associated with relevant Maestro services, which are made accessible to the stakeholder 

through a standards-compliant (based on TMF) REST-based Northbound Interface (NBI). This 

subsection introduces the various APIs provided by the AMSO. 

TMF APIs 

Table 3-2 summarizes the TMF APIs offered by Maestro and how they relate to various stakeholders 

and their roles. 

Table 3-2: Maestro TMF API families mapped to relevant stakeholders and their roles. 

Maestro API Objective 

TMF 620 Product Catalog Management [6]  Allows customers to manage products organized in catalogs and 
categories. 

TMF 622 Product Ordering Management [7] Allows customers to order products from the product catalog(s). 

TMF 637 Product Inventory Management [8] Allows customers to manage ordered products. 

TMF 633 Service Catalog Management [9] Allows service providers to manage services organized in catalogs 
and categories. 

TMF 641 Service Ordering [10] Allows service providers to order services from the service catalog(s). 

TMF 640 Service Activation Management [11] Allows service providers to activate/deactivate services. 

https://www.tmforum.org/resources/specifications/tmf620-product-catalog-management-api-user-guide-v4-1-0/
https://www.tmforum.org/oda/open-apis/directory/product-ordering-management-api-TMF622/v4.0
https://www.tmforum.org/oda/open-apis/directory/product-inventory-management-api-TMF637/v4.0
https://www.tmforum.org/resources/standard/tmf633-service-catalog-api-user-guide-v4-0-0/
https://www.tmforum.org/resources/specification/tmf641-service-ordering-api-user-guide-v4-1-0/
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TMF 638 Service Inventory Management [12] Allows service providers to manage the runtime of ordered service 
instances. 

TMF 653 Service Test Management [13] Allows service providers to test services. This API is not yet supported 
by the Maestro portal. 

TMF 634 Resource Catalog Management [14] Allows infrastructure owners to manage resources organized in 
catalogs and categories. 

TMF 652 Resource Ordering [15] Allows infrastructure owners to order resources from the service 
catalog(s). 

TMF 639 Resource Inventory Management [16] Allows infrastructure owners to manage the runtime of ordered 
resources instances. 

TMF 632 Party Management [17] Allows platform administrators to manage Maestro stakeholders, 
either individuals or organizations. 

TMF 669 Party Role Management [18] Allows platform administrators to assign role(s) to certain party. 

TMF 674 Geographic Site Management [19] !ƭƭƻǿǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǿƴŜǊǎ ǘƻ ŘŜŎƭŀǊŜ ǘƘŜƛǊ ǊŜǎƻǳǊŎŜǎΩ tƻƛƴǘǎ ƻŦ 
Presence (PoPs) by means of abstract sites. 

TMF 673 Geographic Address Management [20] Allows infrastructure owners to associate an abstract geographic site 
with specific geographic addresses. 

 

Peering API 

Maestro may need to interact with multiple OSS systems (i.e., domains), where different types of 

resources could be ordered. For this reason, it is important for Maestro to develop a peering 

mechanism that allows dynamic interaction with every OSS instance to (i) verify the availability of the 

peered OSS (is it alive or not?), (ii) dynamically cherry pick the desired services from an underlying OSS 

and import them to the Maestro catalog, while (iii) remove these services from the Maestro catalog 

once the underlying OSS becomes unavailable or the Maestro administrator desires to stop the 

peering process. 

Maestro implements this Peering API via TMF's Party Management API (TMF632 [17]). Every OSS is 

encoded as an organization with specific party characteristics. The following example shows how 

Maestro peers with an ETSI OpenSlice OSS: 

 

Figure 3-20: AMSO requirements for peering with underlying ACDOs. 

Registry API 

Maestro integrates with third-party service registries (e.g., GitHub, GitLab, Harbor, jFrog) to pull 

service images (e.g., docker containers) and descriptors (e.g., helm charts). To do so, Maestro may 

require authenticating against these registries, in case they are kept private. For this reason, Maestro 

leverages HashiCorp's Vault [42] to manage the credentials for these service registries. This service is 

also used by Maestro to manage Kubernetes secrets and sensitive configuration (e.g., kubeconfig) 

during service deployment as well as Vault groups, policies, and policy groups. 

https://www.tmforum.org/resources/specification/tmf638-service-inventory-api-user-guide-v4-0-0/
https://www.tmforum.org/resources/specification/tmf634-resource-catalog-management-api-user-guide-v4-1-0/
https://www.tmforum.org/resources/specification/tmf652-resource-order-management-api-user-guide-v4-0-0/
https://www.tmforum.org/resources/specification/tmf639-resource-inventory-api-user-guide-v4-0/
https://www.tmforum.org/resources/specifications/tmf632-party-management-api-rest-specification-v5-0-0/
https://www.tmforum.org/resources/specifications/tmf669-party-role-management-api-user-guide-v5-0-0/
https://www.tmforum.org/resources/specification/tmf674-geographic-site-management-api-user-guide-v4-0/
https://www.tmforum.org/resources/specification/tmf673-geographic-address-management-api-user-guide-v4-0-0/
https://www.tmforum.org/oda/open-apis/directory/party-management-api-TMF632/v4.0
https://www.vaultproject.io/
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3.2.1.1.3 Maestro Component #3: Service Order Management Service (SONATA) 

SONATA is the heart of Maestro; this microservice uses Business Process Model and Notation (BPMN) 

workflow diagrams to encode the lifecycle of a service order based on the TMF service order lifecycle 

diagram. SONATA leverages the Kogito Business Automation [34] library by RedHat to encode service 

orders into BPMN processes following the service order state machine suggested by TMF as shown in 

Figure 3-21. 

 

Figure 3-21: TMF service order lifecycle. 

Every node in this state machine corresponds to a BPMN task, where SONATA integrates with other 

microservices to conduct the necessary operations for the service order to complete. 

Northbound SONATA listens to a Kafka topic where new service order requests are produced by the 

TMF service. When a message on this topic is published by the TMF service, SONATA reads the input 

data from a Kafka topic and bootstraps a BPMN flow diagram to accommodate this service order. At 

the southbound, every state of the BPMN diagram requires services from the Package Manager, OSS 

Client, and ZTC Client services. 

Runtime capabilities 

Apart from executing service order workflows, SONATA introduces knobs that allow to modify existing 

services by manipulating certain runtime service characteristics. Specifically, SONATA offers runtime 

service adaptation capabilities for the following set of services: 

¶ Platform services catalog 

o Compute services category 

Á Kubernetes-as-a-Service service allows to modify the number of worker nodes 

within a Kubernetes cluster. 

Á 5G-as-a-Service service allows to modify the 5G RAN profile of a given slice. 
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¶ End-user services catalog 

o Any category 

Á Any service allows to modify the parameters within the service manifest. 

These parameters include ς but are not limited to ς the compute (e.g., CPU, 

memory) requests and limits of a service component, the number of replicas 

of a service component (for scaling purposes), the version of the service 

package deployed (for hotplug updates of a service), etc. 

To manipulate the characteristics of platform services (i.e., Kubernetes-as-a-Service and 5G-as-a-

Service) SONATA relies on the underlying domain orchestrator, as these services are ordered by the 

ACDO. However, for the end user services, AMSO can take control and directly manipulate any end-

user service as explained above. Apart from the above runtime characteristics, SONATA can also 

manipulate time-related aspects of a service, such as set a different start/end date for a given service. 

3.2.1.1.4 Maestro Component #4: Package Manager 

Maestro supports services packaged using the three (3) most prevalent package managers to date: 

¶ Kubernetes-native services packaged via Kubernetes [21] manifest descriptors. 

¶ Docker-based services using the docker-compose [22] package manager. 

¶ Kubernetes-native services packaged via Helm [23] manifest descriptors. 

No matter how service providers have packaged their applications, Maestro uses Helm as basic 

abstraction to manage user services in its core. To do so, the Package Manager service leverages 

services from three Go-based libraries: 

¶ Helm client [36] for managing helm services. 

¶ Native Helm library [37] for splitting helm charts into multiple sub-charts. 

¶ Kompose library [38] for managing docker-to-helm and k8s-to-helm conversions. 

Northbound the Package Manager listens to various Kafka topics where SONATA requests several 

service package operations. When a message on such a topic is published by SONATA, the Package 

Manager reads the input data from the Kafka topic and invokes the respective handler to provide the 

requested service. At the southbound, every such handler calls services of the two Helm libraries (i.e., 

Helm client and native helm library) or the Kompose library. 

Supported Package Manager operations 

To date, the Package Manager service supports the following operations on service packages: 

¶ repo: Manage the package repositories 

¶ pull: Download a package from a repository to local disk 

¶ package: Create a package archive from a local package directory 

¶ lint: check package for syntax issues or common errors 

¶ dry-run operation: Simulate an install or upgrade without making changes 

¶ install operation: Requests the provisioning of a service package from a compute scheduler 

¶ upgrade: Update an existing release with a new package version or updated values (runtime) 

¶ uninstall: Remove a package release and all associated compute resources 

¶ delete: Alias of uninstall 

3.2.1.1.5 Maestro Component #5: Service Monitor 

Maestro employs a Service Monitor daemon that oversees every deployed service instance in a 

cluster, to deterministically assess whether the service is healthy and stable. This is a hard task to 

achieve as this service tries to model human behaviour ς especially the behaviour of a 
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(knowledgeable) system administrator - while examining a service deployment. To do so in a 

successful manner, one needs to account for all possible states that a service may reach during its 

lifetime, ŀǎ ǿŜƭƭ ŀǎ ŀǎǎƻŎƛŀǘŜ ŜŀŎƘ ǎǘŀǘŜ ǿƛǘƘ ŀ άƘŜŀƭǘƘέ ŀƴŘ άǎǘŀōƛƭƛǘȅέ ŦƭŀƎΦ Figure 3-22 visualizes the 

possible states of a service (modelled as a pod in the Kubernetes language) during its lifetime. 

¶ Pending: A service remains in this state until all its containers are started. 

¶ Running: At least one of the containers in the service pod is in Running state. 

¶ Succeeded: All container in the service pod have terminated successfully (graceful 

termination). 

¶ Failed: One or more containers in the service pod has terminated unsuccessfully (abnormal 

termination). 

¶ Unknown: The Kubernetes agent (kubelet) stopped reporting to the API server. 

 

 

Figure 3-22: Service lifecycle state machine. 

As the reason for a service pod to transition to the failed state are multiple, Table 3-3 classifies some 

possible error families as well as the reasons for causing this transition. 

Table 3-3: Possible reasons that cause service state changes. 

Error type Reason 

Image and container startup issues ¶ Image pulling: Slow or failed image pulls can keep the pod in 
ContainerCreating. 

¶ Container startup time: Slow init containers or app containers affect 
transition to Running. 

¶ CrashLoopBackOff: Repeated failures during startup due to app errors 
or bad config. 

Health check issues ¶ Readiness probe failure: Pod remains Running but is removed from 
service endpoints. 

¶ Liveness probe failure: Container is restarted, can cause state flapping. 

Scheduling and resource availability issues ¶ Node selection: Pod starts in Pending until scheduled to a node. 

¶ Insufficient resources: Lack of CPU/memory can delay scheduling. 

¶ Node constraints: Taints, node selectors, affinity rules may affect 
scheduling. 

Configuration changes ¶ Deployment or ConfigMap changes: Triggers pod termination and 
recreation. 

¶ Rolling updates: Causes old pods to terminate and new ones to start. 

¶ Secret rotation: May also require pod restarts. 

Resource pressure and node issues ¶ Out Of Memory Kill: Container exits if memory limits are exceeded. 

¶ CPU throttling: May not cause state change but affects performance. 

¶ Node pressure: Kubelet may evict pods due to disk, memory, or PID 
pressure. 

Manual or automated interventions ¶ User deletes/restarts pod: Triggers re-creation by ReplicaSet or 
StatefulSet. 

¶ Horizontal Pod Autoscaler (HPA): Scales pods up or down based on 
load. 
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¶ Cluster upgrades or node maintenance: Causes pod eviction and 
rescheduling. 

Cluster bugs or misconfiguration ¶ Misconfigured YAML files: Invalid syntax or parameters cause failures. 

¶ Cluster version mismatches: New features used on older clusters may 
behave unexpectedly. 

Other errors and failures ¶ Application crashes: Container exits with non-zero code. 

¶ Persistent Volume issues: Storage mount failures keep pod from 
running. 

¶ Network problems: May cause readiness/liveness probe failures. 

 

Objective of Service Monitor: Considering the above aspects, the Maestro Service Monitor attempts 

ǘƻ ŎŀǇǘǳǊŜ ŀ ǎŜǊǾƛŎŜΩǎ ǎǘŀǘŜ ŦƻǊ ǇǊŜ-determined time windows and make a simple classification decision 

on whether a service is healthy (i.e., in Running state within a time window) and stable (its state 

persists across one or more windows). To obtain this information for every running service, the service 

provider would need to connect to multiple (geo-distributed) clusters, most of the time using a secure 

VPN connection, and observe the state of each service for a period of time. This is now all done by 

Maestro and the service provider simply consults the Maestro portal to see the state of his/her 

services. 

3.2.1.1.6 Maestro Component #6: OSS Client 

Maestro integrates with ETSI OpenSlice [40]; a standardized Operations Support System (OSS) that 

provides compute and network resources as a service. Maestro uses TMF-based APIs to consume two 

important services of ETSI OpenSlice to satisfy service providers: 

¶ A Kubernetes-as-a-Service (K8aaS) service specification. 

¶ a 5G-as-a-Service (5GaaS) service specification. 

Both services are ordered by Maestro using an OSS Client service. At the northbound, the OSS Client 

listens to various Kafka topics where SONATA makes K8aaS or 5GaaS requests. When a such message 

is received, the OSS Client reads the input data from the Kafka topic and creates a corresponding 

service order to OpenSlice. 

3.2.1.1.7 Maestro Component #7: ZTC Client 

Maestro uses a client service to integrate with OpenZiti [35]; an open-source secure networking 

platform that provides both zero-trust security and overlay networking as pure open-source software. 

This client is titled Zero-Trust Connectivity client, also abbreviated as ZTC Client. With this client, 

Maestro establishes a programmable link with the ACROSS ZTC Fabric (see Section 3.4.1), as it is 

allowed to manage connections going through this fabric. 

Northbound the ZTC Client listens to various Kafka topics where SONATA makes connectivity requests. 

When a such message is received, the ZTC Client reads the input data from the Kafka topic and creates 

a corresponding connectivity service. 

3.2.1.1.8 Maestro Component #8: Telemetry Client 

Maestro lives in a central management cluster alongside with a Prometheus [27] service used to 

monitor the state of this cluster. Maestro leverages this central Prometheus service to gather 

telemetry data across all managed clusters where Maestro deploys user services. 

To do so, Maestro ƭŜǾŜǊŀƎŜǎ hǇŜƴ{ƭƛŎŜΩǎ Yуǎ-as-a-service service specification that can be ordered 

together with a local Prometheus instance installed in the Kubernetes cluster. Once Maestro orders a 

new Kubernetes cluster from OSL, then Maestro uses the Telemetry Client service to configure the 

Prometheus instance on the managed cluster so as for the latter to publish service metrics to the 
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central Maestro Prometheus instance. This way, all Maestro-deployed services report their telemetry 

to a central Prometheus instance. 

Upon the availability of a service's telemetry data, Maestro visualizes the monitoring data that is 

aggregated at the central management cluster. To do so, the Maestro Telemetry Client integrates with 

the Grafana API  to create new graphs on a central Grafana instance, based on a default list of service 

metrics. In the future, the Telemetry Client will allow Maestro users to define custom metrics of their 

choice to be visualized on the dashboard. 

3.2.1.1.9 Auxiliary Maestro Services 

Maestro is a cloud-native service that lives in a management Kubernetes cluster. In this cluster, 

popular open-source services are installed alongside Maestro offering important features to the 

orchestrator. These services are summarized in the rest of this section. Table 3-4  summarizes 

important services that surround Maestro in the management cluster. 

Table 3-4: Auxiliary open-source services to Maestro. 

Service Name Objective 

PostgreSQL [24] A cloud-native relational database management system used to persist data across all 
Maestro microservices (e.g., the TMF schema, Package Manager, OSS Client, etc.) 

Apache Kafka [25] Serves as a message and event bus among all Maestro microservices. 

Keycloak [26] Authenticates users against Maestro, before allowing these users to access the Maestro 

Northbound APIs. Corresponds to the Identity Manager service in Figure 3-18. 

 

Prometheus Operator 
[28] 

A cloud-native version of the Prometheus [27] monitoring and alerting system with a 
timeseries database backend. 

Grafana [29] An external dashboard that integrates with (i) Loki for visualizing service logs, (ii) Tempo for 
visualizing service traces, and (iii) Mimir for visualizing SLAs. 

Grafana Mimir [30] Enhances the Prometheus operator with long-term persistence and high-availability features. 

Grafana Tempo [31] A central component that integrates with popular open-source tracing protocols, such as 
OpenTelemetry [32], to collect and persist traces from every Maestro microservice. 

Grafana Loki [33] A central component that aggregates, stores, and queries log entries from every Maestro 
microservice. 

OpenTelemetry [32] A protocol used to instrument, generate, collect, and export telemetry data (metrics, logs, and 
ǘǊŀŎŜǎύ ŦƻǊ ŀƴŀƭȅǎƛƴƎ ŀ ǎƻŦǘǿŀǊŜΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ behaviour. 

 

3.2.1.2 Interfaces 

This section introduces the final set of interfaces offered by the AMSO, split across various API 

categories. 

3.2.1.2.1 TMF Product Management APIs 

Maestro leverages TMF620 Product Catalog Management API [6] specification to encode 
products into abstract product specifications, which can be then organized in various product 
catalogs, each with one or more product categories as shown in Table 3-5. 

Table 3-5: Maestro TMF product catalog management API description. 

Endpoint Version Description 

/tmf -api/productCatalogManagement/v4/ 4.1.0 Provides a catalog of products 

/tmf -api/productCategoryManagement/v4/ 4.1.0 Provides a category of products that belongs to a 
certain catalog 

/tmf -api/productCandidateManagement/v4/ 4.1.0 Provides a candidate of products that belongs to a 
certain category 

/tmf -api/productSpecificationManagement/v4/ 4.1.0 Provides a specification of products that maps to a 
certain candidate 

https://www.postgresql.org/
https://kafka.apache.org/
https://www.keycloak.org/
https://prometheus-operator.dev/
https://grafana.com/oss/grafana/
https://grafana.com/oss/mimir/
https://grafana.com/oss/tempo/
https://grafana.com/oss/loki/
https://opentelemetry.io/
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Once a product is stored into a product catalog, users can order it using TMF622 Product 
Ordering Management API [7] specification as shown in Table 3-6. A product order may 
comprise one or more product specifications, thus users may request composite products. 
Consequently, a product may be mapped to one or more services, which are also mapped to 
one or more resources as explained in the rest of this sub-section. 

Table 3-6: Maestro TMF product order management API description. 

Endpoint Version Description 

/tmf -api/productOrderingManagement/v4/ 4.0.0 Provides the ability to manage product orders that 
comprise of one or more product specifications 

 

Upon a successful product order, a (set of) product(s) is/are available. These products are 
kept in a database that follows TMF637 Product Inventory Management API [11] 
specification, as shown in Table 3-7. This API makes runtime information about products 
available to the end users. 

Table 3-7: Maestro TMF product inventory management API description. 

Endpoint Version Description 

/tmf -api/productInventory/v4/  4.0.0 Provides the ability to query and manipulate active 
products 

 

3.2.1.2.2 TMF Service Management APIs 

Maestro leverages TMF633 Service Catalog Management API [9] specification to encode 
ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΩ ǎŜǊǾƛŎŜǎ ƛƴǘƻ ŀōǎǘǊŀŎǘ ǎŜǊǾƛŎŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ǘƘŜƴ ƻǊƎŀƴƛȊŜŘ ƛƴ 
various service catalogs, each with one or more service categories as shown in Table 3-8. 

Table 3-8: Maestro TMF service catalog management API description. 

Endpoint Version Description 

/tmf -api/serviceCatalogManagement/v4/  4.0.0 Provides a catalog of services 

/tmf -api/serviceCategoryManagement/v4/  4.0.0 Provides a category of services that belongs to a 
certain catalog 

/tmf -api/serviceCandidateManagement/v4/  4.0.0 Provides a candidate of services that belongs to a 
certain category 

/tmf -api/serviceSpecificationManagement/v4/  4.0.0 Provides a specification of services that maps to a 
certain candidate 

Once a service is stored into the service catalog, users can order it using TMF641 Service 
Ordering API [10] specification as shown in Table 3-9. A service order may comprise one or 
more service specifications, thus users may request composite services. 

Table 3-9: Maestro TMF service order management API description. 

Endpoint Version Description 

/tmf -api/serviceOrderingManagement/v4/  4.1.0 Provides the ability to manage service orders that 
comprise of one or more service specifications 

Ordered services are provisioned into a target infrastructure but remain inactive (consuming 
no resources) till an explicit service activation. This is done via an explicit API call to TMF640 
Service Activation Management API [11] as shown in Table 3-10. 

Table 3-10: Maestro TMF service activation management API description. 

Endpoint Version Description 
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/tmf -api/serviceActivationManagement/v4/  4.0.0 Provides the ability to activate/deactivate and 
configure services in the service inventory 

Upon service activation, a (set of) service instance(s) is/are available in a target infrastructure. 
These instances are kept in a database that follows TMF638 Service Inventory Management 
API [12] specification, as shown in Table 3-11. This API makes runtime information about 
service instances available to the end users. 

Table 3-11: Maestro TMF service inventory management API description. 

Endpoint Version Description 

/tmf -api/serviceInventory/v4/  4.0.0 Provides the ability to query and manipulate active 
service instances 

 

To facilitate service testing, Maestro implements (currently in beta-version) TMF653 Service 
Test Management API [13] specification, as shown in Table 3-12. 

Table 3-12: Maestro TMF service test management API description. 

Endpoint Version Description 

/tmf -api/serviceTestManagement/v4/ 4.1.0 Provides the ability to test services 

 

3.2.1.2.3 TMF Resource Management APIs 

Maestro leverages TMF634 Resource Catalog Management API [14] specification to encode 
resources into abstract resource specifications, which can be then organized in various 
resource catalogs, each with one or more resource categories, as shown in Table 3-13. 

Table 3-13: Maestro TMF resource catalog management API description. 

Endpoint Version Description 

/tmf -api/resourceCatalogManagement/v4/  4.1.0 Provides a catalog of resources 

/tmf -api/resourceCategoryManagement/v4/  4.1.0 Provides a category of resources that belongs to a 
certain catalog 

/tmf -api/resourceCandidateManagement/v4/  4.1.0 Provides a candidate of resources that belongs to 
a certain category 

/tmf -api/resourceSpecificationManagement/v4/  4.1.0 Provides a specification of resources that maps to 
a certain candidate 

Once a resource is stored into the resource catalog, users can order it using TMF652 Resource 
Ordering API [15] specification, as shown in Table 3-14. A resource order may comprise one 
or more resource specifications, thus users may request composite resources. 

Table 3-14: TMF resource order management API description. 

Endpoint Version Description 

/tmf -api/resourceOrderingManagement/v4/  4.0.0 Provides the ability to manage resource orders 
that comprise of one or more resource 
specifications 

A completed resource order results in an available resource instance. These instances are kept 
in a database that follows TMF639 Resource Inventory Management API [16] specification, as 
shown in Table 3-15. This API makes runtime information about resource instances available 
to the end users. 

Table 3-15: Maestro TMF resource inventory management API description. 
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Endpoint Version Description 

/tmf -api/resourceInventoryManagement/v4/  4.0.1 Provides the ability to query and manipulate active 
resource instances 

 

3.2.1.2.4 TMF Party Management APIs 

Party is an abstract concept that represents an individual (person) or an organization that has 
any kind of relation with the enterprise. Maestro leverages TMF632 Party Management API 
[17] to encode parties and their characteristics, while TMF669 Party Role Management API 
[18] is used to associate a party with one or more roles. Both API endpoints are shown in 
Table 3-16. 

Table 3-16: Maestro TMF party and party role management APIs description. 

Endpoint Version Description 

/tmf -api/party/individual/v 4/  4.0.0 Manage individual parties 

/tmf -api/party/organization/v4/  4.0.0 Manage corporate parties (i.e., organizations) 

/tmf -api/party/role / v4/  4.0.0 Manage party roles 

 

3.2.1.2.5 TMF Location Management APIs 

aŀŜǎǘǊƻ ƴŜŜŘǎ ǘƻ ōŜ ŀǿŀǊŜ ƻŦ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ŘƻƳŀƛƴǎΩ locations as well as the resources 
offered by these domains. To do so, Maestro leverages TMF674 Geographic Site Management 
API [19] to encode the abstract location of a domain along with specific addresses (using 
TMF673 Geographic Address Management API [20]) where this domain offers resources, as 
shown in Table 3-17. The later API is part of the TMF 674, as the geographic site data model 
encloses a list of geographic address data models. 

Table 3-17: Maestro TMF geographic site and address management API description. 

Endpoint Version Description 

/tmf -api/geographicSiteManagement/v5/  5.0.0 Manage resource locations at abstract sites, 
where each site may contain a list of geographic 
addresses 

 

3.2.1.2.6 Peering API 

Table 3-18 displays the endpoint of the Peering API, which allows to Create, Read, Update, and Delete 

(CRUD) peered organizations. 

Table 3-18: Maestro Peering API description. 

Endpoint Version Description 

/ peering/  latest Manage (Create, Read, Update, and Delete) 
peered organizations via TMF Party Management 
API. 

 

3.2.1.2.7 Registry API 

Table 3-19 visualizes the Maestro Registry API endpoints, which appear as a wrapper atop HashiCorp 

Vault. 
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Table 3-19: Maestro Registry API description. 

Endpoint Version Description 

/registry-api/secret latest Manage service registries via Vault secrets in a secure and trusted way 

/registry-api/image-pull latest Manage image pull secrets in a secure and trusted way 

/registry-api/group latest Manage Vault groups in a secure and trusted way 

/registry-api/policy latest Manage Vault policies in a secure and trusted way 

/registry-api/policy-group-flow latest Manage Vault policy groups in a secure and trusted way 

 

3.2.1.3 Results 

Extensive results of the AMSO are demonstrated via the AMSO Portal in Section 3.1.1.2. These results 

demonstrate the capabilities of the AMSO to manage multiple ACDO domains as well as manage the 

run-time capabilities of services deployed across multiple domains. 

3.3 Domain Orchestration Layer 

This section introduces the main component of the ACROSS Domain Orchestration Layer (DO-L), 

namely the ACDO. 

3.3.1 ACROSS Cross-Domain Orchestrator (ACDO) 
This section comprises the architectural design, i.e. internal structure and interfaces, of the ACDO, 

which undertakes the role of an end-to-end service orchestrator at the level of a management domain. 

3.3.1.1 Architecture 

The ACDO is based on the open-source project OpenSlice [40] further supporting its development to 

meet the ACROSS project requirements. OpenSlice is a Software Development Group (SDG) under 

ETSI, which employs a service-based architecture to deliver Network as a Service (NaaS). To support 

the latter, its design incorporates several widely utilised industry standards from 3GPP and ETSI, along 

with a vast adoption of TMF Open APIs. Also, it offers a user-friendly UI, multi-tenancy, and an Open 

API based on the TMF family of APIs to achieve the aforementioned functionalities, making it a perfect 

ŎŀƴŘƛŘŀǘŜ ŦƻǊ ŦŀŎƛƭƛǘŀǘƛƴƎ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ŘƻƳŀƛƴ ƻǊŎƘŜǎǘǊŀǘƻǊ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ƻŦŦŜǊƛƴƎ ǎŜŀƳƭŜǎǎ 

interfacing with the AMSO.  

hǇŜƴ{ƭƛŎŜ ƛǎ ŎǳǊǊŜƴǘƭȅ ŀƭƛƎƴŜŘ ǿƛǘƘ ¢aCфлфΩǎ ǇǊƻǇƻǎŜŘ !tL /ƻƳǇƻƴŜƴǘ {ǳƛǘŜ [51] in support of a set 

ƻŦ hǇŜǊŀǘƛƻƴŀƭ 5ƻƳŀƛƴǎ ŜȄǇƻǎƛƴƎ ŀƴŘ ƳŀƴŀƎƛƴƎ ǘƘŜƛǊ άbŜǘǿƻǊƪέ {ŜǊǾƛŎŜǎΦ ¢Ƙƛǎ ŎƻƳǇƻƴŜƴǘ ǎǳƛǘŜ ƴƻǘ 

only covers the functionalities required by Operational Domains to interwork with Operational 

Support Systems/Business Support Systems (OSS/BSS) applications and/or other domains from service 

providers or 3rd parties, but it also accommodates one of the key requirements of OpenSlice, that is 

the reusability of API functionality rather than using a large set of specific APIs. Furthermore, 

hǇŜƴ{ƭƛŎŜϥǎ ǊŜŎŜƴǘ Ǿƛǎƛƻƴ ƛǎ ǘƻ ŀƭƛƎƴ ǿƛǘƘ ǘƘŜ D{a!Ωǎ hǇŜƴ DŀǘŜǿŀȅ ǇŀǊŀŘƛgm [52] to allow operators 

to expose and monetise telco capabilities to third-party service providers in a programmatic manner 

ǘƘǊƻǳƎƘ !tLǎΦ CƻǊ ǘƘŀǘ ƳŀǘǘŜǊΣ ƛǘ ŀƭǊŜŀŘȅ ŘŜǎŎǊƛōŜǎ ǘƘŜ ƻŦŦŜǊŜŘ bŜǘǿƻǊƪ {ƭƛŎŜǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ D{a!Ωǎ 

Generic Slice Template [53] properly transformed to enable exposing through the TMF NaaS API Suite. 

Consequently, the described functionalities inevitably placed OpenSlice at the top of the candidacy 

list for the end-to-end service orchestration solution in a single management domain, holistically 

ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ǊŜǎǇŜŎǘƛǾŜ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀǎ shown in Table 3-20. 

 

 

Table 3-20: OpenSlice ecosystem and relevance with stakeholders 
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Stakeholder Why OpenSlice is useful to a stakeholder 

Infrastructure Owners ¶ allows the abstraction of infrastructure resources through the design of 
reusable and highly configurable services (e.g. 5GaaS, Kubernetes-aaS) 

¶ ǎǳǇǇƻǊǘǎ ŎƻƴǘŜƳǇƻǊŀǊȅ ƻǇŜǊŀǘƻǊǎΩ ǎŜǊǾƛŎŜ ǇŀŎƪƛƴƎ ǘƻƻƭǎ όƛΦŜΦ bC±Σ I9[aύ 
and orchestration platforms (i.e. OSM, Kubernetes) 

¶ offers unmatched orchestration capabilities by offering dynamic 
ƻǊŎƘŜǎǘǊŀǘƛƻƴ ǇƛǇŜƭƛƴŜǎΩ ŘŜǎƛƎƴ ƻƴ ǘƻǇ ƻŦ ŀ ǇƻǿŜǊŦǳƭ ƻǊŎƘŜǎǘǊŀǘƛƻƴ ŜƴƎƛƴŜ 

¶ promotes resource efficiency by supporting their dynamic utilisation 
ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ǎŜǊǾƛŎŜΩǎ ƭƛŦŜŎȅŎƭŜΦ 

¶ enables the dynamic provision/de-provision of services, based on policies 
and external triggers 

External Services (e.g. AMSO) ¶ offers the industry-ready TMF family of APIs for service/resource ordering 
and management APIs 

¶ promotes interoperability across telco OSS/BSS and 3rd party systems 

¶ provides a real-ǘƛƳŜ ǾƛŜǿ ƻŦ ǘƘŜ ŘŜǇƭƻȅŜŘ ǎŜǊǾƛŎŜ ƛƴǎǘŀƴŎŜǎΩ ǎǘŀǘŜ 

¶ actively supports the programmability, control and reconfiguration in every 

ŀǎǇŜŎǘ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜΩǎ ƭƛŦŜŎȅŎƭŜΣ ŀŘŘǊŜǎǎƛƴƎ ŘȅƴŀƳƛŎ ŀƴŘ ŜǾŜǊŎƘŀƴƎƛƴƎ 

requirements 

 

OpenSlice follows the principles of a service-based architecture, as depicted in Figure 3-23, employing 

a message bus system, thus offering modularity towards potential system extensions and updates. 

 

Figure  

Figure 3-23: Architecture of the ACROSS Cross-Domain Service Orchestrator (OpenSlice). 

In summary, OpenSlice comprises of the following services: 

¶ Web portal 

¶ TMF APIs service 

¶ Third-party VNF/NSD Management API service 

¶ Kroki service 

¶ Authentication service 

¶ Issue Management service 

¶ Central Logging service 

¶ CRIDGE service 

¶ Service Orchestration and Order Management service 
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¶ MANO client API service 

¶ METRICO Service 

Following the previous section, which concisely mentioned the internal components of OpenSlice 

architecture, all these services are introduced and further presented below. 

3.3.1.1.1 Web portal 

The web portal provides a single-entry point to relevant actors. Its mission is to add an abstraction 

layer on top of the interconnected individual administrative zones within a single domain. It hides the 

mechanisms, protocols and technologies adopted in every site, exposing the facility as a unified 

platform through a user-friendly User Interface (UI). As it has been reproduced in Figure 3-24, the UI 

consists of the following: 

¶ Services portal 

¶ Resource portal 

¶ Testing portal 

¶ Product portal 

¶ NFV Catalog Management portal 

 

 
Figure 3-24ȡ /ÐÅÎ3ÌÉÃÅȭÓ 7ÅÂ ÐÏÒÔÁÌ ÃÏÍÐÏÓÉÔÉÏÎ. 

The NFV catalog management portal allows users to onboard and manage NFV packages, i.e. Virtual 

Network Function/Network Service (VNF/NS) artefacts. Subsequently, the packages are assembled in 

corresponding catalogs. Also, the domain administrator is provided with a management interface of 

the underlying 3GPP administrative domains, thus allowing the incorporation of the individual 

exposed services per domain to the unified facility. 

Moreover, the rest of the portals, i.e. Services, Resource, Testing, Product, follow ŀ άŘƛǾƛŘŜ ŀƴŘ 

ŎƻƴǉǳŜǊέ ŀǇǇǊƻŀŎƘΣ ƻŦŦŜǊƛƴƎ ƘƻƭƛǎǘƛŎ ǎǳǇǇƻǊǘ ŀǘ ŜŀŎƘ ǊŜǎǇŜŎǘƛǾŜ ¢aC ŘƻƳŀƛƴ ŀǎǇŜŎǘ ǘƘǊƻǳƎƘ ŀƴ 

exclusively designed UI. Specifically, the Services portal allows respective actors to leverage the 

constructed Resource Facing Service Specifications (RFSSs), out of the onboarded resources, 

combining them to design new Customer Facing Service Specifications (CFSSs), as per TMF Service 

Catalog Management [9] guidelines. These CFSSs are then exposed to relevant catalogs constituting 

several domains oriented ACROSS Platform Services, as seen in the next section. Subsequently, the 

Product portal enables the design of product bundles out of available services, primarily incorporating 

the aspect of monetization, based on TMF Product Catalog Management [6] specifications. Similarly, 

the Testing portal enables the outlining of the Service Test specifications [13] that would supplement 

designed CFSS bundles, accommodating the runtime testing needs of services, if applicable and 

supported by the infrastructure with the incorporation of an appropriate testing agent entity. Finally, 

the available onboarded resources, which are used for the construction of the RFSSs, are managed 

through the respective Resource portal based on TMF Resource Catalog Management [14]. 



44 
D3.2: The ACROSS Multi-domain Orchestration Platform ς Final Release 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

3.3.1.1.2 TMF APIs service 

¢ƘŜ ¢aC !tLǎ ǎŜǊǾƛŎŜ ƻŦŦŜǊǎ ¢a CƻǊǳƳΩǎ hǇŜƴ !tLǎ ǘƻ ŀƭƭƻǿ ǘƘŜ ŎƻƴǎǳƳǇǘƛƻƴ ƻŦ ǘƘŜ ¢aC-mapped 

exposed capabilities of each domain. An extensive list of the employed Open APIs is presented in the 

following section (see Section 3.2.1.2). Evidently, this service supports the TMF-based portals, as 

described in the previous section, but also simultaneously enables external services and stakeholders 

to interact directly with TMF domain resources through REST API calls. Within the context of ACROSS, 

AMSO leverages this capability by directly ordering and managing domain Platform Services and the 

subsequent resources via the respective API calls. 

3.3.1.1.3 Third-party VNF/NSD Management API service 

The third-party VNF/NSD management API service is charged with the support of actions performed 

in the NFV catalog management side of the portal. Specifically, it supports the NFV infrastructure 

definition, as well as the NFVD/NSD artefact management requirements. Also, it maintains the 

respective VNF/NS artefact catalog. 

3.3.1.1.4 Kroki service 

The complexity of the designed service bundles (CFFSs) severely escalates with the incorporation of 

an increasing number of associated services, rendering them difficult to comprehend without a native 

visual representation. For that reason, OpenSlice natively integrates Kroki [54] as an open-source 

standalone service to provide a comprehensible view of the design service bundles. Kroki generates 

digestible diagrams that can be used to overview relationships among services and/or service order 

fulfilment flows, as seen in Figure 3-25. 

 

Figure 3-25. Kroki representation of service relationships. 

 

3.3.1.1.5 Authentication service 

This service provides authentication and authorization management capabilities, which enable the 

management of users and roles that are allowed to have access both to the portal and the 

Representational State Transfer (REST) APIs. This allows an administrator to define which users belong 

to particular roles and, hence, assign permissions to allow access to specific resources and actions. All 

APIs (except the grant token request) require a Bearer token in the request header, indicating an 

authorized user. Authentication is based on oAuth2 [55] which is implemented by employing a 

Keycloak server [26]. 
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3.3.1.1.6 Issue Management service 

For issue management support, OpenSlice relies on Bugzilla [56]. Bugzilla is a ticketing tool that allows 

issue reporting and tracking via tickets to all relevant stakeholders. Figure 3-26 displays the overall 

issue management service architecture integrating Bugzilla as its core and how this tool interacts with 

other OpenSlice services presenting some distinctive scenarios. It should be noted that Bugzilla tickets 

are not only used for bugs/errors, but also for general requests and notifications, e.g. Service 

Orchestration and Order management procedures. 

 

Figure 3-26. Issue management service architecture. 

 

3.3.1.1.7 Service Orchestration and Order Management service 

The OpenSlice Service Orchestration and Order Management (OSOM) service is the principal 

component of the overall architecture. It is engaged as soon as an issued Service Deployment Order 

is captured, through the respective UI or the REST API. Henceforth, OSOM is tasked with the support 

of the orchestration process, i.e. delegating the deployment decisions to the underlying domain 

components, along with the choreography and dependency compliance between employed 

components of the deployment circle.  

OSOM uses the open-source Flowable business process engine [57] to outline multiple orchestration 

cases. For example, as depicted in Figure 3-27, the Order fulfilment process, among others, is 

expressed in the form of a BPMN diagram which is consumed by the process engine. In short, the 

process first checks which tasks can be automatically orchestrated by an NFVO, a continuous delivery 

tool for Kubernetes, or which require human interaction, if any. Consequently, a local service 

orchestration process is comprised of inter-domain and cross-domain orchestration requests, which 

concludes the order fulfilment process, upon its completion. 
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Figure 3-27. Order Fulfilment process diagram. 

The above example, along with the remaining cases described by the Flowable engine offers a sturdy 

foundation to support several fundamental orchestration schemes, but it is evident that these designs 

are static. As OpenSlice needs to support dynamic orchestration patterns as well, e.g. specific REST 

API calls towards ACROSS platform services must be executed only after the successful deployment of 

a core service, the concept of the on-demand orchestration designing is also adopted. Specifically, 

multiple landmark phases are introduced within the Network Slice Instance lifecycle, as seen in Figure 

3-28, i.e. pre-provision, activation, after-activation, supervision, and after-deactivation phases. 
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Figure 3-28. Landmark phases in relation to the lifecycle of a Network Slice Instance (image edited from 
[50]. 

Accordingly, dynamic orchestration is achieved by incorporating lifecycle management (LCM) rules, 

that execute a specific logic, into the aforementioned phases. These rules are designed in a particular 

user interface using Blockly library [58], which generates syntactically correct code from interlocking 

blocks, and then forwards the output code into the orchestration pipeline, as depicted in Figure 3-29. 

 

Figure 3-29. LCM rule design and output code. 

3.3.1.1.8 Central Logging service 

OpenSlice embraces the centralized log management concept, i.e. a type of logging solution system 

that consolidates the log data from different services and pushes it to a central, accessible and easy-

to-use solution. The solution is based on Elasticsearch [59] for collecting, parsing and storing logs. 

3.3.1.1.9 CRIDGE service 

This service allows OpenSlice to create and manage Custom Resources (CRs) based on Custom 

wŜǎƻǳǊŎŜ 5ŜŦƛƴƛǘƛƻƴǎ ό/w5ǎύ ƛƴǎǘŀƭƭŜŘ ƻƴ ŀ YǳōŜǊƴŜǘŜǎ ŎƭǳǎǘŜǊΦ ¢ƘŜ ŎƻƳǇƻƴŜƴǘΩǎ ƴŀƳŜ ŘŜǊƛǾŜǎ ŦǊƻƳ ŀ 

CRD to TMF bridge, which wraps Kubernetes APIs as TMF APIs and models. This severely fosters loose 

coupling among implementation technologies, therefore enabling even more complex service design 

scenarios. Specifically, a developer may construct a CRD in any programming language of choice 

or/and reuse the broad ecosystem of Kubernetes, in regard to operators. The latter is then translated 

to TMF resources, which subsequently can be used to design composite service bundles. Many of the 

ACROSS Orchestration Platform Services, as seen in the following sections, are based on CRIDGE for 

deployment and overview. 
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3.3.1.1.10 MANO client API service 

The MANO Client API service is an intermediate component that facilitates the communication 

between OpenSlice and the underlying Management and Orchestration (MANO) components, which 

reside in the engaged management domains. Specifically, the onboarding and packaging model 

followed is based on the YANG model [60] the information that needs to be exchanged relies on the 

ETSI SOL005 interface [61] and thus, a corresponding plugin charged with the translation of resource 

requirements into lifecycle actions in the MANO domain is provided. 

3.3.1.1.11 Metrico 

Services and Resources created through OpenSlice potentially provide a vast amount of data and 

metrics during their runtime. These data could be leveraged to perform actions upon the said services. 

METRICO is a component designed to create an inherent mechanism that initiates customizable 

metrics-retrieval jobs and associate the data with services under scope. To address the challenge of 

data retrieval across multiple and heterogeneous environments, OpenSlice is not coupling tightly with 

a monitoring solution, but is able to integrate with any monitoring stack that provides a programmable 

API, e.g. Prometheus [27]. Prometheus is considered a widely-utilized monitoring solution and many 

alternative monitoring tools converge towards its data model via implementation of Prometheus 

Exporters. On the other hand, OpenSlice remains technology agnostic by capturing the monitoring 

requirements (e.g., data source, queries, interval, etc) through the TMF628 Performance 

Management model and API [62]. 

 

3.3.1.2 Interfaces 

OpenSlice provides service, service test, product, resource, alarm, party and location management 

APIs based on the designated open TMF API specifications. Furthermore, it supports LCM rule 

management (see section 3.3.1.1.7) via a custom defined API. These APIs are directly exposed to 

external stakeholders or indirectly available via the OpenSlice web portal (see section 3.3.1.1.1). The 

latest supported APIs can be found online at the respective swagger list [63] and are also summarised 

in Table 3-21. 

Table 3-21: /ÐÅÎ3ÌÉÃÅȭÓ 4-& ÍÁÎÁÇÅÍÅÎÔ !0)Ó ÄÅÓÃÒÉÐÔÉÏÎ. 

Endpoint  Specification Version  Description  

/tmf -api/productCatalogManagement/v4/ TMF 620 4.0.0  Provides and manages product 

catalogs, categories, candidates, 

offerings and specifications  

/tmf -api/productOrderingManagement/v4/ TMF 622 4.0.0 Manages product orders constructed 

out of product specifications and 

offerings 

/tmf -api/serviceCatalogManagement/v4/ TMF 633 4.0.0  Provides and manages service 

catalogs, categories, candidates and 

specifications 
/tmf -api/serviceInventory/v4/ TMF 638 4.0.0 Manages service instances based on 

ordered service specifications  
/tmf -api/serviceActivationAndConfiguration/v4/ TMF 640 4.0.0 Manages the activation and 

configuration of service instances  
/tmf -api/serviceOrderingManagement/v4/ TMF 641 4.0.0  Manages service orders constructed 

out of service specifications 
/tmf -api/serviceTestManagement/v4/ TMF 653 4.0.0  Manages service tests that 

validate the functionality of 

service instances 
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/tmf -api/resourceCatalogManagement/v4/  TMF 634 4.0.0 Provides and manages resource 

catalogs, categories, candidates and 

specifications 
/tmf -api/resourceInventoryManagement/v4/ TMF 639 4.0.0 Manages standalone resource 

instances or based on resource 

specifications 
/tmf -api/resourceActivationAndConfiguration/v4 TMF 702 [64] 4.0.1 Manages the ǎǘŀƴŘŀƭƻƴŜ ǊŜǎƻǳǊŎŜǎΩ 

activation and configuration 

/tmf -api/resourceOrderingManagement/v4/ TMF 652 4.0.0 Manages resource orders 

constructed out of resource 

specifications 
/tmf -api/resourcePoolManagement/v1/ TMF 685 1.0.0 Manages resource pools and 

reservations of resources 
/tmf -api/alarmManagement/v4/  TMF 642 4.0.0 Manages alarms regarding 

provisioned services 
/tmf -api/party/v4/  TMF 632 4.0.0 Manages individuals and 

organizations interacting with the 

TMF resources 
/tmf -api/geographicSiteManagement/v5/ TMF 674 5.0.0 Manages sites that can be associated 

with entities and resources 
/tmf -api/performance/v5 TMF 628 5.0.0 Manages measurement collection 

jobs with a recurring scheduled 

interval 

 

3.3.1.3 Results 

The results of the ACDO are demonstrated via the ACDO Portal in Section 3.1.1.2. 

3.4 Secure Integration Fabric Layer 

In the heart of the ACROSS Secure Integration Fabric layer, a Zero-Trust Connectivity (ZTC) Fabric 

ensures that no packet flowing within ACROSS (i) goes unencrypted over the network and/or (ii) 

reaches an undesired recipient.  

3.4.1 Zero-Trust Connectivity (ZTC) Fabric 
To securely manage multiple geo-distributed domains, ACROSS employs a programmable Zero-Trust 

Connectivity (ZTC) fabric as shown in Figure 3-30. The idea is based on the concept of software-defined 

ǇŜǊƛƳŜǘŜǊ ό{5tύΣ ǿƘƛŎƘ ōǳƛƭŘǎ ŀ ŘƻƳŀƛƴΩǎ ƴŜǘǿƻǊƪ ǇŜǊƛƳŜǘŜǊ ƛƴ ǎƻŦǘǿŀǊŜΣ ǊŀǘƘŜǊ ǘƘŀƴ ƘŀǊŘǿŀǊŜΦ ¢ƘŜ 

ŦŀōǊƛŎΩǎ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ǊŜƎƛǎǘŜǊ ŀƴŘ ŀǳǘƘŜƴǘƛŎŀǘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǿƴŜǊǎ ŀƴŘ ŀƭƭƻǿ ǘƘŜƳ ǘƻ ŜȄǇƻǎŜ 

domain infrastructure resources and services through the fabric. 

3.4.1.1 Architecture 

To materialize this service, ACROSS employs OpenZiti [35]; an open-source secure networking 

platform that provides both zero-trust security and overlay networking as pure open-source software. 

Two key services comprise the ACROSS ZTC network; the ZTC Fabric service ς located in a central public 

domain, where ACROSS stakeholders register and authenticate against a central authority. To join this 

fabric, distributed ZTC Client services are deployed across the testbeds that wish to register resources 

and services to the ACROSS fabric, as shown in Figure 3-30. 
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Figure 3-30: Secure & trusted integration of domains via the ACROSS ZTC. 

The ZTC Fabric service establishes a programmable encrypted software-based overlay network 

backbone over the Internet, where various domain resources and services may register, thus 

rendering themselves accessible from other members of the fabric. The ZTC Fabric is comprised of two 

core components, i.e., the ZTC Controller and the ZTC Router(s) as described below. 

3.4.1.1.1 ZTC Controller 

¢ƘŜ ½¢/ /ƻƴǘǊƻƭƭŜǊ ŀŎǘǎ ŀǎ ŀ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŜƭŜƳŜƴǘ ƻŦ ǘƘŜ ŦŀōǊƛŎΣ ŀƭƭƻǿƛƴƎ ǘƘŜ ŦŀōǊƛŎΩǎ ƻǿƴŜǊ ǘƻ 

add/remove nodes and admit/discard services via APIs. These APIs are described in Section 3.4.1.2. 

3.4.1.1.2 ZTC Router 

One or more ZTC routers act as forwarding elements of the ZTC network as shown in Figure 3-30. 

{ƻƳŜ ƻŦ ǘƘŜǎŜ ǊƻǳǘŜǊǎ ōŜƭƻƴƎ ǘƻ ǘƘŜ ½¢/ CŀōǊƛŎΩǎ ŘƻƳŀƛƴ όƛΦŜΦΣ ŎƻǊŜ ǊƻǳǘŜǊǎύΣ ǿƘƛƭŜ ƻǘƘŜǊǎ ƎŜǘ ŘŜǇƭƻȅŜŘ 

on the managed domains (i.e., edge routers). 

3.4.1.1.3 ZTC Fabric Domain 

One or more core ZTC routers along with the ZTC controller are deployed on a public domain (e.g., the 

ztc.euprojects.eu shown in Figure 3-30). This domain is the root of trust of the ZTC network, thus must 

be accessible from every managed domain. 

3.4.1.1.4 ZTC Managed Domains 

Every managed domain that wishes to join the ZTC network must employ one or more instances of 

the ZTC Client service (see Section 4.3.1). Figure 3-30 shows an example deployment with a central 

management domain (where AMSO is deployed) and several underlying managed domains, where 

multiple ACDO instances manage the domainsΩ resources and expose them through the ZTC network. 

In this setup each of the domains uses a ZTC client service to connect to the ZTC Fabric service located 

in the trusted ZTC domain shown in grey. 

3.4.1.1.5 ZTC Security 

ZTC networks use robust modern cryptography and security mechanisms. Each component within a 

ZTC network uses security technology that fits its role and use-cases. Here are the different types of 

connections: 
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¶ control - connections between a controller and a router that manage network state. Secured 

via mTLS 1.2+. 

¶ link - connections between routers to form a mesh network. Secured via mTLS 1.2+. 

¶ edge - multiplexed connections between an SDK and an Edge Router that carries service 

connections. Secured via mTLS 1.2+. 

¶ controller APIs - connections between a controller and an SDK (or other software) via HTTPS 

and/or secure websockets. Secured via TLS, mTLS 1.2+. 

¶ service - connections carried by an edge connection and establish communication between a 

client and host. Application data is end-to-end encrypted via libsodium public private key 

cryptography. 

Figure 3-31 shows the control, link, edge, and controller API connections. The service connections exist 

within an edge connection and are pictured in more detail in Figure 3-32. 

 

Figure 3-31: ZTC control, link, edge, and controller API connections (taken by OpenZiti [35]). 

Connections between SDKs and Edge Routers are called edge connections. edge connections are 

multiplexed and carry multiple service connections. Each connection is for a specific service and 

secured with end-to-end encryption to transport application/service data securely between the two 

intended parties only. 

 

Figure 3-32: ZTC service connections (taken by OpenZiti [35]). 
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3.4.1.2 Interfaces 

The ZTC Fabric offers a programmable API to manage services flowing through the ACROSS fabric. To 

do so, various endpoints are offered; in the rest of this section, we group the APIs in various categories 

and present their endpoints. 

3.4.1.2.1 Authentication API 

¢ƘŜ ŜƴŘǇƻƛƴǘ ƻŦ ǘƘŜ ½¢/ CŀōǊƛŎΩǎ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ !tL ƛǎ ǎƘƻǿƴ ƛƴ Table 3-22. 

Table 3-22: ZTC Fabric Authentication API description. 

Endpoint Version Description 

/edge/management/v1/authenticate?method=password 1.0.0 Authenticate a user against the ZTC Fabric using 
a POST HTTP message. A successful call will 
return a token in the response. We need to take 
its value and add it as 'zt-session' in the Headers 
in all the following requests. 

 

3.4.1.2.2 Identity Management API 

¢ƘŜ ŜƴŘǇƻƛƴǘ ƻŦ ǘƘŜ ½¢/ CŀōǊƛŎΩǎ LŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘ !tL ƛǎ ǎƘƻǿƴ ƛƴ Table 3-23. 

Table 3-23: ZTC Fabric Identity Management API description. 

Endpoint Version Description 

/edge/management/v1/identities 1.0.0 ZTC is built on the foundation of zero trust. A 
solid pillar of that foundation requires that all 
connections in a ZTC-enabled network are 
authenticated. Identities are the basis for ZTC 
authentication. This API allows the full set of 
Create Read Update Delete (CRUD) operations. 

 

3.4.1.2.3 Configuration Management API 

¢ƘŜ ŜƴŘǇƻƛƴǘǎ ƻŦ ǘƘŜ ½¢/ CŀōǊƛŎΩǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘ !tL ŀǊŜ ǎƘƻǿƴ ƛƴ Table 3-24. 

Table 3-24: ZTC Fabric Configuration Management API description. 

Endpoint Version Description 

/edge/management/v1/config-types 1.0.0 Allows to get the available configuration types. 
Two types can be used: (i) host config type and 
(ii) intercept config type. Host-based 
configuration tells ZTC where to forward 
connection to. Intercept-based configuration 
tells ZTC which protocol:ip|hostname:port 
combinations to intercept and proxy for the 
associated ZTC service. 

/edge/management/v1/configs 1.0.0 Manage either host or intercept-based 
configurations. Allows the full set of CRUD 
operations. 

 

3.4.1.2.4 Service Management API 

¢ƘŜ ŜƴŘǇƻƛƴǘǎ ƻŦ ǘƘŜ ½¢/ CŀōǊƛŎΩǎ {ŜǊǾƛŎŜ aŀƴŀƎŜƳŜƴǘ !tL ŀǊŜ ǎƘƻǿƴ ƛƴ Table 3-25. 

Table 3-25: ZTC Fabric Service Management API description. 

Endpoint Version Description 

/edge/management/v1/services 1.0.0 A service encapsulates the definition of any 
resource that could be accessed by a client on a 
traditional network. This API allows the full set of 
CRUD operations. 
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/edge/management/v1/service-policies 1.0.0 Service policies control which identities can 
access or host which services. There are two 
types of service policies (i) Dial service policies 
which control who can use a service and (ii) Bind 
service policies which control who can provide a 
service. This API allows the full set of CRUD 
operations. 

 

3.4.1.3 Results 

This section visualizes some services of the ZTC portal that allow users to interact with the ZTC fabric 

in a user-friendly manner. First, Figure 3-33 demonstrates the landing page of the ZTC porta (i.e., the 

ZTC dashboard). This view shows an overview of the main ZTC entities, such as the total number of 

ZTC identities, configurations, services, and policies created over this ZTC fabric instance. 

 

Figure 3-33: ZTC dashboard with a menu of views on the left-hand side. 

 

When the platform administrator wishes to on-board a new domain, he/she must first create a 

security identity for this stakeholder. To do so, one may use the ZTC identity management view shown 

in Figure 3-34. 

 

 

Figure 3-34: ZTC identity management view. 
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When the ZTC identity is created, the owner of this identity shall use the issues JWT token with a ZTC 

Client (see Section 4.3.1) to authenticate against the ZTC fabric. Figure 3-34 displays a green light icon 

aside every identity that is currently connected on the fabric via a ZTC client. 

Once a stakeholder connects to the ZTC fabric, then the process to create new security tunnels in 

his/her domain is as follows: 

¶ The platform administrator must create 2 ZTC configurations (host and intercept) via the ZTC 

configuration management view shown in Figure 3-35. 

 

Figure 3-35: ZTC configuration management view. 

¶ These configurations will be bound to a ZTC service that can be created via the ZTC service 

management view shown in Figure 3-36. 

 

Figure 3-36: ZTC service management view. 

¶ Finally, this service must be bound with 2 policies (bind and dial) via the ZTC policy 

management view shown in Figure 3-37. 



55 
D3.2: The ACROSS Multi-domain Orchestration Platform ς Final Release 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

 

Figure 3-37: ZTC policy management view. 
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4 ACROSS Orchestration Platform Services 

This section introduces a list of important Platform Services that enhance the ACROSS Orchestration 

tƭŀǘŦƻǊƳΩǎ ŎŀǇŀōƛƭƛǘƛŜǎ ǿƛǘƘ ŦŜŀǘǳǊŜǎ across several categories as follows: 

¶ Compute platform services (see Section 4.1) 

¶ Storage platform services (see Section 4.2) 

¶ Communication platform services (see Section 4.3) 

¶ Network platform services (see Section 4.4) 

¶ Telemetry platform services (see Section 4.5) 

¶ Analytics platform services (see Section 4.6) 

D4.1 introduces a complementary list of Platform services focusing on AI, Security & Trust, and 

Automation. All these services cover key tasks of WP3 and WP4 offering substantial extensions to 

AMSO and ACDO. 

4.1 Compute Platform Services 

This section of the ACROSS platform documentation focuses on the Compute Services. It explains the 

components required to provide compute resources to a vertical application to run on the ACROSS 

platform. 

4.1.1 Kubernetes-as-a-Service 
The industry standard to run applications nowadays is the Kubernetes platform. To that extent, the 

compute resources in ACROSS are a Kubernetes cluster managed by the related ACDO. The ACDO 

offers compute services, namely Kubernetes-as-a-Service (K8SaaS), which will provision a Kubernetes 

cluster in a domain and give full administrative access to the vertical consumer. Furthermore, to 

facilitate AI-enabled workloads, ACDO can also provision Kubernetes clusters, whose nodes rely on 

Graphics Processing Units (GPUs). 

4.1.1.1 Architecture 

ACDO offers a TMF API which can be consumed by AMSO or even the ACDO UI to order a K8SaaS in 

the managed domain. Figure 4-1 is a high-level figure which illustrates the components needed to 

provision a Kubernetes cluster in an OpenStack private cloud as a service to the vertical consumer. 
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Figure 4-1: Kubernetes-aaS provisioning atop OpenStack VMs. 

ACDO runs inside a Kubernetes cluster (Management Cluster) along with the needed components 

ArgoCD and Flux TF controllers. ArgoCD is used to deploy Helm charts which reside within ŀƴ ŀǊǘƛŦŀŎǘǎΩ 

repository, such as Harbor. The TF controller is responsible for executing Terraform code, which 

resides within a Git repository, by reconciling Terraform Kubernetes resources.  

A common workflow used in ACROSS is to order a Kubernetes cluster through the AMSO. AMSO will 

place an order by consuming the TMF641 API. Once ACDO receives the order, it starts its fulfilment by 

deploying an ArgoCD application. In sequence, the ArgoCD application specification points to an 

artifact repository (Harbor), which holds the respective Helm chart to deploy. The Helm chart includes 

the needed Kubernetes resources, i.e. Terraform, Git repository, etc., which will be reconciled by the 

Terraform controller to execute the Terraform code. Respectively, the Terraform code consumes the 

OpenStack API by using the terraform-openstack-provider [65] to manage the OpenStack private cloud 

in the domain. Terraform has three main operations; i) terraform-init, where the initialization of the 

terraform-providers takes place (OpenStack, Kubernetes etc), ii) terraform-plan, which calculates the 

needed actions to provision what is described in the code, and finally iii) terraform-apply, which 

kickstarts the provisioning phase. After this last phase concludes successfully, a new workload 

Kubernetes cluster is formed in the OpenStack private cloud. All the employed Kubernetes resources, 

e.g. secrets, are provisioned in the Management Cluster, thus making them available to ACDO. The 

latter can parse all the resources and select which ones should be further exposed to the AMSO. In 

this scenario, AMSO, as the initiator of the K8SaaS process, is expecting to acquire the kubeconfig file, 

which provides access to the provisioned cluster. Once acquired, AMSO can deploy a vertical 

application within the workload cluster in this domain. 
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Interfaces 

Table 4-1 provides the API endpoints which can be consumed to place a K8SaaS order but also query 

ACDO for the created resources.  

Table 4-1: Kubernetes-aaS TMF interfaces. 

Endpoint Type Description 

/tmf -api/serviceSpecification GET Get the K8SaaS Specification  

/tmf -api/serviceSpecification/:id PATCH Update the K8SaaS Specification  

/tmf -api/serviceOrder POST Order creation for the K8SaaS  

/tmf -api/serviceOrder/:id GET/PATCH Order query/alter the K8SaaS  

/tmf -api/serviceInventory/:id GET/PATCH Query/alter the K8SaaS service instance 

/tmf -api/resourceInventory/:id GET/PATCH Query/alter the K8SaaS resource instance  

 

Furthermore, when ordering this service, the consumer can define the following parameters: 

¶ Attached networks 

¶ Availability zone 

¶ Flavor of worker nodes 

¶ Number of worker nodes 

 

4.1.1.2 Results 

As already described in the previous sections, the K8SaaS provisioning can offer an AI-enabled flavor, 

offering Kubernetes clusters that utilize GPUs. Thus, to differentiate between these discrete offerings, 

ACDO exposes two Specifications, as seen in Figure 4-2 and Figure 4-3, in the Network Services 

Catalog. 
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Figure 4-2: Kubernetes-aaS in the ACDO Catalog. 

 

Figure 4-3: Kubernetes-aaS (AI-enabled) in the ACDO Catalog. 
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Respectively, the user can select the preferred Specification and proceed to the Service Order 

preparation/checkout view, as seen in Figure 4-4. This phase enables the manipulation of the 

configurable characteristics, to ōŜǎǘ ŎŀǘŜǊ ŦƻǊ ǘƘŜ ǳǎŜǊΩǎ ƴŜŜŘǎΦ aƻǊŜƻǾŜǊΣ ǘƘŜ ŘǳǊŀǘƛƻƴ ƻŦ ǘƘŜ order 

can also be set during the checkout phase. 

 

Figure 4-4: Kubernetes-aaS (AI-enabled) Service Order checkout through the ACDO Portal. 

Once the Service Order is issued, the fulfilment process initiates, resulting in the provisioning of the 

requested Kubernetes cluster, as shown in Figure 4-5. The essence of the ǳǎŜǊΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ 

captured in the Customer-Facing Service (CFS), and the created resources fall under the Resource-

Facing Service (RFS). Particularly, the RFS contains the provisioned Kubernetes resources, with the 

kubeconf file being among them, as illustrated in Figure 4-6.  
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Figure 4-5: Kubernetes-aaS (AI-enabled) Service Order fulfilment through the ACDO Portal. 

 

 

Figure 4-6: Acquisition of the kubeconf file (AI-enabled Kubernetes-aaS) through the ACDO Portal. 
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4.2 Storage Platform Services 

This section outlines the Storage services in the ACROSS platform, detailing components and 

interfaces for data management. The Storage Services handle two types of data: data at rest and data 

in motion. Therefore, the services include the Block, Object, and File Storage Service and the Data 

Ingestion, Storage, and Search Service, described as follows: 

1. Block, Object, and File Storage Service: manages various filetypes, accessible via a REST API 
2. Data Ingestion, Storage, and Search Service: manages real-time data ingestion from diverse 

sources. 
 

4.2.1 Block Object and File Storage Service 
The Block, Object, and File Storage Service has two main functions in the ACROSS architecture. First, 

it archives network flow statistics captured in raw PCAP files and processed by data aggregators. 

Second, it facilitates the storage of trained Analytics and AI models, as detailed in the Analytics Model 

Repository section. 

4.2.1.1 Background/Tools 

The core software tool for this service is MinIO, which manages files and runs on a single instance 

within a Docker container. Interaction with data is provided through a REST API, a web UI, and the 

Swagger specification for testing functionalities. 

4.2.1.2 Architecture 

The architecture includes three layers and is illustrated in the Figure below. The lowest layer comprises 

the available buckets managed by the host environment. The intermediate layer features the 

operating Docker instance of MinIO, which handles interface and management functions like access 

rights, replication, and versioning. MinIO is configured for high availability and data replication in fault-

tolerant setups. 

The top layer is a lightweight REST API developed with the FastAPI framework, which abstracts MinIO 

operations and groups buckets by aggregator name. To ensure future cloud migration interoperability, 

the API adheres to the S3 API interface and uses the Python MinIO Client SDK for a persistent 

connection with MinIO's ACCESS_KEY. The API extends the HTTP response timeout to handle large 

PCAP files, supporting HTTP POST for file receipt, and DELETE and GET methods for file management 

and retrieval. 
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Figure 4-7: Block Object and File Storage architecture. 

 

4.2.1.3 Interfaces 

The following Table 4-2 presents the endpoints provided by the Block, Object and File Storage service. 

The functions of these endpoints provide the core methods POST, GET and DELETE, each with the 

required parameters. 

Table 4-2: Interfaces of Block Object and File Storage. 

Endpoint Type Parameters Response Description 

/ healthcheck GET None `String ̀ Checks if the API is operational. 
Returns a simple status 
message. 

/pcap GET None `Array of PCAP` Lists all available PCAP files for 
rebroadcasting. 

/pcap POST 1) File 
(required) 

`String ̀ Allows uploading a PCAP file 
along with optional metadata. 
Returns a confirmation 
message. 

2) Metadata 
(optional) 

/pcap/{filename} GET 1) Filename 
(required) 

`PCAP̀ Downloads the specified PCAP 
file, if available. 

/pcap/{filename}/metadata GET 1) Filename 
(required) 

`JSOǸ Retrieves metadata associated 
with a specified PCAP file in 
JSON format. 

/pcap/{filename} DELETE 1) Filename 
(required) 

`String ̀ Deletes the specified PCAP file, 
if it exists. Returns a 
confirmation message. 

 

4.2.1.4 Results 

In Figure 4-8 it is highlighted the management dashboard that is provided by MinIO and the existing 

buckets available for both the Block Object and File Storage component and the Analytics Model 

Repository. Both services share the same underlying application but have isolated operations of that 

they can access via different REST APIs. 
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Figure 4-8 Block Object and File Storage ɀ Management Dashboard 

4.2.2 Data Ingestion and Search Service 
The Data Ingestion and Search Service manages and stores incoming data from various data 

aggregators, publishing them to distinct topics on the message bus. This service organizes data into 

separate indexes for efficient retrieval, ensuring that incoming data is parsed and compartmentalized 

to further maintain data integrity. 

4.2.2.1 Background/Tools 

The service is built on Elasticsearch, an open-source search engine used for real-time search, data 

collection, and log parsing. It is containerized for easy deployment across environments and currently 

operates on a single Elasticsearch instance to handle the load from the Message Queue and Event Bus. 

A multi-cluster setup is considered for potential increases in ingestion traffic. A connector between 

the Message Queue and Event Bus allows asynchronous data ingestion. Kibana provides an interactive 

dashboard for real-time data visibility, user management, and data filtering. 

4.2.2.2 Architecture 

The following Figure illustrates the high-level architecture of the Data Ingestion and Search service. 

The architecture features Elasticsearch in a single Docker container, exposing two ports: one for the 

Elasticsearch API and one for node communication in a cluster if needed. Incoming messages are 

handled by a custom connector developed in Python using the Confluent Library. This connector 

establishes a persistent connection to the message topics, authenticating with the required 

certificates and credentials. 

Upon receiving new payloads, the connector converts them into a format compatible with 

Elasticsearch. Using the Elasticsearch Python library, the connector establishes a persistent 

connection with Elasticsearch during its boot phase, ensuring secure access with provided credentials. 

It then initiates a POST request to the Elasticsearch API to index the payload. 

Similarly, the Analytics Training service is also developed using the same python library, with different 

credentials. This service provided the necessary parameters for filtering can retrieve data from all 

available indexes in a JSON format. 



65 
D3.2: The ACROSS Multi-domain Orchestration Platform ς Final Release 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

 

Figure 4-9 Data Ingestion and Search Service architecture. 

4.2.2.3 Interfaces 

Table 4-3 presents all endpoints provided by the Data Ingestion, Storage and Search service. To 

differentiate between data used for Analytics and that used for AI services, different endpoints have 

been created to ensure a clear separation between these functions. 

Table 4-3: Data Ingestion and Search interfaces. 

Endpoint Type Parameters Response Description 

/tstat/_search/  GET 1) Username 
(required) 

`Array of 
indexes̀ 

Retrieves entries from the tstat 
index 

2) Password 
(required) 

/pfcpflowmeter/_search/ GET 1) Username 
(required) 

`Array of 
indexes ̀

Retrieves entries from the 
pfcpflowmeter index 

2) Password 
(required) 

/cicflowmeter/_search/ GET 1) Username 
(required) 

`Array of 
indexes ̀

Retrieves entries from the 
cicflowmeter index 

2) Password 
(required) 

 

4.2.2.4 Results 

Figure 4-10 illustrates the Kibana dashboard displaying a list of Elasticsearch indices, each ingesting 

and storing real-time data streams. Data is first received via the ingestion pipeline before being routed 

to the appropriate index. 

Index selection is driven by the origin and schema of each incoming payload: for example, tstat 

network flows are mapped to the tstat idnex, cicflowmeter to the relevant index and pfcpflowmeter 

in the pfcpflowmeter index respectively. This is done to optimize both indexing throughput and query 

performance. Payloads with heterogeneous structures are dynamically transformed into a unified 

JSON document model. 

Once indexed, data becomes available for nearςreal-ǘƛƳŜ ŀƴŀƭȅǎƛǎΦ Yƛōŀƴŀ ƭŜǾŜǊŀƎŜǎ 9ƭŀǎǘƛŎǎŜŀǊŎƘΩǎ 

built-in aggregations queries to render dashboards of time-series visualizations. 
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Figure 4-10 Data Ingestion and Search ɀ Management dashboard. 

4.3 Communication Platform Services 

This section outlines the Communication services in the ACROSS platform, detailing components and 

interfaces for efficient message exchange within the platform. 

4.3.1 Zero-Trust Connectivity (ZTC) Client 
The ZTC Client service is a software package that new domain infrastructure owners obtain upon 

successful registration of their domain(s) to the ACROSS portal. This piece of software is deployed with 

a single command and uses an authentication token (also obtained during registration) to authenticate 

against the public ZTC Fabric service. At this point the new domain becomes part of the ZTC network 

(i.e., part of the ACROSS platform), however, no services of this domain are exposed through the fabric 

yet. To do so, the domain infrastructure owner needs to issue another call to the ZTC Fabric service, 

ŀǎƪƛƴƎ ŦƻǊ ǎǇŜŎƛŦƛŎ ǎŜǊǾƛŎŜǎ ǘƻ ōŜ ŀŘŘŜŘ ƛƴǘƻ ǘƘŜ ŦŀōǊƛŎΩǎ ƴŜǘǿƻǊƪΦ !ǘ ǘƘŀǘ ǇƻƛƴǘΣ ǘƘŜǎŜ ǎŜǊǾƛŎŜǎ ōŜŎƻƳŜ 

accessible by other parties of the fabric (e.g., the remote AMSO instance). 

4.3.1.1 Architecture 

Three ZTC Client service flavours are available in Table 4-4, depending on the needs or technological 

preferences of the domain owner. 

Table 4-4: ZTC Client service options. 

ZTC Client Name ZTC Software Description 

Host tunneller Docker Exposes available resources of a physical and/or virtual host. 

Edge router tunneller Docker Exposes available resources of multiple physical/virtual hosts in a Local 
Area Network (LAN). 

K8s tunneller  Exposes available resources (e.g., pods) within a Kubernetes cluster. Gets 
deployed as a pod. 

 

4.3.1.2 Interfaces 

The ZTC clients leverage ǘƘŜ ½¢/ CŀōǊƛŎΩǎ !tL (see Section 3.4.1.2) to issue identity management, 

configuration management, and service management commands to the ZTC controller. 
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4.3.1.3 Results 

The ZTC client demonstrates no results. This is just a thin software component (client-side software) 

that binds to the ZTC fabric server. The results of the ZTC fabric are demonstrated in Section 3.4.1.3. 

 

4.3.2 Message Queue, Message & Event Bus 
The Message queue, message and event bus facilitates data transfer from the available data 

aggregators by employing separate message topics to ensure payload isolation. 

4.3.2.1 Background/Tools 

Apache Kafka, along with Zookeeper for managing broker instances, is used for this service. Apache 

Kafka is an open-source distributed event streaming platform capable of handling real-time data feeds 

and serves as the core message bus for transferring data from data aggregators to other ACROSS 

ǎŜǊǾƛŎŜǎΦ ½ƻƻƪŜŜǇŜǊ ƳŀƴŀƎŜǎ ŀƴŘ ŎƻƻǊŘƛƴŀǘŜǎ YŀŦƪŀΩǎ ŘƛǎǘǊƛōǳǘŜŘ ǇǊƻŎŜǎǎŜǎΦ ¢ƻ ǎŜŎǳǊŜ Řŀǘŀ ǘǊŀƴǎŦŜǊ 

and prevent man-in-the-middle attacks, Kafka is configured with TLS, requiring each client to use 

provided certificates and credentials for a persistent connection. Kafka handles the creation, 

validation, and rollout of these certificates. 

4.3.2.2 Architecture 

The architecture uses a unified message bus for data transfer between services, facilitating the 

ŘŜŎƻǳǇƭƛƴƎ ƻŦ ŀƭƭ ǎŜǊǾƛŎŜǎΦ ²ƘŜƴ ŀ ǇŀȅƭƻŀŘ ƛǎ ǇǳōƭƛǎƘŜŘ ǘƻ ŀ ǘƻǇƛŎΣ ƛǘ ƛǎ ŀŘŘŜŘ ǘƻ ǘƘŀǘ ǘƻǇƛŎΩǎ ǊŜŎƻǊŘ ƭƛǎǘ 

in an append-only manner. Each data aggregator produces different network flow statistics, so there 

are three topics available for individual use: 

¶ Tstat 

¶ Pfcpflowmeter 

¶ Cicflowmeter 

Each data aggregator is provided with certificates and credentials to establish a persistent connection 

to a topic. Payloads are published on topics as new records in an append mode. The connector 

processes these topics by marshalling the raw data into a standardized format, such as JSON, for 

efficient storage in the Data Ingestion and Search service. 

The payloads are also consumed by the Analytics Inference Service. When a new payload is received, 

it is processed, and the inferred result is added to the original payload as a new data field, creating a 

new inference payload. This inference payload is then published to one of the three available topics, 

depending on its source: 

¶ Tstat_inference: This topic receives payloads from the Tstat source and contains inference 

results related to Tstat-specific data. 

¶ Pfcpflowmeter_inference: This topic receives payloads from the Pfcpflowmeter source and 

contains inference results related to Pfcpflowmeter -specific data. 

¶ Cicflowmeter_infernence: This topic receives payloads from the Cicflowmeter source and 

contains inference results related to Cicflowmeter -specific data. 
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Figure 4-11 Message queue, message and event bus architecture. 

4.3.2.3 Interfaces 

This service allows other ACROSS services to create topics that serve as integration points between 

producers (writers of the topic) and consumers (readers of the topic). For example, an Intelligent 

service (e.g., Analytics Inference) may create a topic for publishing Analytics predictions that an 

Automation service may consume to handle this event. In the rest of this section we detail how one 

can create, read, and delete a topic using the API shown in Table 4-5. 

Table 4-5: Admin endpoints for Apache Kafka to create and list topics. 

Endpoint Type Parameters Response Description 

/ kafka/topics POST 1) Name 
(required) 

`String ̀ Creates a topic given the specified 
name 

/ kafka/topics GET N/A `Array of topics̀  Retrieves a list of all available topics 

/kafka/topics/{topic_name} DELETE 1) topic_name: 
string 

`string  ̀ Delete a topic given the specified 
name 

 

4.3.2.4 Results 

The Message queue, message and event bus components is not directly managed but a Management 

REST API is exposed that wraps the admin functionality of topic management. Figure 4-12 shows the 

available endpoints for requesting a list of the available topics (via GET request). The creation of new 

topics requires specifying the name of the topic as an HTTP parameter (via POST request). And last, 

the deletion of an existing topic (via DELETE request), where the exact name of the topic is provided. 
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Figure 4-12 Management REST API for Message queue, message and event bus. 

For the development and management lifecycle an open-source UI dashboard is used that attaches 

with the running broker and visualizes telemetry data for the broker, all topics and connected clients 

from ACROSS components. Figure 4-13 highlights the running instance of the broker. 

 

Figure 4-13 Management dashboard for Message queue, message, and event bus. 
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4.4 Network Platform Services 

This section introduces useful network functions that are packaged as services in the άbŜǘǿƻǊƪ 

{ŜǊǾƛŎŜǎέ ŎŀǘŜƎƻǊȅ ƻŦ ǘƘŜ !/wh{{ άPlatform {ŜǊǾƛŎŜǎ /ŀǘŀƭƻƎέΦ 

4.4.1 5G-as-a-Service 
This section focuses on the 5G-as-a-Service (5GaaS) as part of the ACROSS Network Platform Services. 

It describes the components required to provide an end-to-end 5G service in an ACROSS domain. The 

purpose of this service is to give 5G network access to users in a specific domain. Naturally, apart from 

the software components, the respective hardware must be present so as to realize the end-to-end 

5G service. Specifically, in the Patras domain, the Patras5G testbed possesses the computing capacity 

to host the 5G software components, as well as the hardware components, which comprise several 

indoor and outdoor gNB nodes, managed by the ŘƻƳŀƛƴΩǎ !/5hΦ 

4.4.1.1 Architecture 

ACDO makes this service available over the TMF641 Service Order API, thus exposed to the AMSO. To 

provide this service, ACDO interacts with the OSM MANO over the standard SOL005 interface. OSM 

will then sequentially deploy the User Plane Function (UPF) and the rest of the 5G core functions in a 

target Kubernetes cluster. Once the overall 5G core service is running, and the deployment IPs of the 

employed components are acquired, the selected radio nodes (gNBs) are connected. The 5GaaS 

specification offers the following configurable characteristics, as seen in Table 4-6. 

Table 4-6: 5GaaS specification configurable characteristics. 

Characteristic Indicative Values 

5G Radio Nodes Museum West, Museum East, Outdoor 

RAN Profile Low Latency, Maximum UL, Maximum DL, Default 

 

Figure 4-14: 5GaaS deployment illustrates the high-level architecture of a 5G deployment workflow 

initiated by AMSO and delivered by the ACDO within a target Kubernetes Cluster, also connecting all 

the 5G components to allow 5G devices to access the internet. 

 

Figure 4-14: 5GaaS deployment. 



71 
D3.2: The ACROSS Multi-domain Orchestration Platform ς Final Release 

 
 

ACROSS project has received funding from the European Union's Horizon Europe research and innovation programme 

under Grant Agreement No 101097122, as well as from the Smart Networks and Services Joint Undertaking (SNS JU) 

4.4.1.2 Interfaces 

Table 4-7: 5G-aaS TMF interfaces provides the API endpoints which can be consumed to place a 5GaaS 

order but also query ACDO for the created resources.  

Table 4-7: 5G-aaS TMF interfaces. 

Endpoint Type Description 

/tmf -api/serviceSpecification GET Get the 5GaaS Specification  

/tmf -api/serviceSpecification/:id PATCH Update the 5GaaS Specification  

/tmf -api/serviceOrder POST Order creation for the 5GaaS  

/tmf -api/serviceOrder/:id GET/PATCH Order query/alter the 5GaaS  

/tmf -api/serviceInventory/:id GET/PATCH Query/alter the 5GaaS service instance 

/tmf -api/resourceInventory/:id GET/PATCH Query/alter the 5GaaS resource instance  

 

4.4.1.3 Results 

The 5GaaS specification is available in the ACDO catalog, as seen in Figure 4-15. The interested 

stakeholder can select the exposed specification and proceed to the Service Order 

preparation/checkout view, as illustrated in Figure 4-16. The latter enables the configuration of the 

characteristics offeredΣ ǿƘƛŎƘ ǘŀƛƭƻǊǎ ǘƘŜ ǎŜǊǾƛŎŜ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ƴŜŜŘǎ ƛƴ ǘŜǊƳǎ ƻŦ network coverage and 

Quality of Service (QoS).  

 

Figure 4-15: 5GaaS in the ACDO Catalog. 

 
















































































































