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Executive Summary

This deliverable, D2.2 "ACROSS Platform Architecture and Technical Specifications," provides a
comprehensive overview of the final architecture and technical specifications for the ACROSS
platform. It encapsulates the subject, the work carried out, the main conclusions, and the purpose of
the deliverable.

Subject of the Deliverable

The primary focus of D2.2 is to present the final architecture design and technical specifications of the
ACROSS platform. This deliverable builds upon the initial architecture outlined in D2.1 and
incorporates updates and refinements based on the project's progress.

Summary of Work Carried Out
The deliverable details the following key aspects:

1. Final Architecture Design: An in-depth description of the ACROSS architecture layers,
including the Infrastructure Layer (INFRA-L), Domain Orchestration Layer (DO-L), End-to-end
Service Orchestration Layer (ESO-L), and the Security Integration Fabric Layer (SIF-L).

2. Ecosystem and Components: A detailed explanation of how the ACROSS ecosystem integrates
various domains and manages a heterogeneous infrastructure.

3. Mapping and Delta Analysis: A comparison between the initial and final versions of the
architecture, highlighting changes and improvements made.

4. Logical Components: An overview of the logical components within the architecture, including
their association with relevant technical work packages (WPs) and tasks.

Main Conclusions

The final architecture of the ACROSS platform has been successfully designed to handle the complexity
of a multi-domain, geo-distributed infrastructure. It effectively separates concerns across different
layers, ensuring efficient management and orchestration of resources and services. The platform's
architecture is robust, scalable, and secure, capable of supporting the needs of diverse stakeholders
and end-users.

Purpose of the Deliverable

D2.2 aims to provide stakeholders, including project partners and the European Commission, with a
detailed and structured presentation of the ACROSS platform's final architecture. It serves as a
reference for the technical implementation and integration of various components, ensuring
alignment with the project's goals and objectives.

This deliverable marks a significant milestone in the ACROSS project, showcasing the culmination of
extensive research, development, and collaboration among the consortium partners.
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Abstract

The deliverable D2.2, titled "ACROSS Platform Architecture and Technical Specifications," presents the
comprehensive architecture and technical framework developed for the ACROSS project. The ACROSS
platform aims to facilitate automated, zero-touch cross-layer provisioning for 5G and beyond vertical
services. This document details the final architecture, delineating its multiple layers: the Infrastructure
Layer (INFRA-L), the Domain Orchestration Layer (DO-L), the End-to-end Service Orchestration Layer
(ESO-L), and the Security Integration Fabric Layer (SIF-L). It provides a thorough analysis of the
ecosystem's integration, the logical components, and the improvements made since the initial
architecture version. The final architecture is designed to support complex, multi-domain, geo-
distributed infrastructures, ensuring secure, scalable, and efficient resource management and service
orchestration. This deliverable is crucial for understanding the technical foundations and operational
capabilities of the ACROSS platform, aligning with the project's objectives to enhance automation,
intelligence, security, and trust in modern telecommunication networks.
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1 Introduction

The ACROSS project aims to revolutionize the orchestration and automation of network services
across multiple domains through an innovative, zero-touch, and intelligent orchestration platform.
Deliverable D2.2, titled "ACROSS Platform Architecture and Technical Specifications," provides an in-
depth examination of the final architecture of the ACROSS platform, building upon the initial version
presented in D2.1 [1]. This document outlines the architectural components, their interactions, and
their alignment with the project's overarching objectives and technical work packages (WPs).

1.1 Objectives
The primary objectives of D2.2 are:

1. Final Architecture Design: To present the final version of the ACROSS architecture,
highlighting its evolution from the initial version and detailing the logical components across
different layers.

2. Ecosystem Positioning: To position the ACROSS architecture within its relevant ecosystem,
showcasing how it manages heterogeneous infrastructure spanning multiple geo-distributed
domains.

3. Component Mapping: To map the architecture's components to the technical WPs and tasks,
ensuring traceability and alignment with project goals.

4. Delta Analysis: To identify and explain the changes and improvements made from the initial
architecture version to the final version.

5. Comprehensive Summary: To provide a thorough summary of the logical components, their
functionalities, and their integration within the ACROSS platform.

1.2 Mapping ACROSS’s Outputs

The purpose of this section is to map ACROSS Grant Agreement commitments (see Table 1-1), both
within the formal Deliverable and Task description, against the project’s respective outputs and work
performed.

Table 1-1: Adherence to ACROSS GA Deliverable & Tasks Descriptions.

ACROSS GA ACROSS GA Respective e
Component Component Outline Document Justification
Title P Chapter(s)
DELIVERABLE
D2.2: ACROSS Platform Architecture and Technical Specifications
TASKS
Task 2.2 Finalization of the Section 2 & Section 3 | Detailed final architecture
ACROSS architecture design and ecosystem
and ecosystem positioning provided.

1.3 Relation with other Deliverables and Tasks
D2.2 is closely related to and builds upon several other key deliverables within the ACROSS project.
Specifically:

10
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D2.1 [1]: The initial architecture and ecosystem definition, providing the foundational
framework for D2.2.

D3.1 [2]: Details the design and implementation of the multi-domain orchestrator framework,
which is the heart of the ACROSS architecture.

D4.1 [3]: Focuses on the zero-touch intelligent and secure orchestration enablers, essential
for elevating the automation, intelligence, and security capabilities of the ACROSS platform.

1.4 Document Structure

The document is structured as follows:

1.

Section 1 - Introduction: Outlines the objectives, related deliverables, and document
structure.

Section 2 - Final Architecture Design: Presents the ecosystem layers, final architecture
overview, mapping to technical WPs, delta analysis, and the delta between D2.1 [1] and D2.2.

Section 0 - Summary of Final ACROSS Architecture Components: Provides a summary of the
ACROSS components and links to WP3 and WP4 where these components are detailed.

Section 4 - Conclusions: Summarizes the findings and implications of the final architecture
design.

11
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2 Final Architecture Design

This section introduces the final version of the ACROSS architecture, demonstrating the delta over the
initial version of the ACROSS architecture, introduced in D2.1 [1]. Section 2.1 positions ACROSS in a
relevant ecosystem, managed by the ACROSS architecture presented in Section 2.2. Section 2.3
provides a mapping of the final ACROSS architecture with the 2 technical work packages (WPs), i.e.,
WP3 and WP4, where the logical components of the architecture are designed and implemented.
Section 2.4 explains the delta between the initial version of the ACROSS architecture (as per D2.1 [1])
and the final version of the ACROSS architecture as introduced in this deliverable (i.e., D2.2).

2.1 Ecosystem: Layers and Domains

ACROSS tames the complexity of a vastly heterogeneous infrastructure that spans across several geo-
distributed domains. Because these domains may be owned and managed by different administrative
entities, the ACROSS orchestration stack introduces multiple layers that maintain a fine-grained
separation of concerns with regards to (i) what is considered as infrastructure, (ii) who manages the
infrastructure per domain, (iii) how do infrastructure resources get exposed to the overlay services,
(iv) how services are managed within a domain as well as across domains, and (v) how vertical end
users and other relevant stakeholders consume services offered by the ACROSS platform.

ACROSS Infrastructure Layer (INFRA-L)

ACROSS infrastructures comprise of geo-distributed heterogeneous physical and virtual appliances
that span across multiple domains as shown in Figure 2-1. We refer to this layer as “ACROSS
infrastructure layer”, also abbreviated as INFRA-L. Each ACROSS domain in this layer is potentially end-
to-end, comprising of multiple sub-domains. In the case of domain #1 (see Figure 2-1), ACROSS
manages typical 3GPP-based radio-transport-core sub-domains, with emphasis on 5G and beyond
deployments, where 5G radio access network (RAN) and 5G core network resources are managed in
tandem with compute resources. In addition to these resources, ACROSS leverages SDN infrastructure
services and protocols to manage programmable networking devices across end-to-end 3GPP domains
or within datacenters (as in the case of Domain #1 and Domain #N in Figure 2-1). Apart from 3GPP-
based domains, ACROSS also manages regular cloud domains, irrespective of their location and or
scale (i.e., a hyperscaler or a small edge domain), as shown in Domain #N in Figure 2-1.

__________________________________ D omam__ﬁ:].___ Domaln#N
Network Compute Network Compute
Resources Resources i i Resources Resources
Mob\\e :
A - el W e %48
Infrastructure :-' _______________ .
Layer (INFRA-L) : '.
<‘T - ﬂ!' -' " e

Radio Fronthaul TN Edge Backhaul TN Core

Figure 2-1: The heterogeneous multi-domain infrastructure layer of the ACROSS ecosystem.

ACROSS Domain Orchestration Layer (DO-L)

In every domain, ACROSS employs a dedicated domain orchestrator, which oversees and manages all
domain services and resources through integration with state-of-the-art infrastructure management
services. Compute resources are managed using virtual machine and/or container orchestration
services, while network resources are managed using mobile RAN and core network controllers as well
as SDN controllers. The domain-specific ACROSS orchestrator implements APls towards all the above
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infrastructure services for exposing the underlying domain resources as-a-service (to the End-to-End
Service Orchestration layer) using standardized (based on TMF) service and resource APIs as shown in
Figure 2-2. Note that in this layer, the ACROSS orchestrator can manage domain services and resources
across various sub-domains within an end-to-end domain as in the case of Domain #1 in Figure 2-1,
where an end-to-end 5G system is provisioned across three sub-domains (i.e., radio, transport, and
core). Note also that this layer exposes Repositories, Portal, and Catalogs for domain services as shown
in Figure 2-2. This provides domain stakeholders a complete platform for managing their domains in
an end-to-end fashion. We refer to this layer as “ACROSS domain orchestration layer”, also
abbreviated as DO-L. Additional details on the components of this layer are provided in D3.1 [2].

Exposes domain service APIs and portals to ACROSS stakeholders

Repository Catalogs _||

Exposes domains’ resources as services to overlay orchestrator(s)

$

Domain-level

Domain
Orchestration

ACROSS Cross-Domain Orchestrator (ACDO)

Layer (DO-L) ACDO Instance #1 aes ACDO Instance #M

s s

Manages domains’ resources via infrastructure services

Infrastructure

Layer (INFRA-L) Managed Domain 1 Managed Domain N

Figure 2-2: ACROSS domain orchestrators manage compute and network resources across multiple
heterogeneous sub-domains.

ACROSS End-to-End Service Orchestration Layer (ESO-L)

At the top of the ACROSS platform lies a central cloud-managed end-to-end service orchestration layer
as shown in Figure 2-3. We refer to this layer as “ACROSS end-to-end service orchestration layer”, also
abbreviated as ESO-L. This layer operates the services of the secure integration layer (see the next
Section) to bind multiple geo-distributed domains under the ACROSS realm. ACROSS stakeholders that
wish to deploy multi-domain services, on any available ACROSS domain, interact with this end-to-end
orchestration layer through the Portal and/or the ESO-L Northbound APIs. Upon a service order
request, the ESO-L delegates geo-distributed resource allocation for the end-to-end service to the
orchestrator(s) in the DO-L by consuming resource services offered by the DO-L. When the necessary
resources are allocated, ESO-L performs the deployment of the service components atop the
environment allocated by the DO-L. Additional details on the components of this layer are provided in

D3.1[2].
Exposes end-to-end service APIs & Portals to ACROSS stakeholders

Bl Reposioy | [ catalogs ||
End-to-End % E2F ‘
Service = ACROSS Multi-Domain Service Orchestrator (AMSO)
Orchestration g Consumes resource services from multiple domains
Layer (ESO-L) S to accommodate stakeholders’ services
DO-L
INFRA-L Managed Domain 1 Managed Domain N

Figure 2-3: ACROSS multi-domain service orchestrator manages end-to-end service deployments across
multiple geo-distributed domains.
13
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ACROSS Secure Integration Fabric Layer (SIF-L)

To securely interconnect multiple domains with each other, ACROSS employs a programmable secure
integration fabric layer as shown in Figure 2-4. This is a vertical thin layer that acts as a trusted central
authority for accessing ACROSS services. The idea is based on the concept of software-defined
perimeter (SDP), which builds a domain’s network perimeter in software, rather than hardware. Using
this service, the fabric administrator can register and authenticate specific users and allow them to
expose infrastructure resources and services through the fabric (see step 1 in Figure 2-4). ACROSS
domain orchestrators consume these resources and services (see step 2 in Figure 2-4) thus gain access
to the underlying infrastructure. This allows ACDO to register its own domain services to the fabric,
offering infrastructure resources as a service (see step 3 in Figure 2-4) to the ESO-L. Finally, the ACROSS
end-to-end service orchestrator consumes ACDO services across multiple domains (see step 4 in
Figure 2-4) and registers multi-domain services (see step 5 in Figure 2-4) to the fabric.

E2E portal & APIs eRegister multi-domain services
] "
ESO-L eCOnsume domains’ services
Domain portal & APS _______e_R_eg_isier domains’ services § ACROSS

4 T ~
DO-L b ACDO instance #1 ACDO Instance #M @ Consume domain Zero-Trust
e

jnfrastructure Connectivity

resources & services iy Fabric

_(1-d1s) 19he1 ogey
uojje.8au| a4ndas

INFRA-L Managed Domain 1 o Managed Domain N

? \ S :
| | Register infrastructure resources & services|

v

Figure 2-4: The ACROSS zero-trust integration fabric for securely exposing domains’ resources and services
to the ACROSS platform and its stakeholders.

ACROSS promotes an integration fabric with programmability as a first-class citizen, as the services
that a stakeholder wishes to expose through this fabric can be dynamically configured through APlIs.
We refer to this vertical layer as “ACROSS Secure Integration Fabric layer”, also abbreviated as SIF-L.
Note that the ZTC Fabric is the heart of the SIF-L, while ZTC Client Communication Platform Services
are employed per domain to allow private domain resources to register to the fabric in a dynamic
fashion. Additional details on the components of this layer are provided in D3.1 [2].

ACROSS Services over the ACROSS Platform

Atop the ACROSS ESO-L, different ACROSS stakeholders may deploy end-to-end services exploiting all
the ACROSS platform layers. Depending on the stakeholder’s role in the ecosystem, ACROSS offers
space to develop and deploy (i) end user services for various vertical application domains, (ii) platform
services (see D3.1 [2] and D4.1 [3]) that the ACROSS orchestrators may exploit to offer additional
security, trust, intelligence, and automation capabilities, and (iii) services for the ACROSS Data
Generation and Service Validation environment (see D4.1).

2.2 Final Architecture Overview

The final version of the ACROSS architecture spans across multiple horizontal infrastructure domains
and multiple vertical platform layers (i.e., INFRA-L, DO-L, SIF-L, and ESO-L presented in Section 2.1) to
build a powerful distributed orchestration platform that aims to enhance state-of-the-art
orchestration software with unprecedented automation, intelligence, security, and trust features. A
high-level view of the initial ACROSS architecture version is illustared in Figure 2-5.

High-level concept: ACROSS employs a distributed grid of domain-level orchestrators (which belong
to the DO-L), each overseeing and managing services and resources within its own domain. Because
these domains may be independent and require dedicated orchestration resources, ACROSS
devotes one ACDO instance per such a domain.

14
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Modern services may require resources among multiple domains to be combined into geo-
distributed application slices. For this reason, ACROSS employs a multi-domain end-to-end service
orchestrator that gets deployed on a trusted central management domain that acts as an umbrella
above all the managed domains. In this domain, AMSO uses services from the ACROSS Secure
Integration Fabric layer (SIF-L) to connect to multiple managed domains, consume services of the
domain orchestrators, and devote these services to ACROSS stakeholders who wish to deploy end-
to-end services.

ACROSS accommodates two types of services: (i) end user services stemming from various vertical
domain stakeholders who wish to bring their services to ACROSS and (ii) platform services stemming
from platform service providers, developers, open-source communities, and others who wish to
develop services that elevate the orchestration platform’s capabilities (e.g., by creating
Al/Analytics-based intelligence, automation, and security & trust services). These services can be
onboarded onto the ACROSS repository and catalogs as shown by the top part in Figure 2-5, while
ACROSS provides a service validation domain for testing and validating those services prior to
entering the production stage.

Stakeholders ACROSS Repository iR o d ACROSS Catalogs .
Data Generation and
P and Artefacts ) User Service Specs Platform Service Specs Service Validation Domain @&
-t . 'y : - »
‘ [ 3 = Source code Registry ‘# Ftitcworn’; ?C#L‘:: Al Analytics Telemetry Train & valid DIgIt:‘lT%n Services
Users i User-created - rain & validate I+
i R £ ! ool i ."
open-source Pipelines |y () Users, ||service categories and|| 21T alul Alar::czn:émcs $-B S
communities C|/CD | Service service specifications || Compute  Storage Automation Communication
Services {Providers ot * 1+
Role-basedLL e N . a a
i portal for R -l .
ist:E;:m;;s e fa . Network operatars,
| H . Platf.orm service  gervice developers,
End-to-End Common: ‘ 1 providers, open-  gata scientists,
Service Orchestration || LGV —e LT E T source communities  researchers
i . e
Orchestration Services Central Management Domain
Layer (ESO-L) —+ ACROSS Multi-Domain Service Orchestrator (AMSO) ‘
Common API

Trusted ZTC Domain $
(8)ACROSS Zero-Trust Connectivit

Secure Integration
Fabric Layer (SIF-L)
Domain
Orchestration
Layer (DO-L)

Managed Domain N e
ACROSS Cross-Domain Orchestrator (ACDO)

Managed Domain 1 e
ACROSS Cross-Domain Orchestrator (ACDO)

Infrastructure
Mgmt. Services

Infrastructure
Layer {INFRA-L)

q e U e W
] ]

RAN  Fronthaul TN Edge Backhaul TN Core

Core Cloud

Figure 2-5: High-level view of the final version of the ACROSS architecture.

Orchestration status quo (before ACROSS): Existing orchestration solutions attempt to build the
orchestration stack in a bottom-up way. This implies that a lot of manual steps are required
between a domain infrastructure owner and the provider of the orchestration platform in order for
the latter to (i) obtain access to the domain’s infrastructure, (ii) inspect the available hardware to
identify the required orchestration services, (iii) deploy the necessary infrastructure services, and
(iv) finally deploy the orchestration platform over these services. This is not the only problem
though as in some cases the domain infrastructure owner should also onboard candidate service
providers or users of the platform to access the orchestrator’s APIs or user interfaces, which is
another manual and time-consuming process.

The ACROSS Orchestration: In stark contrast with existing orchestration solutions, ACROSS
approaches new domains in top-down fashion. Domain infrastructure owners that desire to enter
the ACROSS ecosystem are no longer required to manually integrate every piece of their
infrastructure with the orchestrator(s). Instead, they use the ACROSS portal to enroll to the publicly
accessible ACROSS central management domain (see Figure 2-5) and request a dynamic expansion
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2.3 Mapping of the Final ACROSS Architecture with Technical WPs and Tasks

To break down the responsibilities for realizing the ACROSS vision, a mapping of the final ACROSS
architecture with the key technical work packages (i.e., WP3 and WP4) and tasks is necessary. This
mapping is visualized in Figure 2-6, which is an annotated version of Figure 2-5.

Stakeholders ACROSS Repository [k amd ACROSS Catalogs

and Artefacts o User Service Specs
] ' & Defined in T2.2 T4.2 T3.3 .
: :‘ Anal ytlcs Telemetry

Users,

‘ | User-created | | 3N = Valgate
" q | E Al and Analytics
open-source Users, |service categories and ||| odels
communities C|/CD . Service service specifications eI u cmat\on fion® [Co mmunlca lon
" Services :Providers

[ B i ‘ ‘
. 1

Network operawrs
Platform service  gervice developers,

Rcle-based“‘
1, portal for *
stakeholdem

[ry

Common’,

providers, open-  data scientists,
End-to-End "
Service Orchestration |G G source communities  researchers
Orchestration Services Central Management Domain ¢

Layer (ESO-L)

. @
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Figure 2-6: Mapping of technical work (WP3+WP4) to the final version of the ACROSS architecture.

In short, WP3 is responsible for the core orchestration capabilities of the ACROSS platform, while WP4
is responsible for the enhanced capabilities of the ACROSS orchestrators (i.e., security and trust, Al-
based intelligence, and automation). WP3 and WP4 contribute to the ACROSS architecture via 8 tasks
(4 per WP) as follows:

Task 3.1 is responsible for the design and the implementation of the ACROSS ESO-L, which captures
AMSO and its overlay user facing services, such as the ESO-L software repository, the ESO-L views
of the ACROSS portal, and the ESO-L service catalogs that correspond to the AMSO. As AMSO is
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responsible for operating the integration fabric services (SIF-L), Task 3.1 is also partially responsible
for the design and development of these services. More details about the developments of this task
are provided in D3.1 [2].

Task 3.2 undertakes the design and the implementation of the ACROSS DO-L, which captures the
ACDO design and implementation along with the overlay user facing services of the domain
orchestration platform, i.e., the DO-L software repository, DO-L portal, and the DO-L catalogs. More
details about the developments of this task are provided in D31 [2].

Task 3.3 provides the design and implementation of Storage and Analytics platform services which
will be integrated into ACROSS via standardized service specification blueprints. This task will
leverage the data generation and service validation domain developed in Task 4.1 (see below) to
validate the Analytics services prior to being released in production. At that point, the ACROSS
Platform Services’ Catalog will contain a dedicated category titled “Analytics Services”, where all
the Analytics service specifications will be stored. Similarly, another category for “Storage Services”
will host the storage service specifications. ACROSS platform administrators will be able to order
these services using standardized service order blueprints. More details about the developments of
this task are provided in D3.1 [2].

Task 3.4 provides the design and implementation of Telemetry platform services which will be
integrated into ACROSS via standardized service specification blueprints. The ACROSS Platform
Services’ Catalog will contain a dedicated category titled “Telemetry Services”, where compute,
network, and Intelligent telemetry service specifications will be stored. ACROSS platform
administrators will be able to order these services using standardized service order blueprints. More
details about the developments of this task are provided in D3.1 [2].

Task 4.1 sets up an environment where key ACROSS stakeholders, such as network operators,
service developers, and data scientists & researchers can emulate real and complex network
domains, validate their services atop these emulated domains, and train Al/Analytics models using
synthetic data that mimic real data patterns. These models will then become accessible by ACROSS
platform services that will be deployed in production environments. More details about the
developments of this task are provided in D4.1 [3].

Task 4.2 leverages the data generation and service validation domain developed in Task 4.1 to
design and implement Al-based training and inference services for ACROSS. The Al models will be
initially trained, tested, and validated in the context of Task 4.1 and later being exploited for
inference/forecasting in real environments. The ACROSS Platform Services’ Catalog will contain a
dedicated category titled “Al Services”, where Al service specifications will be stored. ACROSS
platform administrators will be able to order these services using standardized service order
blueprints. More details about the developments of this task are provided in D4.1 [3].

Task 4.3 provides the design and implementation of Automation platform services which will be
integrated into ACROSS via standardized service specification blueprints. The ACROSS Platform
Services’ Catalog will contain a dedicated category titled “Automation Services”, where automation
service specifications will be stored. ACROSS platform administrators will be able to order these
services using standardized service order blueprints. More details about the developments of this
task are provided in D4.1 [3].
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Task 4.4 will provide the design and implementation of Security and Trust platform services which
will be integrated into ACROSS via standardized service specification blueprints. The ACROSS
Platform Services’ Catalog will contain a dedicated category titled “Security & Trust Services”,
where security and trust service specifications will be stored. ACROSS platform administrators will
be able to order these services using standardized service order blueprints. Apart from the Security
& Trust platform services, T4.4 also enhances the security capabilities of the ACROSS integration
fabric by developing zero-trust mechanisms into the zero-trust connectivity (ZTC) fabric and client
services. More details about the developments of this task are provided in D4.1 [3].

Auxiliary platform services (covering both WP3 and WP4): To support the above components,
ACROSS foresees the development of some auxiliary services that are visualized on the ACROSS
Platform Services Catalog shown in Figure 2-5. These services provide communication means
among services (i.e., ZTC Client, message bus, event bus. etc.) and important network functions
(i.e., for traffic generation, filtering, etc.). These auxiliary platform services are detailed in D3.1 [2].

2.4 Delta with the Initial Version of the ACROSS Architecture

This section summarizes the difference between the initial version of the ACROSS architecture
(introduced in D2.1 [1]) and the final version of the ACROSS architecture introduced in this deliverable
(i.e., D2.2). Table 2-1 explains what changes are introduced by D2.2 (final ACROSS architecture) across
the 4 layers of the ACROSS platform over the initial version of the platform presented in D2.1 [1].

Table 2-1: Delta between initial and final ACROSS architecture versions.

ACROSS Architecture Layer ACROSS Architecture layer changes in D2.2 over D2.1 [1]
INFRA-L No change introduced in this layer by D2.2.

DO-L This layer has now explicit bindings with the ACROSS Repository, Portal, and Catalogs as these services
are common for both orchestrators. This provides total independence to the DO-L when ACROSS
stakeholders wish to run domain-specific services that do not necessarily require the ESO-L and AMSO.
ESO-L . The ACROSS Repository, Portal, and Catalogs are detached from this layer and become shared
across both DO-L and ESO-L as explained above.

SIF-L In D2.1 both the ZTC Fabric and ZTC Client appeared as Communication Platform services although the

ZTC Fabric is clearly in the heart of the platform in SIF-L. In D2.2 this is fixed: ZTC Fabric is core part of

the SIF-L, while the ZTC Clients are Communication Platform Services that can be deployed on demand

in every domain interested to join ACROSS.

Cross-layer Platform Services | o A new category of platform services titled "Compute Services" is added in D2.1, offering
“Kubernetes-as-a-Service” services from the ACDO to AMSO. This is a key service for ACROSS
service provisioning in Kubernetes clusters

. Two new services are part of the Network Platform Services category:

o A new 5G-as-a-Service platform service offered by ACDO to AMSO for dynamically
provisioning an end-to-end 5G system for ACROSS 5G-enabled end user services.

o A new 5G UPF platform service is added in D2.2 with two flavors: (i) a software-based 5G
UPF as part of the 5G-aaS service above and (ii) a hardware-based 5G UPF (based on P4) for
demanding use cases that require hardware-accelerated UPF

. One new Telemetry Platform Service is added in the respective category:

o A new Intelligent Telemetry Service provides dashboards that visualize the performance of
either Al-based or Analytics-based schemes while training models or providing real-time
inference.

Architecture Figures . All figures in Section 2 of this document — apart from Figure 2-1 (the ACROSS Infrastructure Layer

remains unmodified since D2.1) — are modified according to the changes outlined in this table.
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3 Summary of Final ACROSS Architecture Components

Table 3-1 that summarizes the final components of the ACROSS architecture, emphasizing on the layer,
domain, technical work package, and task where each component belongs to. Some of the ACROSS
components may contain sub-components which are listed within the same entry to facilitate the
readability of this table. Table 3-1 also provides pointers to the technical deliverables in WP3 (i.e., D3.1
[2]) and WP4 (i.e., D4.1 [3]) where each component and sub-component is described in detail.

Table 3-1: Summary of components of the final ACROSS architecture.

Component Name (with sub-components)

Architecture

Work

WP

Responsible

Explained

Layer

Package(s)

Task (s)

Partner(s)

in

ACROSS Repository ESO-L, DO-L WP3 T3.1,T3.2 UBI, UoP D3.1§3.1.2
[ ESO-L ACROSS Repository offered by AMSO
e Distributed DO-L ACROSS Repositories
offered by different ACDO instances
ACROSS Portal ESO-L, DO-L WP3 T3.1,T3.2 UBI, UoP D3.183.1.1
| ------ ESO-L ACROSS Portal offered by AMSO
| ------ DO-L ACROSS Portal offered by ACDO
ACROSS Multi-Domain Service Orchestrator ESO-L WP3 T3.1 UBI D3.1§3.2.1
ACROSS Cross-Domain Orchestrator DO-L WP3 T3.2 UoP D3.1§3.3.1
ACROSS Zero-Trust Connectivity Fabric SIF-L WP3 T3.1,T4.4 NOVA D3.18§3.4.1
ACROSS Catalogs ESO-L WP3+WP4 D3.18§3.1.1
| -=---- End User Services Catalog
|- Platform Services Catalog
—————— Compute services Category T3.2 UoP D3.1§4.1

- |- Storage services Category T3.3 K3Y D3.1§4.2

|- Communication Services Category WP3+WP4 NOVA, K3Y D3.1§4.3
|- |------ Network Services Category WP3+WP4 UoP, UBI, UPM, K3Y | D3.1§4.4
| -=---- [ Telemetry Services Category T3.4 UoP, UBI, UPM, K3Y | D3.184.5
|- |- Analytics Services Category T3.3 K3Y D3.184.6
|- [ Artificial Intelligence Services Category T4.2 UPM, TID D4.184
|- |- Automation Services Category T4.3 LMI, WINGS D4.185
e e Security & Trust Services Category T4.4 CTTC, NEC D4.1 86
ACROSS Training and Validation Services Cross-layer WP4 T4.1 TID D4.183

19

Funded by
the European Union




B
{é l L.'° D2.2: ACROSS Platform Architecture and Technical Specifications

4 Conclusions

The deliverable D2.2, "ACROSS Platform Architecture and Technical Specifications," represents a
significant milestone in the ACROSS project, encapsulating the final architecture and detailed technical
specifications of the ACROSS platform. Through this comprehensive documentation, the deliverable
achieves several critical objectives, ensuring the project's alignment with its overarching goals and the
Grant Agreement (GA) requirements.

Key Achievements

1. Final Architecture Design: The document presents a robust and scalable final architecture for
the ACROSS platform, effectively addressing the complexities of multi-domain, geo-
distributed infrastructure management. The architecture is segmented into distinct layers—
Infrastructure Layer (INFRA-L), Domain Orchestration Layer (DO-L), End-to-end Service
Orchestration Layer (ESO-L), and Security Integration Fabric Layer (SIF-L)—each with clear
functionalities and responsibilities.

2. Component Integration and Mapping: The detailed mapping of logical components to specific
technical work packages (WPs) and tasks ensures traceability and alignment with the project's
objectives. This structured approach facilitates the coherent integration of various
components within the platform, promoting seamless interoperability and efficient resource
management.

3. Delta Analysis: The deliverable provides a thorough comparison between the initial
architecture outlined in D2.1 and the final architecture presented in D2.2. This delta analysis
highlights significant improvements and refinements made based on the project's progression
and evolving requirements, demonstrating the adaptability and responsiveness of the ACROSS
team to emerging challenges and opportunities.

4. Security and Automation: Emphasizing security and zero-touch automation, the ACROSS
platform incorporates advanced orchestration enablers that ensure secure, intelligent, and
automated management of network services. This focus aligns with the project's vision of
enhancing the efficiency, reliability, and security of modern telecommunication networks.

5. Stakeholder Alignment: By providing a detailed and structured presentation of the final
architecture, D2.2 ensures that all stakeholders, including project partners and the European
Commission, have a clear understanding of the technical foundations and operational
capabilities of the ACROSS platform. This clarity is crucial for the successful implementation
and adoption of the platform.

Future Implications

The final architecture and technical specifications outlined in D2.2 lay a solid foundation for the
subsequent phases of the ACROSS project. These specifications will guide the implementation (WP3
and WP4) as well as testing & deployment (WP5) of the platform, ensuring that it meets the needs of
diverse stakeholders and end-users. Furthermore, the comprehensive documentation and clear
mapping to project tasks will facilitate ongoing development, integration, and potential scaling of the
platform.

Final Remarks

In conclusion, deliverable D2.2 successfully achieves its objectives by presenting a detailed, robust,
and scalable architecture for the ACROSS platform. The document provides essential insights and
technical specifications that will guide the project's future activities, ensuring alignment with its
strategic goals and the evolving landscape of telecommunications. The ACROSS platform is well-
positioned to revolutionize the orchestration and automation of network services, driving
advancements in efficiency, security, and intelligent resource management.
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